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Pointer analysis



Why is pointer analysis important?
“If the pointer is not pointing to a valid object or function, 

bad things may happen”


Robert C. Seacord

Effective C: An Introduction to Professional C Programming 



Pointer notation

2142

p pointing to a cell whose 
content is 42

p

 pointing to a cell whose 
content points to a cell whose 

content is  21

p + 1

 dereferences  (it is 42)[p] p

 points to a cell whose 
content is 21

[p + 1]

skip  

       |   

       |    

       |       // read

       |    // write

       |  

       |  

e ::=
b?
x := a
x := [a]
[a1] := a2
x := 𝖺𝗅𝗅𝗈𝖼( )
𝖿𝗋𝖾𝖾(x)

nil



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

p



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

p q



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

p qt



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

p qt



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

pq t



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

pq t



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

pq t



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

pq t



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

pq t



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

pq t



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

pq t



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

pq t



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

pq t



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

pq t



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

cba

pq t



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

intuitively

 points to the list fragment  already reversed

 points to the list fragment  still to be reversed


the reverse  of the original list  

is given by composing the reverse of  followed by 

q β
p α

α†
0 α0

α β

invariant?



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

an inductive list predicate:

  


  
𝗅𝗂𝗌𝗍(ϵ, p) ≜ (p = 𝗇𝗂𝗅)
𝗅𝗂𝗌𝗍(n ⋅ α, p) ≜ ∃q . p ↦ ⟨n, q⟩ ∧ 𝗅𝗂𝗌𝗍(α, q)

points to

   P ≜ ∃α, β . 𝗅𝗂𝗌𝗍(α, p) ∧ 𝗅𝗂𝗌𝗍(β, q) ∧ α†
0 = α† ⋅ β

invariant? reversalreversal



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

   P ≜ ∃α, β . 𝗅𝗂𝗌𝗍(α, p) ∧ 𝗅𝗂𝗌𝗍(β, q) ∧ α†
0 = α† ⋅ β

reversalinvariant?

would fail if lists overlap!

reversal



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

  

 
P ≜ ∃α, β . 𝗅𝗂𝗌𝗍(α, p) ∧ 𝗅𝗂𝗌𝗍(β, q) ∧ α†

0 = α† ⋅ β
∧ (∀k . 𝗋𝖾𝖺𝖼𝗁(p, k) ∧ 𝗋𝖾𝖺𝖼𝗁(q, k) ⇒ k = 𝗇𝗂𝗅)

do not overlap

invariant?

an inductive reachability predicate:

   


                     
𝗋𝖾𝖺𝖼𝗁(p, q) ≜ p = q

∨ ∃n, t . p ↦ ⟨n, t⟩ ∧ 𝗋𝖾𝖺𝖼𝗁(t, q)



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

  

 
P ≜ ∃α, β . 𝗅𝗂𝗌𝗍(α, p) ∧ 𝗅𝗂𝗌𝗍(β, q) ∧ α†

0 = α† ⋅ β
∧ (∀k . 𝗋𝖾𝖺𝖼𝗁(p, k) ∧ 𝗋𝖾𝖺𝖼𝗁(q, k) ⇒ k = 𝗇𝗂𝗅)

invariant?

what if other lists are used?



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

  

 

P ≜ ∃α, β . 𝗅𝗂𝗌𝗍(α, p) ∧ 𝗅𝗂𝗌𝗍(β, q) ∧ 𝗅𝗂𝗌𝗍(γ, x) ∧ α†

0 = α† ⋅ β
∧ (∀k . 𝗋𝖾𝖺𝖼𝗁(p, k) ∧ 𝗋𝖾𝖺𝖼𝗁(q, k) ⇒ k = 𝗇𝗂𝗅)

∧ (∀k . 𝗋𝖾𝖺𝖼𝗁(x, k) ∧ (𝗋𝖾𝖺𝖼𝗁(p, k) ∨ 𝗋𝖾𝖺𝖼𝗁(q, k)) ⇒ k = 𝗇𝗂𝗅)

invariant?



Example





    

    

    

    

)

q := 𝗇𝗂𝗅;
𝗐𝗁𝗂𝗅𝖾 p ≠ 𝗇𝗂𝗅 𝖽𝗈 (

t := [p + 1];
[p + 1] := q;
q := p;
p := t

  P ≜ ∃α, β . (𝗅𝗂𝗌𝗍(α, p) * 𝗅𝗂𝗌𝗍(β, q)) ∧ α†
0 = α† ⋅ β

separating conjunction!

the two lists speak about 
different parts of the heap



Example

    








    

{𝗍𝗋𝗎𝖾}
[x] := 1;
[y] := 2;
[z] := 3;

{z ↦ 3}
is it valid?



Example

    








    

{𝗍𝗋𝗎𝖾}
[x] := 1;
[y] := 2;
[z] := 3;

{z ↦ 3}
valid!



Example

    








    

{𝗍𝗋𝗎𝖾}
[x] := 1;
[y] := 2;
[z] := 3;

{x ↦ 1 ∧ y ↦ 2 ∧ z ↦ 3}
is it valid?



Example

    








    

{𝗍𝗋𝗎𝖾}
[x] := 1;
[y] := 2;
[z] := 3;

{x ↦ 1 ∧ y ↦ 2 ∧ z ↦ 3}
is it valid?

we must exclude aliasing!

23

x, z y



Example

    








    

{x ≠ y ∧ x ≠ z ∧ y ≠ z}
[x] := 1;
[y] := 2;
[z] := 3;

{x ↦ 1 ∧ y ↦ 2 ∧ z ↦ 3}
valid!



Example

    






…




    

{x1 ≠ x2 ∧ . . . }
[x1] := 1;
[x2] := 2;

[xn] := n;
{x1 ↦ 1 ∧ . . . ∧ xn ↦ n}

 
conjuncts!
n(n − 1)/2



Example

    






…




    

{x1 ↦ _ * . . . * xn ↦ _}
[x1] := 1;
[x2] := 2;

[xn] := n;
{x1 ↦ 1 * . . . * xn ↦ n}

 conjuncts!n

separating conjunction!ownership of heap cell at x


