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Pointer analysis




Why Is pointer analysis important?

“If the pointer is not pointing to a valid object or function,
bad things may happen”

Robert C. Seacord
Effective C: An Introduction to Professional C Programming




Pointer notation

| p] dereferences p (it is 42)

p pointing to a cell whose e .= skip
content is 42 p ‘ h?

| X :=a

| x :=la| //read
| la] :=a, // write
x := alloc()
free(x)

p + 1 pointing to a cell whose

content points to a cell whose
content is 21

[p + 1] points to a cell whose ‘
content is 21




Example

g = nil;
while p # nil do (
ti=1p+ 1

[p+ 1] :=g; élﬂlll
~

pi=t
)



Example

» g := nil;

while p # nil do (
t:=|[p+1];

P
P
q = p; A

pi=t
)

q



Example

g = nil;
while p # nil do (
P r=[p+1];

P [
P
q = p; A

pi=t
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q



Example

g = nil;
while p # nil do (
= [p+1]; p

f
q = p; V|

pi=t
)

q




g = nil;
while p # nil do (
ti=[p+ 15

Example



Example

g = nil;

while p # nil do (
t:=1|p+1];
[p+1]:=g: lE
' I

2D pi=t

)



g = nil;
while p # nil do (
2 t:=[p+1];
p+ 1] :=g;
q = p;
p =1
)

Example



Example

g = nil;
while p # nil do (
t:=|[p+1];
» [p+1]:=g; t
==

pi=t
)
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g = nil;
while p # nil do (
ti=[p+ 15

ap  t
[p+ 1] :=g; aNle| |
= p: el L
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g = nil;
while p # nil do (
t:=|[p+1];
[p+ 1] :=g: 2 pt
el L
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Example

g = nil;
while p # nil do (
" 4 E:=[p+1];
p+1l:=gq; q0]
el

pi=t
)



>

g = nil;

while p # nil do (
t=|p+1];
p+ 1] :=g;
q =P
p =1

)

Example



Example

g = nil;
while p # nil do (
ti=[p+ 15

qp
[p+ 1] :=g; aNe M| e
= p: el

[
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g = nil;

while p # nil do (
t:=1|p+1];
[p+ 1] :=g; NG
q = p: =

D pi=t

)
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Example

g = nil;

while p # nil do (
t=|p+1];
[p+ 1] :=g; R
q = p; R
p =1

)

Pt

q
=

>



Example

g = nil; m

while P 7& nil do (intuitively
T [ 1+ 1] g points to the list fragment [ already reversed
o p ? p points to the list fragment «a still to be reversed

[p + 1] — q, the reverse (xg of the original list o,

q = p;
p =t

is given by composing the reverse of a followed by f



Example

g = nil; m m

while p #Znil do (P2 3a.8. list(a.p) Alist(B.q) Aal =a’-p
t:=|[p+1];
p+1]:=g:
q ‘= D:;
D=t

) an inductive list predicate:
list(e, p) = (p = nil)

listn - a,p) £ 3q. p — (n,q) Alist(a, )




Example

g = nil; m 0

while p #Znil do (P2 3a.8. list(a.p) Alist(B.q) Aal =a’-p

—— [p 4+ 1] would falil if lists overlap!
lp+1]:=g;

q := p;

pi=t

)



Example

g = nil; m

while p # nil do (P2 3a,p. list(a.p) AlistB,q) Aaj =a” -

— [p 1 1] A (Vk. reach(p, k) A reach(q, k) = k = nil)
p+11i=g;
q-=PD-
p =1

) an inductive reachability predicate:

reach(p,q) £ p=gq
V dn,t. p — (n,t) A reach(t, q)



Example

g := nil; m Q

while p # nil do (P = 3a.B. list(a,p) Alist(B,g) Aoy =a' -

t:=[p+ 1]; A (Vk. reach(p, k) A reach(q, k) = k = nil)
[p + 1] = (g, what if other lists are used?

q -= D>

p=1

)



Example

g = nil; m

while p # nil do (P2 3a,p. list(a, p) Alist(B, q) Alist(,x) Aa] = a” -

. ) A (Vk. reach(p, k) A reach(q, k) = k = nil)
[ = [p + 1] > A (Vk. reach(x, k) A (reach(p, k) V reach(qg, k)) = k = nil)
p+1]:=g;
q = p:
D=1

)




Example

separating conjunction!

the two lists speak about
different parts of the heap




Example

{true}
[x] :=1;
ly] :=2;

2] := 3;
1z = 3}



Example

{true}
[x] = 1;
[y] = 2;
(7] := 3;

1z = 3}



Example

{true}
[x] :=1;
ly] :=2;

1z] := 3; m

x> 1Ay 2Az- 3}



Example

X,Z Y

{true}
[x] :=1; Ba
[y] . — 2; we must exclude aliasing!

] := 3; me

x> 1Ay 2Az2 3)



Example

X FEYAXFIAY F 2}
[x] :=1;

[y] = 2;

x> 1Ay 2Az- 3}



Example

X1 FX A ...}

x| :=1;
(X, = 2;
[x,] := n;

x = 1AL AX, > nj



Example

ownership of heap cell at x : : :
separating conjunction!

X = X, - )

N

- °

x| := n;
X = 1*0 0 %x, - nj



