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Backward Analysis



Regular commands

  

      |     

      |      + 

      |     

r ::= e
r1; r2
r1 r2
r⋆

regular 
command atomic 

command

Kleene 
star

skip  |    |    | …e ::= x := a b?
choice

                    Syntactic sugar

if  then  else  


while  do            

b c1 c2 ≜ (b?; c1) + (¬b?; c2)

b c ≜ (b?; c)⋆; ¬b?



Backward analysis
Forward Analysis

Possible 
division by 0

int Simple (bool b) 

  {   int z;

       if (b)

             z := 12; 


    else 

      z := -12; 


return  1/z;

  }

Backward Analysis

z ≠ 0
z ≠ 0

z ≠ 0

z ≠ 0z∈ [12,12]


z∈ [-12,-12]

z∈ [-12,12]


int Simple (bool b) 

  {   int z;

       if (b)

             z := 12;  

  else 


      z := -12;  


return  1/z;

  }



Backward semantics

<latexit sha1_base64="6lguTU0zMEHCCM+2QaCt2bjslo0="></latexit>

J �r K�0 , {� |�0 2 JrK�}
<latexit sha1_base64="5FIC9eLvFneSer7UcFEdL1IlO9M="></latexit>

� 2 J �r K�0 , �0 2 JrK�

Q

<latexit sha1_base64="QHlCPtrHcxfXvBx+EdvMWFUIKL8="></latexit>

J �r KQ = P

σ σ′￼

P

As before we can extend it 
to setsr

Different from WLP! 



Necessary conditions (NC)
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“Under which precondition, if violated, 
will the program always be incorrect?”
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Abstract. We consider the problem of automatic precondition infer-
ence. We argue that the common notion of sufficient precondition in-
ference (i.e., under which precondition is the program correct?) imposes
too large a burden on callers, and hence it is unfit for automatic program
analysis. Therefore, we define the problem of necessary precondition in-
ference (i.e., under which precondition, if violated, will the program al-
ways be incorrect?). We designed and implemented several new abstract
interpretation-based analyses to infer atomic, disjunctive, universally and
existentially quantified necessary preconditions.

We experimentally validated the analyses on large scale industrial
code. For unannotated code, the inference algorithms find necessary pre-
conditions for almost 64% of methods which contained warnings. In 27%
of these cases the inferred preconditions were also sufficient, meaning all
warnings within the method body disappeared. For annotated code, the
inference algorithms find necessary preconditions for over 68% of meth-
ods with warnings. In almost 50% of these cases the preconditions were
also sufficient. Overall, the precision improvement obtained by precon-
dition inference (counted as the additional number of methods with no
warnings) ranged between 9% and 21%.

1 Introduction

Design by Contract [28] is a programming methodology which systematically re-
quires the programmer to provide the preconditions, postconditions and object
invariants (collectively called contracts) at design time. Contracts allow auto-
matic generation of documentation, amplify the testing process, and naturally
enable assume/guarantee reasoning for divide and conquer static program anal-
ysis and verification. In the real world, relatively few methods have contracts
that are sufficient to prove the method correct. Typically, the precondition of
a method is weaker than necessary, resulting in unproven assertions within the
method, but making it easier to prove the precondition at call-sites. Inference
has been advocated as the holy grail to solve this problem.

In this paper we focus on the problem of computing necessary preconditions
which are inevitable checks from within the method that are hoisted to the

R. Giacobazzi, J. Berdine, and I. Mastroeni (Eds.): VMCAI 2013, LNCS 7737, pp. 128–148, 2013.
c⃝ Springer-Verlag Berlin Heidelberg 2013



Necessary (pre)conditions
Sufficient Precondition:  if it holds, the code is correct


Necessary Precondition:  if it does not hold the code is never correct 


But Sufficient preconditions impose too large a burden to a callers!!



Necessary preconditions

int Example2 (object[ ]  a) 

  {   for (int i=0; i<=a.length;  i++) 


          {  a[i]=f(a[i]);


            if ( nondet() )        

                  return;

}

  }

The function  may fail 
So eliminate all runs!

Necessary precondition: 0 < a . length

If  then it will always fail!0 = = a . length

Sufficient precondition:   false



The idea of NC is to prevent the invocation of the function with arguments that will 
inevitably lead to some error 


Given Q  the set of good final states,  the NC triple 





means that any state   may admit at least one non-erroneous execution of r.


(P) r (Q)

σ ∈ P

Necessary preconditions

Q
P

<latexit sha1_base64="HiK9mk1vg11eHsUsS5ZrfbKlfOM="></latexit>

J �r KQ ✓ P

It is an over-approximation!

r



The taxonomy

Forward Backward

Over

Under

{HL} 

[IL]

(NC)
<latexit sha1_base64="FAyKLk8vVidAindPsF4vxlmCsnM=">AAACKXicbVBLTgJBFOzBH+IPdemmI5iYmJAZFuiS6MYlJPJJGEJ6mgd06PnY/caEEA7hOTyAWz2CO3XrwmvYwJgIWEknlar3Uq/Li6TQaNsfVmptfWNzK72d2dnd2z/IHh7VdRgrDjUeylA1PaZBigBqKFBCM1LAfE9CwxveTP3GAygtwuAORxG0fdYPRE9whkbqZC/yrpSeYnwISJWr1C+vUOrq2NOAcE+rNE8zmU42ZxfsGegqcRKSIwkqney32w157EOAXDKtW44dYXvMFAouYZJxYw2RiWN9aBkaMB90ezz71ISeGaVLe6EyL0A6U/9ujJmv9cj3zKTPcKCXvan4n9eKsXfVHosgihECPg/qxZJiSKcN0a5QwFGODGFcCXMr5QNmakHT40KKRp+pkepOTDPOcg+rpF4sOKVCqVrMla+TjtLkhJySc+KQS1Imt6RCaoSTR/JMXsir9WS9We/W53w0ZSU7x2QB1tcP6NqmBg==</latexit>

JrKP ✓ Q

<latexit sha1_base64="xW7WzTzXN+Vy7b4SvKUvxFrHIXI=">AAACKXicbVBLTgJBFOzBH+IPdemmI5iYmJAZFuiS6MYlJPJJGEJ6mgd06PnY/caEEA7hOTyAWz2CO3XrwmvYwJgIWEknlar3Uq/Li6TQaNsfVmptfWNzK72d2dnd2z/IHh7VdRgrDjUeylA1PaZBigBqKFBCM1LAfE9CwxveTP3GAygtwuAORxG0fdYPRE9whkbqZC/yrpSeYnwISJWr1C+vUOrqONKAcE+rNE8zmU42ZxfsGegqcRKSIwkqney32w157EOAXDKtW44dYXvMFAouYZJxYw2RiWN9aBkaMB90ezz71ISeGaVLe6EyL0A6U/9ujJmv9cj3zKTPcKCXvan4n9eKsXfVHosgihECPg/qxZJiSKcN0a5QwFGODGFcCXMr5QNmakHT40KKRp+pkepOTDPOcg+rpF4sOKVCqVrMla+TjtLkhJySc+KQS1Imt6RCaoSTR/JMXsir9WS9We/W53w0ZSU7x2QB1tcP/+CmFA==</latexit>

JrKP ◆ Q

<latexit sha1_base64="HiK9mk1vg11eHsUsS5ZrfbKlfOM="></latexit>

J �r KQ ✓ P

??
<latexit sha1_base64="sr295XCe3E8gq44qojls6bfwjQ0="></latexit>

J �r KQ ◆ PSIL⟨⟨ ⟩⟩



Sufficient incorrectness logic 
(SIL)



Ongoing work

“SIL can  characterises  the source of 
errors”
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Sufficient Incorrectness Logic: SIL and Separation SIL

FLAVIO ASCARI, Università di Pisa, Italy
ROBERTO BRUNI, Università di Pisa, Italy
ROBERTA GORI, Università di Pisa, Italy
FRANCESCO LOGOZZO, Meta Platforms, Inc., USA

Sound over-approximation methods have been proved effective for guaranteeing the absence of errors, but in-
evitably they produce false alarms that can hamper the programmers. Conversely, under-approximationmeth-
ods are aimed at bug finding and are free from false alarms. We introduce Sufficient Incorrectness Logic (SIL),
a new under-approximating, triple-based program logic to reason about program errors. SIL is designed to
set apart the initial states leading to errors. We prove that SIL is correct and complete for a minimal set of
rules, and we study additional rules that can facilitate program analyses. We formally compare SIL to existing
triple-based program logics. Incorrectness Logic and SIL both perform under-approximations, but while the
former exposes only true errors, the latter locates the set of initial states that lead to such errors. Hoare Logic
performs over-approximations and as such cannot capture the set of initial states leading to errors in nonde-
terministic programs – for deterministic and terminating programs, Hoare Logic and SIL coincide. Finally, we
instantiate SIL with Separation Logic formulae (Separation SIL) to handle pointers and dynamic allocation
and we prove its correctness and, for loop-free programs, also its completeness. We argue that in some cases
Separation SIL can yield more succinct postconditions and provide stronger guarantees than Incorrectness
Separation Logic and can support effective backward reasoning.

CCS Concepts: • Theory of computation→ Logic and verification; Proof theory; Hoare logic; Separation
logic; Programming logic.

Additional KeyWords and Phrases: Sufficient Incorrectness Logic, Incorrectness Logic, Necessary Conditions,
Outcome Logic

1 INTRODUCTION

Formal methods aim to provide tools for reasoning and establishing program guarantees. His-
torically, research in formal reasoning progressed from manual correctness proofs to effective,
automatic methods that improve program reliability and security. In the late 60s, Floyd [1967]
and Hoare [1969] independently introduced formal systems to reason about programs. In the
70s/early 80s, the focus was on mechanization, with the introduction of numerous techniques
such as predicate transformers [Dijkstra 1975], Abstract Interpretation [Cousot and Cousot 1977],
model checking [Clarke and Emerson 1981], type inference [Damas and Milner 1982] and mech-
anized program proofs [Coquand and Huet 1985]. Those seminal works, in conjunction with the
development of automatic and semi-automatic theorem provers (e.g., [de Moura 2007]) brought
impressive wins in proving program correctness of real-world applications. For instance, the As-
trée abstract interpreter automatically proves the absence of runtime errors in millions of lines
of safety-critical C [Blanchet et al. 2003], the SLAM model checker was used to check Windows
drivers [Ball and Rajamani 2001], CompCert is a certified C compiler developed in Coq [Leroy
2009], and VCC uses the calculus of weakest precondition to verify safety properties of annotated
Concurrent C programs [Cohen et al. 2009].
Despite the aforementioned successes, effective program correctness methods struggle to reach

mainstream adoption. As program correctness is undecidable, all those methods over-approximate
programs behaviours. Over-approximation guarantees soundness (if the program is proved to be

Authors’ addresses: Flavio Ascari, Dipartimento di Informatica, Università di Pisa, Largo B. Pontecorvo 3, 56127, Pisa, Italy,
flavio.ascari@phd.unipi.it; Roberto Bruni, Dipartimento di Informatica, Università di Pisa, Largo B. Pontecorvo 3, 56127,
Pisa, Italy, roberto.bruni@unipi.it; Roberta Gori, Dipartimento di Informatica, Università di Pisa, Largo B. Pontecorvo 3,
56127, Pisa, Italy, roberta.gori@unipi.it; Francesco LogozzoMeta Platforms, Inc., USA, logozzo@meta.com.



Sufficient Incorrectness Logic (SIL)

An under-approximating logic designed to devise  the initial states leading to errors 


P
Q

Given Q a specification of the possible errors


<latexit sha1_base64="sr295XCe3E8gq44qojls6bfwjQ0="></latexit>

J �r KQ ◆ P
r

It is an under-approximation!

∀σ ∈ P ∃σ′￼ ∈ Q . σ′￼ ∈ [[r]]σ

⟨⟨P⟩⟩ c ⟨⟨Q⟩⟩ is valid when

means 



Bug reporting
Which errors should a tool report to programmers?

We do not want false positives but for the others? 

int foo ( int *  x) 

  {  *x=32 }

Pulse (based on IL) would find 

Should the tool report this? 

Should the tool report all of them?



Solution: manifest errors

Manifest errors cannot be characterised with IL 

But they can be  easily characterised with SIL

⟨⟨ true ⟩⟩ r ⟨⟨ Q ⟩⟩ is valid       is a manifest error ⇔ Q

An error is manifest if it occurs independently of the context and is therefore particularly 
interesting to point out to programmers



Forward Backward

Over

Under

{HL} 

[IL]

(NC)
<latexit sha1_base64="FAyKLk8vVidAindPsF4vxlmCsnM=">AAACKXicbVBLTgJBFOzBH+IPdemmI5iYmJAZFuiS6MYlJPJJGEJ6mgd06PnY/caEEA7hOTyAWz2CO3XrwmvYwJgIWEknlar3Uq/Li6TQaNsfVmptfWNzK72d2dnd2z/IHh7VdRgrDjUeylA1PaZBigBqKFBCM1LAfE9CwxveTP3GAygtwuAORxG0fdYPRE9whkbqZC/yrpSeYnwISJWr1C+vUOrq2NOAcE+rNE8zmU42ZxfsGegqcRKSIwkqney32w157EOAXDKtW44dYXvMFAouYZJxYw2RiWN9aBkaMB90ezz71ISeGaVLe6EyL0A6U/9ujJmv9cj3zKTPcKCXvan4n9eKsXfVHosgihECPg/qxZJiSKcN0a5QwFGODGFcCXMr5QNmakHT40KKRp+pkepOTDPOcg+rpF4sOKVCqVrMla+TjtLkhJySc+KQS1Imt6RCaoSTR/JMXsir9WS9We/W53w0ZSU7x2QB1tcP6NqmBg==</latexit>

JrKP ✓ Q

<latexit sha1_base64="xW7WzTzXN+Vy7b4SvKUvxFrHIXI=">AAACKXicbVBLTgJBFOzBH+IPdemmI5iYmJAZFuiS6MYlJPJJGEJ6mgd06PnY/caEEA7hOTyAWz2CO3XrwmvYwJgIWEknlar3Uq/Li6TQaNsfVmptfWNzK72d2dnd2z/IHh7VdRgrDjUeylA1PaZBigBqKFBCM1LAfE9CwxveTP3GAygtwuAORxG0fdYPRE9whkbqZC/yrpSeYnwISJWr1C+vUOrqONKAcE+rNE8zmU42ZxfsGegqcRKSIwkqney32w157EOAXDKtW44dYXvMFAouYZJxYw2RiWN9aBkaMB90ezz71ISeGaVLe6EyL0A6U/9ujJmv9cj3zKTPcKCXvan4n9eKsXfVHosgihECPg/qxZJiSKcN0a5QwFGODGFcCXMr5QNmakHT40KKRp+pkepOTDPOcg+rpF4sOKVCqVrMla+TjtLkhJySc+KQS1Imt6RCaoSTR/JMXsir9WS9We/W53w0ZSU7x2QB1tcP/+CmFA==</latexit>

JrKP ◆ Q

<latexit sha1_base64="HiK9mk1vg11eHsUsS5ZrfbKlfOM="></latexit>

J �r KQ ✓ P

<latexit sha1_base64="sr295XCe3E8gq44qojls6bfwjQ0="></latexit>

J �r KQ ◆ PSIL⟨⟨ ⟩⟩

Compare logics along the 
approximation axis



NC vs HL

<latexit sha1_base64="I5PZ83vm3KrAhHezTRi9iCFZ9FY=">AAACEHicbVDLSsNAFJ3UVxNfsS7dDBbBVUm6qC6LblxWsA9IQplMJu3QmSTMTMQQ+hN+gFv9BHfi1j/wC/wNp4+FbT1w4XDOvZzLCTNGpXKcb6Oytb2zu1c1rf2Dw6Nj+6TWk2kuMOnilKViECJJGE1IV1HFyCATBPGQkX44uZ35/UciJE2TB1VkJOBolNCYYqS0NLRrvmdBn8axZZp+YJmWZQ3tutNw5oCbxF2SOliiM7R//CjFOSeJwgxJ6blOpoISCUUxI1PLzyXJEJ6gEfE0TRAnMijnv0/hhVYiGKdCT6LgXP17USIuZcFDvcmRGst1byb+53m5iq+DkiZZrkiCF0FxzqBK4awIGFFBsGKFJggLqn+FeIwEwkrXtZIiFUeiENFUN+Ou97BJes2G22q07pv19s2yoyo4A+fgErjgCrTBHeiALsDgCbyAV/BmPBvvxofxuVitGMubU7AC4+sX4MyaQQ==</latexit>()
¬Q

Q

¬P

P

<latexit sha1_base64="g/HaJrrKgVZimjYJXR4nI8DaadA=">AAACMnicbVDLSgMxFM34rONr1KWbYBVclRmR6rLoxmUL9gGdUjLpbQ1mMmNyRyilP+J3+AFu9Q90Jy7c+BGmD0FbDwROzrmXk5wolcKg7786C4tLyyuruTV3fWNza9vb2a2ZJNMcqjyRiW5EzIAUCqooUEIj1cDiSEI9ur0c+fV70EYk6hr7KbRi1lOiKzhDK7W908NQykgzfgtINQ21/rmECnq0TGlossgAwt1EqRy6btvL+wV/DDpPginJkynKbe8z7CQ8i0Ehl8yYZuCn2BowjYJLGLphZiC1sawHTUsVi8G0BuPfDemRVTq0m2h7FNKx+ntjwGJj+nFkJ2OGN2bWG4n/ec0Mu+etgVBphqD4JKibSYoJHVVFO0IDR9m3hHEt7Fspv2G2HrSF/kkxGDPd152hbSaY7WGe1E4KQbFQrJzkSxfTjnJknxyQYxKQM1IiV6RMqoSTB/JEnsmL8+i8Oe/Ox2R0wZnu7JE/cL6+ARCcqaw=</latexit>

JrK¬P ✓ ¬Q
<latexit sha1_base64="yUy2LtalTTKcrlFLAthcSN4y+0M="></latexit>

J �r KQ ✓ P

r

(P) r (Q){¬P} r {¬Q} <latexit sha1_base64="FsFlBZxgHDSSxH8BSMc73w5ywJA=">AAACD3icbVDLSsNAFJ3UVxNfqS7dDBbBVUm6qC6LblxWsA9IQplMJu3QmSTMTJQQ+hF+gFv9BHfi1k/wC/wNp4+FbT1w4XDOvZzLCTNGpXKcb6Oytb2zu1c1rf2Dw6Nju3bSk2kuMOnilKViECJJGE1IV1HFyCATBPGQkX44uZ35/UciJE2TB1VkJOBolNCYYqS0NLRrvmeZPo1j0/QDy7Qsa2jXnYYzB9wk7pLUwRKdof3jRynOOUkUZkhKz3UyFZRIKIoZmVp+LkmG8ASNiKdpgjiRQTl/fQovtBLBOBV6EgXn6t+LEnEpCx7qTY7UWK57M/E/z8tVfB2UNMlyRRK8CIpzBlUKZz3AiAqCFSs0QVhQ/SvEYyQQVrqtlRSpOBKFiKa6GXe9h03SazbcVqN136y3b5YdVcEZOAeXwAVXoA3uQAd0AQZP4AW8gjfj2Xg3PozPxWrFWN6cghUYX7+C5JoW</latexit>()



Forward Backward

Over

Under

{HL} 

[IL]

(NC)
<latexit sha1_base64="FAyKLk8vVidAindPsF4vxlmCsnM=">AAACKXicbVBLTgJBFOzBH+IPdemmI5iYmJAZFuiS6MYlJPJJGEJ6mgd06PnY/caEEA7hOTyAWz2CO3XrwmvYwJgIWEknlar3Uq/Li6TQaNsfVmptfWNzK72d2dnd2z/IHh7VdRgrDjUeylA1PaZBigBqKFBCM1LAfE9CwxveTP3GAygtwuAORxG0fdYPRE9whkbqZC/yrpSeYnwISJWr1C+vUOrq2NOAcE+rNE8zmU42ZxfsGegqcRKSIwkqney32w157EOAXDKtW44dYXvMFAouYZJxYw2RiWN9aBkaMB90ezz71ISeGaVLe6EyL0A6U/9ujJmv9cj3zKTPcKCXvan4n9eKsXfVHosgihECPg/qxZJiSKcN0a5QwFGODGFcCXMr5QNmakHT40KKRp+pkepOTDPOcg+rpF4sOKVCqVrMla+TjtLkhJySc+KQS1Imt6RCaoSTR/JMXsir9WS9We/W53w0ZSU7x2QB1tcP6NqmBg==</latexit>

JrKP ✓ Q

<latexit sha1_base64="xW7WzTzXN+Vy7b4SvKUvxFrHIXI=">AAACKXicbVBLTgJBFOzBH+IPdemmI5iYmJAZFuiS6MYlJPJJGEJ6mgd06PnY/caEEA7hOTyAWz2CO3XrwmvYwJgIWEknlar3Uq/Li6TQaNsfVmptfWNzK72d2dnd2z/IHh7VdRgrDjUeylA1PaZBigBqKFBCM1LAfE9CwxveTP3GAygtwuAORxG0fdYPRE9whkbqZC/yrpSeYnwISJWr1C+vUOrqONKAcE+rNE8zmU42ZxfsGegqcRKSIwkqney32w157EOAXDKtW44dYXvMFAouYZJxYw2RiWN9aBkaMB90ezz71ISeGaVLe6EyL0A6U/9ujJmv9cj3zKTPcKCXvan4n9eKsXfVHosgihECPg/qxZJiSKcN0a5QwFGODGFcCXMr5QNmakHT40KKRp+pkepOTDPOcg+rpF4sOKVCqVrMla+TjtLkhJySc+KQS1Imt6RCaoSTR/JMXsir9WS9We/W53w0ZSU7x2QB1tcP/+CmFA==</latexit>

JrKP ◆ Q

<latexit sha1_base64="HiK9mk1vg11eHsUsS5ZrfbKlfOM="></latexit>

J �r KQ ✓ P

<latexit sha1_base64="sr295XCe3E8gq44qojls6bfwjQ0="></latexit>

J �r KQ ◆ PSIL⟨⟨ ⟩⟩

Compare logics along the 
approximation axis



SIL vs IL
:


   if even (x) {

              if  odd(y) { z := 42; } 


}


c42

Q ≜ { z = 42 } 


With IL one can prove 
[ z=11 ]    [ z=42 ∧ odd(y) ∧ even(x) ] 
Expressing that the postcondition is reachable

With SIL one can prove 

z=11  odd(y)  even(x)     z=42  


Expressing a precondition that leads to error states 

c42

⟨⟨ ∧ ∧ ⟩⟩ c42 ⟨⟨ ⟩⟩

Safe  
E.g., x:=1/(42- z)

z ≠ 42

Given a specification of the possible errors

No relations! 




Forward Backward

Over

Under

{HL} 

[IL]

(NC)
<latexit sha1_base64="FAyKLk8vVidAindPsF4vxlmCsnM=">AAACKXicbVBLTgJBFOzBH+IPdemmI5iYmJAZFuiS6MYlJPJJGEJ6mgd06PnY/caEEA7hOTyAWz2CO3XrwmvYwJgIWEknlar3Uq/Li6TQaNsfVmptfWNzK72d2dnd2z/IHh7VdRgrDjUeylA1PaZBigBqKFBCM1LAfE9CwxveTP3GAygtwuAORxG0fdYPRE9whkbqZC/yrpSeYnwISJWr1C+vUOrq2NOAcE+rNE8zmU42ZxfsGegqcRKSIwkqney32w157EOAXDKtW44dYXvMFAouYZJxYw2RiWN9aBkaMB90ezz71ISeGaVLe6EyL0A6U/9ujJmv9cj3zKTPcKCXvan4n9eKsXfVHosgihECPg/qxZJiSKcN0a5QwFGODGFcCXMr5QNmakHT40KKRp+pkepOTDPOcg+rpF4sOKVCqVrMla+TjtLkhJySc+KQS1Imt6RCaoSTR/JMXsir9WS9We/W53w0ZSU7x2QB1tcP6NqmBg==</latexit>

JrKP ✓ Q
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JrKP ◆ Q

<latexit sha1_base64="HiK9mk1vg11eHsUsS5ZrfbKlfOM="></latexit>

J �r KQ ✓ P

<latexit sha1_base64="sr295XCe3E8gq44qojls6bfwjQ0="></latexit>

J �r KQ ◆ PSIL⟨⟨ ⟩⟩

Consequence rules follows the diagonal of the schema, so they suggest relations between HL-SIL and IL-NC

        P′￼⇒ P P′￼r Q′￼ Q ⇒ Q′￼

  P r Q

        P ⇒ P′￼ P′￼r Q′￼ Q′￼⇒ Q
  P r Q

Compare logics according to the 
consequence rule



Relations following the diagonals

NC-IL: no relation 


HL-SIL: loosely related,

r deterministic and terminating:     SIL equivalent to HL 

  ⟨⟨P⟩⟩ r ⟨⟨Q⟩⟩ ⇔ {P} r {Q}



SIL vs HL
 :


   if even (x) {

              if  odd(y) { z := 42; } 


}


c42

Safe  
E.g., x:=1/(42- z)

z ≠ 42

Q ≜ { z = 42 } 

 

With SIL one can prove 


odd(y)     z=42 

Expressing a precondition that leads to error states


With HL one can prove 

⟨⟨ ⟩⟩ c42 ⟨⟨ ⟩⟩

   x := nondet();

{ z=42 }    { z=42 }c42

Given a specification of the possible errors



The proof system favours backward analysis starting from the (error) postconditions

Hoare’s axiom for assignment 

SIL Rules

<latexit sha1_base64="TIygxGW9+Vm4frvgVzeaZNisn/4=">AAACUXicbZDNSgMxFIVvx7/6X3XpJloEF1JnRKoIQtGNS0Vbhc5Q7qRpG5rJDElGWkofzOdw5cql+gjuTOsI2noh5OPce7jJCRPBtXHdl5wzMzs3v5BfXFpeWV1bL2xs1nScKsqqNBaxeghRM8ElqxpuBHtIFMMoFOw+7F6O+vePTGkeyzvTT1gQYVvyFqdorNQo3PoCZVswfycDclPHw17gqx85gwPSOztHe00bJmcbhaJbcsdFpsHLoAhZXTcKb34zpmnEpKECta57bmKCASrDqWDDJT/VLEHaxTarW5QYMR0Mxp8fkj2rNEkrVvZIQ8bqb8cAI637UWgnIzQdPdkbif/16qlpnQYDLpPUMEm/F7VSQUxMRkmSJleMGtG3gFRx+1ZCO6iQGpv3ny3aRKj6qjm0yXiTOUxD7ajklUvlm+Ni5SLLKA/bsAv74MEJVOAKrqEKFJ7gFd7hI/ec+3TAcb5HnVzm2YI/5Sx/Ach3tB4=</latexit>

hhQ[a/x]iix := a hhQii
<latexit sha1_base64="BmOGZf3g28GflW+IbDuJ+3HTIp4=">AAACJXicbZDPSgMxEMaz9f//VY9eokX0YtkVqR6LXjwqWCt0S5lN0xpMsksyK5TSR/A5fACv+gjeRPDk0dcwbVfQ1g8CP76ZYSZfnEphMQg+vMLU9Mzs3PzC4tLyyuqav75xbZPMMF5liUzMTQyWS6F5FQVKfpMaDiqWvBbfnQ3qtXturEj0FXZT3lDQ0aItGKCzmv5eJEF3JI+2c6CAiTqAyPzYI2j6xaAUDEUnIcyhSHJdNP2vqJWwTHGNTIK19TBIsdEDg4JJ3l+MMstTYHfQ4XWHGhS3jd7wQ32665wWbSfGPY106P6e6IGytqti16kAb+14bWD+V6tn2D5p9IROM+SajRa1M0kxoYN0aEsYzlB2HQAzwt1K2S0YYOgy/LPFogLTNa2+SyYcz2ESrg9LYblUvjwqVk7zjObJFtkh+yQkx6RCzskFqRJGHsgTeSYv3qP36r1576PWgpfPbJI/8j6/AbYupj4=</latexit>

hhatom� aii

⟨⟨y > 0⟩⟩ x := y − 1 ⟨⟨x ≥ 0⟩⟩

⟨⟨x ≠ 42⟩⟩⟨⟨y ≠ 43⟩⟩ x := y − 1



The proof system favours backward analysis starting from the (error) postconditions

<latexit sha1_base64="CPqBixmcgQqe8nJV2LrJPYWKQRU=">AAACUXicbZBNSwMxEIan61dt/Vj16CVaBA+l7IqoN0UvHlu0tdAtZTZNazCbXZKsUEp/mL/DkyeP6k/wZtquYFsHAg/vO8NM3jARXBvPe8s5S8srq2v59UJxY3Nr293Zbeg4VZTVaSxi1QxRM8ElqxtuBGsmimEUCvYQPt2M/YdnpjSP5b0ZJKwdYV/yHqdorNRx7wKBsi9YcJABqZGAYkJCEqhfJ4NyeBmUyeLAfGPHLXkVb1JkEfwMSpBVteN+BN2YphGThgrUuuV7iWkPURlOBRsVglSzBOkT9lnLosSI6fZw8vkRObJKl/RiZZ80ZKL+nRhipPUgCm1nhOZRz3tj8T+vlZreRXvIZZIaJul0US8VxMRknCTpcsWoEQMLSBW3txL6iAqpsXnPbNEmQjVQ3ZFNxp/PYREaJxX/rHJWOy1dXWcZ5WEfDuEYfDiHK7iFKtSBwgu8wyd85V5z3w44zrTVyWUzezBTTvEHUx2z4Q==</latexit>

hhQ \ bii b? hhQii
<latexit sha1_base64="nZIju4ZxOr8vNEYkZOvfG52oCas=">AAACJXicbZDPSgMxEMaz9f//VY9eokX0YtkVqR6LXjwqWCt0S5lN0xpMsksyK5TSR/A5fACv+gjeRPDk0dcwbVfQ1g8CP76ZYSZfnEphMQg+vMLU9Mzs3PzC4tLyyuqav75xbZPMMF5liUzMTQyWS6F5FQVKfpMaDiqWvBbfnQ3qtXturEj0FXZT3lDQ0aItGKCzmv5eJEF3JI+2c6CAiTroRObHHkHTLwalYCg6CWEORZLroul/Ra2EZYprZBKsrYdBio0eGBRM8v5ilFmeAruDDq871KC4bfSGH+rTXee0aDsx7mmkQ/f3RA+UtV0Vu04FeGvHawPzv1o9w/ZJoyd0miHXbLSonUmKCR2kQ1vCcIay6wCYEe5Wym7BAEOX4Z8tFhWYrmn1XTLheA6TcH1YCsul8uVRsXKaZzRPtsgO2SchOSYVck4uSJUw8kCeyDN58R69V+/Nex+1Frx8ZpP8kff5DcAkpkQ=</latexit>

hhatom� gii

⟨⟨∅⟩⟩ (x > 0)? ⟨⟨x = − 42⟩⟩

⟨⟨x = 42⟩⟩⟨⟨x = 42⟩⟩ (x > 0)?

SIL Rules



Same conditions for both branches
<latexit sha1_base64="BhQSzFe5YEHwGnOpt0zGXyiYQJc=">AAACJXicbZDLSsNAFIYnXmu9RV26iRbRVUlEqsuiG5cV7AWaUCaTk3boZBJmJkIIfQSfwwdwq4/gTgRXLn0Np20E2/rDwMd/zuGc+f2EUals+9NYWl5ZXVsvbZQ3t7Z3ds29/ZaMU0GgSWIWi46PJTDKoamoYtBJBODIZ9D2hzfjevsBhKQxv1dZAl6E+5yGlGClrZ556jLM+wzcowIsMogpAVf82lPomRW7ak9kLYJTQAUVavTMbzeISRoBV4RhKbuOnSgvx0JRwmBUdlMJCSZD3IeuRo4jkF4++dDIOtFOYIWx0I8ra+L+nchxJGUW+bozwmog52tj879aN1XhlZdTnqQKOJkuClNmqdgap2MFVABRLNOAiaD6Vp0HFpgoneHMFqkiLDIRjHQyznwOi9A6rzq1au3uolK/LjIqoUN0jM6Qgy5RHd2iBmoigh7RM3pBr8aT8Wa8Gx/T1iWjmDlAMzK+fgD/QqZq</latexit>

hhchoiceii
<latexit sha1_base64="mjdaDf4kE+2FKmGEojkbpYFxJps="></latexit>

hhP1 [ P2ii r1 + r2 hhQii

The proof system favours backward analysis starting from the (error) postconditions

⟨⟨y = 43 ∨ y = 42⟩⟩ (x := y − 1) + (x = y) ⟨⟨x = 42⟩⟩
⟨⟨x ≠ 42⟩⟩⟨⟨ true ⟩⟩ = ⟨⟨y ≠ 43 ∨ y ≠ 42⟩⟩ (x := y − 1) + (x := y)

⟨⟨y ≠ 43⟩⟩ (x := y − 1) + (x := 42) ⟨⟨x ≠ 42⟩⟩

<latexit sha1_base64="Rws4kndYHVnOmzLD0vXrx/X5yV0="></latexit>

hhP1iir1hhQii hhP2iir2hhQii

SIL Rules



Backward iteration starting from final state Q0

The proof system favours backward analysis starting from the (error) postconditions

<latexit sha1_base64="4CIG68pjsJ0DqH63iLKKO/MfD8o=">AAACI3icbZDNSsNAFIUn9a/Wv6hLN6Ol4KokItVl0Y3LCrYVmlAmk5t26GQSZiZCKX0Cn8MHcKuP4E7cuHDtazhtI9jWAwMf597LvXOClDOlHefTKqysrq1vFDdLW9s7u3v2/kFLJZmk0KQJT+R9QBRwJqCpmeZwn0ogccChHQyuJ/X2A0jFEnGnhyn4MekJFjFKtLG6dsXjRPQ4eMc5YKZBevLXnEHXLjtVZyq8DG4OZZSr0bW/vTChWQxCU06U6rhOqv0RkZpRDuOSlylICR2QHnQMChKD8kfT74xxxTghjhJpntB46v6dGJFYqWEcmM6Y6L5arE3M/2qdTEeX/oiJNNMg6GxRlHGsEzzJBodMAtV8aIBQycytmPaJJNREMr9F6ZjIoQzHJhl3MYdlaJ1V3Vq1dnterl/lGRXRETpBp8hFF6iOblADNRFFj+gZvaBX68l6s96tj1lrwcpnDtGcrK8fdKOlnw==</latexit>

hhiterii
<latexit sha1_base64="0Us2RYJ5LK/qSE9hOwSnAmuTSnQ="></latexit>

hh
[

n�0

Qnii r⇤ hhQ0ii

<latexit sha1_base64="AlC2qX3Ig3osKeE+ExRlv1fTJv8="></latexit>

8n � 0.hhQn+1ii r hhQnii

⟨⟨x ≤ 42⟩⟩ = ⟨⟨ . . . ∨ x = 41 ∨ x = 42⟩⟩ (x := x + 1)* ⟨⟨x = 42⟩⟩

SIL Rules



The proof system favours backward analysis starting from the (error) postconditions

SIL can drop  disjunction going backward:

<latexit sha1_base64="GQ8pLqG9KKqYjGHZIeN8cuDXN70=">AAACSnicbZDNSgMxFIUztWqtf6Mu3USL4KrMiFTBTdGNCxct2B/oDCWTSdtgkhmSjDAMfSmfwwfQpW7cuxM3pu0ItvXChY9zz+UmJ4gZVdpxXq3CSnF1bb20Ud7c2t7Ztff22ypKJCYtHLFIdgOkCKOCtDTVjHRjSRAPGOkEDzeTeeeRSEUjca/TmPgcDQUdUIy0kfr2nceQGDLiHeUAG578VWYAvStpesnYhIvOvl1xqs604DK4OVRAXo2+/eGFEU44ERozpFTPdWLtZ0hqihkZl71EkRjhBzQkPYMCcaL8bPrrMTwxSggHkTQtNJyqfzcyxJVKeWCcHOmRWpxNxP9mvUQPLv2MijjRRODZoUHCoI7gJEIYUkmwZqkBhCU1b4V4hCTC2gQ9d0VpjmQqw7FJxl3MYRnaZ1W3Vq01zyv16zyjEjgEx+AUuOAC1MEtaIAWwOAJvIA38G49W5/Wl/U9sxasfOcAzFWh+AN6LbN1</latexit>

hhP ii r hhQii<latexit sha1_base64="j0dqvfZ0jZi/j/rZLKH95BPJric=">AAACUnicbVJNSwMxEE3rV61fVY9eokXwVHZFquCl6MVjBauF7lKy2WkNJtklmRWW0j/m7/DizZvoT/BkWlfQ1oGBx3tvmMkjUSqFRc97KZUXFpeWVyqr1bX1jc2t2vbOrU0yw6HDE5mYbsQsSKGhgwIldFMDTEUS7qKHy4l+9wjGikTfYJ5CqNhQi4HgDB3Vr90EkumhhGC/ADQAlWJuAQPzo5hCOTeu5wau6ayzX6t7DW9adB74BaiTotr92lsQJzxToJFLZm3P91IMR8yg4BLG1SCzkDL+wIbQc1AzBTYcTV8/poeOiekgMa410in7e2LElLW5ipxTMby3s9qE/E/rZTg4C0dCpxmC5t+LBpmkmNBJlDQWBjjK3AHGjXC3Un7PDOPoAv+zxaJiJjfx2CXjz+YwD26PG36z0bw+qbcuiowqZI8ckCPik1PSIlekTTqEkyfySt7JR+m59Fl2v+TbWi4VM7vkT5XXvwAUl7VO</latexit>

hh;ii r hhQii

<latexit sha1_base64="BTU6jl5sJjoi8n/EWVMgkzbPEl0=">AAACJHicbZDLSgMxFIYz9VbrbdSlm2jxsiozItVl0Y3LCvYCnaFk0kwbmkmGJCMMQ9/A5/AB3OojuBMXbtz6GqbtCLb1h8DHf87hnPxBzKjSjvNpFZaWV1bXiuuljc2t7R17d6+pRCIxaWDBhGwHSBFGOWloqhlpx5KgKGCkFQxvxvXWA5GKCn6v05j4EepzGlKMtLG69onHEO8z4h3mALHg6tSTv+4UunbZqTgTwUVwcyiDXPWu/e31BE4iwjVmSKmO68Taz5DUFDMyKnmJIjHCQ9QnHYMcRUT52eQ/I3hsnB4MhTSPazhx/05kKFIqjQLTGSE9UPO1sflfrZPo8MrPKI8TTTieLgoTBrWA43Bgj0qCNUsNICypuRXiAZIIaxPhzBalIyRT2RuZZNz5HBaheV5xq5Xq3UW5dp1nVAQH4AicARdcghq4BXXQABg8gmfwAl6tJ+vNerc+pq0FK5/ZBzOyvn4A4PSlzw==</latexit>

hhcons0ii<latexit sha1_base64="G8XkA7+jJGux2xC5WzoVuDzpSwM=">AAACJHicbZDLSgMxFIYzXuu96tJNtCiuyoxIdVl047KCrUKnlEx62oYmmSE5Iwylb+Bz+ABu9RHciQs3bn0N03YEbz8EPv5zDufkjxIpLPr+mzczOze/sFhYWl5ZXVvfKG5uNWycGg51HsvY3ETMghQa6ihQwk1igKlIwnU0OB/Xr2/BWBHrK8wSaCnW06IrOENntYsHoWS6JyHczYGCSjALzZc7hXax5Jf9iehfCHIokVy1dvEj7MQ8VaCRS2ZtM/ATbA2ZQcEljJbD1ELC+ID1oOlQMwW2NZz8Z0T3ndOh3di4p5FO3O8TQ6aszVTkOhXDvv1dG5v/1Zopdk9bQ6GTFEHz6aJuKinGdBwO7QgDHGXmgHEj3K2U95lhHF2EP7ZYVMxkpjNyyQS/c/gLjaNyUClXLo9L1bM8owLZIXvkkATkhFTJBamROuHkjjyQR/Lk3XvP3ov3Om2d8fKZbfJD3vsnbiemJA==</latexit>

hhemptyii

<latexit sha1_base64="leJgpOXCSP2NLpt9REqBNyYKpYQ=">AAACUnicbZJPS8MwGMbT+W/OqVWPXqJD9DRakSl4GXrx2MH+wVpGmqZbWJqWJBVK2Rfzc3jx5k30I3gy2yq4zRcCP57nfXmTh/gJo1JZ1ptR2tjc2t4p71b2qvsHh+bRcVfGqcCkg2MWi76PJGGUk46iipF+IgiKfEZ6/uRx5veeiZA05m2VJcSL0IjTkGKktDQ02y5DfMSIe1YAdKCL0wQ6l674dRYA3Xuhz9pAC652Ds2aVbfmBdfBLqAGinKG5ocbxDiNCFeYISkHtpUoL0dCUczItOKmkiQIT9CIDDRyFBHp5fPXT+GFVgIYxkIfruBc/TuRo0jKLPJ1Z4TUWK56M/E/b5Cq8M7LKU9SRTheLApTBlUMZ1HCgAqCFcs0ICyovivEYyQQVjrwpS1SRUhkIpjqZOzVHNahe123G/VG66bWfCgyKoNTcA6ugA1uQRM8AQd0AAYv4B18gi/j1fgu6V+yaC0ZxcwJWKpS9QftarQi</latexit>

hhP [ P 0ii r hhQii

⟨⟨x = 41 ∨ x = 42⟩⟩ (x := x + 1)* ⟨⟨x = 42⟩⟩

SIL Rules



Validity, soundness and 
completeness



A proof system for SIL



Soundness and completeness

SIL validity of a triple :
<latexit sha1_base64="sr295XCe3E8gq44qojls6bfwjQ0="></latexit>

J �r KQ ◆ P

Th. [Soundness]  
All provable triples (including additional rules) are valid

Th. [Completeness] 

All valid triples are provable (using the core rules)



Questions



Question 1
Which SIL triples are valid for any  and  ?r P

  ⟨⟨𝖿𝖺𝗅𝗌𝖾⟩⟩ r ⟨⟨P⟩⟩

  ⟨⟨𝗍𝗋𝗎𝖾⟩⟩ r ⟨⟨𝗍𝗋𝗎𝖾⟩⟩

  ⟨⟨P⟩⟩ r* ⟨⟨P ∨ x = 0⟩⟩

  ⟨⟨wlp(r, P)⟩⟩ r ⟨⟨P⟩⟩



Question 2
Prove that rule [conj] is unsound for SIL

  ⟨⟨P1 ∧ P2⟩⟩ r ⟨⟨Q1 ∧ Q2⟩⟩
[conj]

        ⟨⟨P1⟩⟩ r ⟨⟨Q1⟩⟩ ⟨⟨P2⟩⟩ r ⟨⟨Q2⟩⟩

Consider    

and   

By rule [conj] we could derive   

which is not sound!

⟨⟨x = 0⟩⟩ x := 𝗇𝗈𝗇𝖽𝖾𝗍( ) ⟨⟨x = 0⟩⟩
⟨⟨x = 0⟩⟩ x := 𝗇𝗈𝗇𝖽𝖾𝗍( ) ⟨⟨x = 1⟩⟩

⟨⟨x = 0⟩⟩ x := 1 ⟨⟨𝖿𝖺𝗅𝗌𝖾⟩⟩



* Exam 11
Find a derivation for the SIL triple


  ⟨⟨𝗍𝗋𝗎𝖾⟩⟩ 𝗂𝖿 x ≥ y 𝗍𝗁𝖾𝗇 z := x 𝖾𝗅𝗌𝖾 z := y ⟨⟨z = max(x, y)⟩⟩



* Exam 12
Prove or disprove the validity of the following axiom in SIL

       ⟨⟨P⟩⟩ (b)? ⟨⟨P ∧ b⟩⟩


