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Addendum: 
Abstract Interpretation as closure



Expressible elements
C

A

α

γ
c

c = γ(α(c))

 is the set of expressible elementsγ(A)






c = γ(α(c))
⇒

∃a ∈ A . c = γ(a)

Galois insertion


α ∘ γ = id

id ⊑ γ ∘ α











 is expressible

∀a . α(γ(a)) = a
⇒

∀a . γ(α(γ(a))) = γ(a)
⇒

∀a . γ(a)

each expressible 
element is the image 

of an abstract element

the image of an abstract 
element is expressible



Galois insertion as closures
C The abstract domain 


can just be seen as

a subset of the concrete domainA

We write 

as a shorthand for 

A(c)
γ(α(c))

Since  the map  is a closure operatorA(A(c)) = A(c) A : C → C

 is the set of 

expressible elements

A(C)
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[−1,2]{−1,0,1,2}

No need of symbolic representations
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Examples
𝖨𝗇𝗍({2,4,6,...}) = {2,3,4,5,6...} = [2,∞]

𝖲𝗂𝗀𝗇({2,4,6,...}) = {1,2,3,4,5,6...} = ℤ>0

𝖲𝗂𝗀𝗇({0,2,4,6,...}) = { . . . , − 1,0,1,2,3,4,5,6...} = ℤ

𝖨𝗇𝗍({0,2,4,6,...}) = {0,1,2,3,4,5,6...} = [0,∞]

𝖲𝗂𝗀𝗇+({0,2,4,6,...}) = {0,1,2,3,4,5,6...} = ℤ≥0
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Fig. 1. Abstract Domain for Sign Analysis.

making the proof of (in)correctness useless or poorly trustworthy. This is a consequence of the
approximation inherent in the need to make an otherwise undecidable analysis decidable. As all
alarming systems, program analysis is credible (and useful) to decide correctness and incorrectness,
when few false-alarms are reported, ideally none. In this case, we say that the abstract interpreter
is complete for our program under analysis. As an illustrative example, consider the program

Abs(G) =4 if (G � 0) then skip else G := �G

computing the absolute value of integer variables. The well-known interval abstraction Int ap-
proximates any property ( 2 ®(Z) of the integer values that G may assume by the least interval
Int(() = [0,1] such that ( ✓ [0,1], where 0  1, 0 2 Z [ {�1} and 1 2 Z [ {+1}. Int is clearly
incomplete for Abs. Assume we know that the variable G can just assume an odd value. Then, it turns
out that the best correct approximation of Abs we can compute in Int can introduce false-alarms:

Int(Abs({G | G is odd})) = Int({G | G is odd, G � 0}) = [1, +1],
Int(Abs(Int({G | G is odd}))) = Int(Abs( [�1, +1])) = Int({G | G � 0}) = [0, +1] .

Since [1, +1] ( [0, +1], it means that Int is incomplete for Abs on input � = {G | G is odd}. This
can cause a problem in veri�cation: even if no input will be zero, an interval analysis of Abs(G) may
produce a false-alarm, for instance whenever used as divisor in an integer division. As it is often
the case (cf. [Giacobazzi et al. 2015]), the problem with this program Abs resides in the Boolean
guard G � 0, that is not complete when the input � is abstracted in Int.
Completeness intuitively encodes the greatest achievable precision for an abstract transfer

function, meaning that it exactly matches the abstraction of its concrete counterpart. The problem
of constructively making abstract domains complete by either domain re�nement (i.e., increasing
abstract domain precision) or by domain simpli�cation (i.e., reducing abstract domain precision)
has been settled in [Giacobazzi et al. 2000]. The most abstract re�nement, called complete shell,
of an abstract domain � always exists for Scott continuous concrete transfer functions — hence
for all computable functions — and it can be constructively de�ned as solution of a recursive
abstract domain equation. As a classical simple example, we can consider the rule of signs domain
(see Figure 1). Sign is an abstraction of Int and is sound and complete for integer multiplication
but merely sound for addition. As proved in [Giacobazzi et al. 2000], the complete shell of Sign
for binary addition is the most abstract domain upper approximating sets of integers which is
complete for integer addition of their elements, which turns out to be precisely Int. Although
extremely powerful, this notion has an intrinsic global �avor: The complete shell of an abstract
domain with respect to a semantic transfer function 5 makes the abstract domain complete for 5
on all possible inputs. Instead, a program computation corresponds to a speci�c sequence (i.e., trace)
of applications of concrete transfer functions. Hence, this method does not allow us to tailor the
abstraction re�nement to the speci�c shape of a computational trace of interest. As a result, the

Proc. ACM Program. Lang., Vol. 1, No. POPL, Article 1. Publication date: January 2021.

∅

ℤ<0 ℤ>0

𝖲𝗂𝗀𝗇 ℤ

+



Completeness, revisited

  ∀P . A([[c]]P) = [[c]]#
AA(P)

                A([[c]]A(P))
⊆ ⊆

Completeness equation:   ∀P . A([[c]]P) = A([[c]]A(P))



Recap: 
to be correct or incorrect?



?

Verification problem
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In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 
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1. Intro duc tio n 

C o m p u te r  p ro g ra m m in g  is  a n  e xa c t s c ie nce  in  th a t  a ll 
th e  p ro p e rtie s  of a  p ro g ra m  a n d  a ll th e  cons e que nce s  of 
e xe c u tin g  it  in  a n y g ive n  e n viro n m e n t ca n, in  p rinc ip le ,  
be  fo u n d  o u t fro m  th e  te xt of th e  p ro g ra m  its e lf b y m e a n s  
of p u re ly d e d u c tive  re a s on ing . De d u c tive  re a s on ing  in- 
vo lve s  th e  a p p lic a tio n  o f va lid  ru le s  o f in fe re nce  to  s e ts  o f 
va lid  a xioms . It  is  th e re fo re  de s ira b le  a n d  in te re s tin g  to  
e lu c id a te  th e  a xioms  a n d  ru le s  of in fe re nce  wh ich  u n d e rlie  
o u r re a s on ing  a b o u t c o m p u te r p ro g ra m s .  Th e  e xa c t cho ice  
of a xioms  will to  s ome  e xte n t d e p e n d  o n  th e  cho ice  of 
p ro g ra m m in g  la ngua ge . F o r illu s tra tive  pu rpos e s ,  th is  
p a p e r is  confine d  to  a  ve ry s imple  la ngua ge , wh ich  is  e ffe c- 
tive ly a  s ubs e t o f a ll e u rre n t p ro c e d u re -o rie n te d  la ngua ge s .  

2. Co mpute r Arithme tic  
Th e  firs t re q u ire m e n t in  va lid  re a s on ing  a b o u t a  p ro - 

g ra m  is  to  kn o w th e  p ro p e rtie s  of th e  e le m e n ta ry o p e ra tio n s  
wh ich  it  invoke s ,  fo r e xa mple ,  a d d itio n  a n d  m u ltip lic a tio n  
of in te ge rs .  Un fo rtu n a te ly,  in  s e ve ra l re s pe c ts  c o m p u te r 
a rith m e tic  is  n o t th e  s a me  a s  th e  a rith m e tic  fa milia r to  
m a th e m a tic ia n s ,  a n d  it  is  n e c e s s a ry to  e xe rc is e  s ome  ca re  
in  s e le c ting  a n  a p p ro p ria te  s e t of a xioms . F o r e xa mple ,  th e  
a xioms  d is p la ye d  in  Ta b le  I a re  ra th e r a  s ma ll s e le c tion  
of a xioms  re le va n t to  in te ge rs .  F ro m  th is  in c o m p le te  s e t 

* De purtme nt of Compute r Science  

of a xioms  it is  pos s ib le  to  de duce  s uch  s imple  th e o re m s  a s : 

x =x +y X O  

y <r ~ r +y  X q = ( r-  y ) +y  X (1 + q )  

Th e  p ro o f of th e  s e cond  of th e s e  is : 

A5 ( r- - y )  + y X ( l+ q )  

= ( r- - y ) + ( y X l+y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r- - y ) +y ) +y X q  

A6 = r + y X q p ro v id e d y  < r 

Th e  a xioms  A1 to  A9 a re , of cours e , tru e  o f th e  tra d i- 
tio n a l in fin ite  s e t of in te ge rs  in  m a th e m a tic s .  Ho we ve r,  
th e y a re  a ls o tru e  of th e  fin ite  s e ts  of "in te g e rs " wh ich  a re  
m a n ip u la te d  b y c o m p u te rs  p ro vid e d  th a t  th e y a re  con- 
fine d  to  nonnegative  n u m b e rs .  Th e ir  t ru th  is  in d e p e n d e n t 
o f th e  s ize  of th e  s e t; fu rth e rm o re ,  it is  la rge ly in d e p e n d e n t 
of th e  cho ice  o f te c h n iq u e  a pp lie d  in  th e  e ve n t o f "o ve r- 
flow"; fo r e xa mp le : 

(1 ) S tric t in te rp re ta tio n : th e  re s u lt of a n  ove rflowing  
o p e ra tio n  doe s  n o t e xis t; wh e n  ove rflow occurs , th e  o ffe nd- 
ing  p ro g ra m  n e ve r comple te s  its  o p e ra tio n .  No te  th a t  in  
th is  ca s e , th e  e qua litie s  of A1 to  A9 a re  s tric t,  in  th e  s e ns e  
th a t  b o th  s ide s  e xis t o r fa il to  e xis t to g e th e r.  

(2 ) F irm  b o u n d a ry:  th e  re s u lt of a n  ove rflowing  o p e ra - 
tio n  is  ta ke n  a s  th e  m a xim u m  va lu e  re p re s e n te d .  

(3 ) Mo d u lo  a rith m e tic : th e  re s u lt o f a n  ove rflowing  
o p e ra tio n  is  c o m p u te d  m o d u lo  th e  s ize  o f th e  s e t o f in te ge rs  
re p re s e n te d .  

Th e s e  th re e  te c h n iq u e s  a re  illu s tra te d  in  Ta b le  II b y 
a d d itio n  a n d  m u ltip lic a tio n  ta b le s  fo r a  trivia lly s ma ll 
mode l in  wh ich  0, 1, 2, a n d  3 a re  th e  o n ly in te ge rs  re p re - 
s e n te d .  

It  is  in te re s tin g  to  n o te  th a t  th e  d iffe re n t s ys te m s  s a tis fy- 
ing  a xioms  A1 to  A9 m a y b e  rigo rous ly d is tingu is he d  fro m  
e a c h  o th e r b y choos ing  a  p a rtic u la r one  o f a  s e t of m u tu a lly 
e xc lus ive  s u p p le m e n ta ry a xioms . F o r  e xa mple ,  in fin ite  
a rith m e tic  s a tis fie s  th e  a xio m : 

A10z ~ 3 x V y  (y < x ),  

wh e re  a ll fin ite  a rith m e tic s  s a tis fy: 

A10~ Vx (x < m a x) 

whe re  "m ax" d e n o te s  th e  la rge s t in te g e r re p re s e n te d .  
S imila rly,  th e  th re e  tre a tm e n ts  o f ove rflow m a y be  

d is tingu is he d  b y a  cho ice  o f one  o f th e  fo llowing  a Moms  
re la tin g  to  th e  va lu e  of m a x + 1: 

Alls  ~ 3 x  (x = m a x + 1) (s tric t in te rp re ta tio n ) 

All,  m a x + 1 = m a x (firm b o u n d a ry)  

AllM m a x + 1 = 0 (modu lo  a rith m e tic ) 

Ha vin g  s e le c te d  one  o f th e s e  a xioms , it  is  pos s ib le  to  
us e  it  in  d e d u c in g  th e  p ro p e rtie s  of p ro g ra m s ; h o we ve r,  
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1. Intro duc tio n 

C o m p u te r  p ro g ra m m in g  is  a n  e xa c t s c ie nce  in  th a t  a ll 
th e  p ro p e rtie s  of a  p ro g ra m  a n d  a ll th e  cons e que nce s  of 
e xe c u tin g  it  in  a n y g ive n  e n viro n m e n t ca n, in  p rinc ip le ,  
be  fo u n d  o u t fro m  th e  te xt of th e  p ro g ra m  its e lf b y m e a n s  
of p u re ly d e d u c tive  re a s on ing . De d u c tive  re a s on ing  in- 
vo lve s  th e  a p p lic a tio n  o f va lid  ru le s  o f in fe re nce  to  s e ts  o f 
va lid  a xioms . It  is  th e re fo re  de s ira b le  a n d  in te re s tin g  to  
e lu c id a te  th e  a xioms  a n d  ru le s  of in fe re nce  wh ich  u n d e rlie  
o u r re a s on ing  a b o u t c o m p u te r p ro g ra m s .  Th e  e xa c t cho ice  
of a xioms  will to  s ome  e xte n t d e p e n d  o n  th e  cho ice  of 
p ro g ra m m in g  la ngua ge . F o r illu s tra tive  pu rpos e s ,  th is  
p a p e r is  confine d  to  a  ve ry s imple  la ngua ge , wh ich  is  e ffe c- 
tive ly a  s ubs e t o f a ll e u rre n t p ro c e d u re -o rie n te d  la ngua ge s .  

2. Co mpute r Arithme tic  
Th e  firs t re q u ire m e n t in  va lid  re a s on ing  a b o u t a  p ro - 

g ra m  is  to  kn o w th e  p ro p e rtie s  of th e  e le m e n ta ry o p e ra tio n s  
wh ich  it  invoke s ,  fo r e xa mple ,  a d d itio n  a n d  m u ltip lic a tio n  
of in te ge rs .  Un fo rtu n a te ly,  in  s e ve ra l re s pe c ts  c o m p u te r 
a rith m e tic  is  n o t th e  s a me  a s  th e  a rith m e tic  fa milia r to  
m a th e m a tic ia n s ,  a n d  it  is  n e c e s s a ry to  e xe rc is e  s ome  ca re  
in  s e le c ting  a n  a p p ro p ria te  s e t of a xioms . F o r e xa mple ,  th e  
a xioms  d is p la ye d  in  Ta b le  I a re  ra th e r a  s ma ll s e le c tion  
of a xioms  re le va n t to  in te ge rs .  F ro m  th is  in c o m p le te  s e t 

* De purtme nt of Compute r Science  

of a xioms  it is  pos s ib le  to  de duce  s uch  s imple  th e o re m s  a s : 

x =x +y X O  

y <r ~ r +y  X q = ( r-  y ) +y  X (1 + q )  

Th e  p ro o f of th e  s e cond  of th e s e  is : 

A5 ( r- - y )  + y X ( l+ q )  

= ( r- - y ) + ( y X l+y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r- - y ) +y ) +y X q  

A6 = r + y X q p ro v id e d y  < r 

Th e  a xioms  A1 to  A9 a re , of cours e , tru e  o f th e  tra d i- 
tio n a l in fin ite  s e t of in te ge rs  in  m a th e m a tic s .  Ho we ve r,  
th e y a re  a ls o tru e  of th e  fin ite  s e ts  of "in te g e rs " wh ich  a re  
m a n ip u la te d  b y c o m p u te rs  p ro vid e d  th a t  th e y a re  con- 
fine d  to  nonnegative  n u m b e rs .  Th e ir  t ru th  is  in d e p e n d e n t 
o f th e  s ize  of th e  s e t; fu rth e rm o re ,  it is  la rge ly in d e p e n d e n t 
of th e  cho ice  o f te c h n iq u e  a pp lie d  in  th e  e ve n t o f "o ve r- 
flow"; fo r e xa mp le : 

(1 ) S tric t in te rp re ta tio n : th e  re s u lt of a n  ove rflowing  
o p e ra tio n  doe s  n o t e xis t; wh e n  ove rflow occurs , th e  o ffe nd- 
ing  p ro g ra m  n e ve r comple te s  its  o p e ra tio n .  No te  th a t  in  
th is  ca s e , th e  e qua litie s  of A1 to  A9 a re  s tric t,  in  th e  s e ns e  
th a t  b o th  s ide s  e xis t o r fa il to  e xis t to g e th e r.  

(2 ) F irm  b o u n d a ry:  th e  re s u lt of a n  ove rflowing  o p e ra - 
tio n  is  ta ke n  a s  th e  m a xim u m  va lu e  re p re s e n te d .  

(3 ) Mo d u lo  a rith m e tic : th e  re s u lt o f a n  ove rflowing  
o p e ra tio n  is  c o m p u te d  m o d u lo  th e  s ize  o f th e  s e t o f in te ge rs  
re p re s e n te d .  

Th e s e  th re e  te c h n iq u e s  a re  illu s tra te d  in  Ta b le  II b y 
a d d itio n  a n d  m u ltip lic a tio n  ta b le s  fo r a  trivia lly s ma ll 
mode l in  wh ich  0, 1, 2, a n d  3 a re  th e  o n ly in te ge rs  re p re - 
s e n te d .  

It  is  in te re s tin g  to  n o te  th a t  th e  d iffe re n t s ys te m s  s a tis fy- 
ing  a xioms  A1 to  A9 m a y b e  rigo rous ly d is tingu is he d  fro m  
e a c h  o th e r b y choos ing  a  p a rtic u la r one  o f a  s e t of m u tu a lly 
e xc lus ive  s u p p le m e n ta ry a xioms . F o r  e xa mple ,  in fin ite  
a rith m e tic  s a tis fie s  th e  a xio m : 

A10z ~ 3 x V y  (y < x ),  

wh e re  a ll fin ite  a rith m e tic s  s a tis fy: 

A10~ Vx (x < m a x) 

whe re  "m ax" d e n o te s  th e  la rge s t in te g e r re p re s e n te d .  
S imila rly,  th e  th re e  tre a tm e n ts  o f ove rflow m a y be  

d is tingu is he d  b y a  cho ice  o f one  o f th e  fo llowing  a Moms  
re la tin g  to  th e  va lu e  of m a x + 1: 

Alls  ~ 3 x  (x = m a x + 1) (s tric t in te rp re ta tio n ) 

All,  m a x + 1 = m a x (firm b o u n d a ry)  

AllM m a x + 1 = 0 (modu lo  a rith m e tic ) 

Ha vin g  s e le c te d  one  o f th e s e  a xioms , it  is  pos s ib le  to  
us e  it  in  d e d u c in g  th e  p ro p e rtie s  of p ro g ra m s ; h o we ve r,  
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ing  p ro g ra m  n e ve r comple te s  its  o p e ra tio n .  No te  th a t  in  
th is  ca s e , th e  e qua litie s  of A1 to  A9 a re  s tric t,  in  th e  s e ns e  
th a t  b o th  s ide s  e xis t o r fa il to  e xis t to g e th e r.  

(2 ) F irm  b o u n d a ry:  th e  re s u lt of a n  ove rflowing  o p e ra - 
tio n  is  ta ke n  a s  th e  m a xim u m  va lu e  re p re s e n te d .  

(3 ) Mo d u lo  a rith m e tic : th e  re s u lt o f a n  ove rflowing  
o p e ra tio n  is  c o m p u te d  m o d u lo  th e  s ize  o f th e  s e t o f in te ge rs  
re p re s e n te d .  

Th e s e  th re e  te c h n iq u e s  a re  illu s tra te d  in  Ta b le  II b y 
a d d itio n  a n d  m u ltip lic a tio n  ta b le s  fo r a  trivia lly s ma ll 
mode l in  wh ich  0, 1, 2, a n d  3 a re  th e  o n ly in te ge rs  re p re - 
s e n te d .  

It  is  in te re s tin g  to  n o te  th a t  th e  d iffe re n t s ys te m s  s a tis fy- 
ing  a xioms  A1 to  A9 m a y b e  rigo rous ly d is tingu is he d  fro m  
e a c h  o th e r b y choos ing  a  p a rtic u la r one  o f a  s e t of m u tu a lly 
e xc lus ive  s u p p le m e n ta ry a xioms . F o r  e xa mple ,  in fin ite  
a rith m e tic  s a tis fie s  th e  a xio m : 

A10z ~ 3 x V y  (y < x ),  

wh e re  a ll fin ite  a rith m e tic s  s a tis fy: 

A10~ Vx (x < m a x) 

whe re  "m ax" d e n o te s  th e  la rge s t in te g e r re p re s e n te d .  
S imila rly,  th e  th re e  tre a tm e n ts  o f ove rflow m a y be  

d is tingu is he d  b y a  cho ice  o f one  o f th e  fo llowing  a Moms  
re la tin g  to  th e  va lu e  of m a x + 1: 

Alls  ~ 3 x  (x = m a x + 1) (s tric t in te rp re ta tio n ) 

All,  m a x + 1 = m a x (firm b o u n d a ry)  

AllM m a x + 1 = 0 (modu lo  a rith m e tic ) 

Ha vin g  s e le c te d  one  o f th e s e  a xioms , it  is  pos s ib le  to  
us e  it  in  d e d u c in g  th e  p ro p e rtie s  of p ro g ra m s ; h o we ve r,  
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Incorrectness Logic

PETER W. O’HEARN, Facebook and University College London, UK

Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might find yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for finding bugs in software.

We explore our hypothesis by defining incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on specifications of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a specification form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the final states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a different but equivalent definition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite effective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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An Axiomatic Bas is  for 
Computer Programming 

C. A. R . HOARE 
The  Queen's  Unive rs ity of Be lfas t,* Northe rn Ire land 

In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 

KEY WORDS AND PHRASES: axiomatic method, theory of programming' 
proofs of programs, formal language definition, programming language 
design, machine-independent programming, program documentation 
CR CATEGORY: 4.0, 4.21,4.22, 5.20, 5.21,5.23, 5.24 

1. Intro duc tio n 

C o m p u te r  p ro g ra m m in g  is  a n  e xa c t s c ie nce  in  th a t  a ll 
th e  p ro p e rtie s  of a  p ro g ra m  a n d  a ll th e  cons e que nce s  of 
e xe c u tin g  it  in  a n y g ive n  e n viro n m e n t ca n, in  p rinc ip le ,  
be  fo u n d  o u t fro m  th e  te xt of th e  p ro g ra m  its e lf b y m e a n s  
of p u re ly d e d u c tive  re a s on ing . De d u c tive  re a s on ing  in- 
vo lve s  th e  a p p lic a tio n  o f va lid  ru le s  o f in fe re nce  to  s e ts  o f 
va lid  a xioms . It  is  th e re fo re  de s ira b le  a n d  in te re s tin g  to  
e lu c id a te  th e  a xioms  a n d  ru le s  of in fe re nce  wh ich  u n d e rlie  
o u r re a s on ing  a b o u t c o m p u te r p ro g ra m s .  Th e  e xa c t cho ice  
of a xioms  will to  s ome  e xte n t d e p e n d  o n  th e  cho ice  of 
p ro g ra m m in g  la ngua ge . F o r illu s tra tive  pu rpos e s ,  th is  
p a p e r is  confine d  to  a  ve ry s imple  la ngua ge , wh ich  is  e ffe c- 
tive ly a  s ubs e t o f a ll e u rre n t p ro c e d u re -o rie n te d  la ngua ge s .  

2. Co mpute r Arithme tic  
Th e  firs t re q u ire m e n t in  va lid  re a s on ing  a b o u t a  p ro - 

g ra m  is  to  kn o w th e  p ro p e rtie s  of th e  e le m e n ta ry o p e ra tio n s  
wh ich  it  invoke s ,  fo r e xa mple ,  a d d itio n  a n d  m u ltip lic a tio n  
of in te ge rs .  Un fo rtu n a te ly,  in  s e ve ra l re s pe c ts  c o m p u te r 
a rith m e tic  is  n o t th e  s a me  a s  th e  a rith m e tic  fa milia r to  
m a th e m a tic ia n s ,  a n d  it  is  n e c e s s a ry to  e xe rc is e  s ome  ca re  
in  s e le c ting  a n  a p p ro p ria te  s e t of a xioms . F o r e xa mple ,  th e  
a xioms  d is p la ye d  in  Ta b le  I a re  ra th e r a  s ma ll s e le c tion  
of a xioms  re le va n t to  in te ge rs .  F ro m  th is  in c o m p le te  s e t 
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of a xioms  it is  pos s ib le  to  de duce  s uch  s imple  th e o re m s  a s : 

x =x +y X O  

y <r ~ r +y  X q = ( r-  y ) +y  X (1 + q )  

Th e  p ro o f of th e  s e cond  of th e s e  is : 

A5 ( r- - y )  + y X ( l+ q )  

= ( r- - y ) + ( y X l+y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r- - y ) +y ) +y X q  

A6 = r + y X q p ro v id e d y  < r 

Th e  a xioms  A1 to  A9 a re , of cours e , tru e  o f th e  tra d i- 
tio n a l in fin ite  s e t of in te ge rs  in  m a th e m a tic s .  Ho we ve r,  
th e y a re  a ls o tru e  of th e  fin ite  s e ts  of "in te g e rs " wh ich  a re  
m a n ip u la te d  b y c o m p u te rs  p ro vid e d  th a t  th e y a re  con- 
fine d  to  nonnegative  n u m b e rs .  Th e ir  t ru th  is  in d e p e n d e n t 
o f th e  s ize  of th e  s e t; fu rth e rm o re ,  it is  la rge ly in d e p e n d e n t 
of th e  cho ice  o f te c h n iq u e  a pp lie d  in  th e  e ve n t o f "o ve r- 
flow"; fo r e xa mp le : 

(1 ) S tric t in te rp re ta tio n : th e  re s u lt of a n  ove rflowing  
o p e ra tio n  doe s  n o t e xis t; wh e n  ove rflow occurs , th e  o ffe nd- 
ing  p ro g ra m  n e ve r comple te s  its  o p e ra tio n .  No te  th a t  in  
th is  ca s e , th e  e qua litie s  of A1 to  A9 a re  s tric t,  in  th e  s e ns e  
th a t  b o th  s ide s  e xis t o r fa il to  e xis t to g e th e r.  

(2 ) F irm  b o u n d a ry:  th e  re s u lt of a n  ove rflowing  o p e ra - 
tio n  is  ta ke n  a s  th e  m a xim u m  va lu e  re p re s e n te d .  

(3 ) Mo d u lo  a rith m e tic : th e  re s u lt o f a n  ove rflowing  
o p e ra tio n  is  c o m p u te d  m o d u lo  th e  s ize  o f th e  s e t o f in te ge rs  
re p re s e n te d .  

Th e s e  th re e  te c h n iq u e s  a re  illu s tra te d  in  Ta b le  II b y 
a d d itio n  a n d  m u ltip lic a tio n  ta b le s  fo r a  trivia lly s ma ll 
mode l in  wh ich  0, 1, 2, a n d  3 a re  th e  o n ly in te ge rs  re p re - 
s e n te d .  

It  is  in te re s tin g  to  n o te  th a t  th e  d iffe re n t s ys te m s  s a tis fy- 
ing  a xioms  A1 to  A9 m a y b e  rigo rous ly d is tingu is he d  fro m  
e a c h  o th e r b y choos ing  a  p a rtic u la r one  o f a  s e t of m u tu a lly 
e xc lus ive  s u p p le m e n ta ry a xioms . F o r  e xa mple ,  in fin ite  
a rith m e tic  s a tis fie s  th e  a xio m : 

A10z ~ 3 x V y  (y < x ),  

wh e re  a ll fin ite  a rith m e tic s  s a tis fy: 

A10~ Vx (x < m a x) 

whe re  "m ax" d e n o te s  th e  la rge s t in te g e r re p re s e n te d .  
S imila rly,  th e  th re e  tre a tm e n ts  o f ove rflow m a y be  

d is tingu is he d  b y a  cho ice  o f one  o f th e  fo llowing  a Moms  
re la tin g  to  th e  va lu e  of m a x + 1: 

Alls  ~ 3 x  (x = m a x + 1) (s tric t in te rp re ta tio n ) 

All,  m a x + 1 = m a x (firm b o u n d a ry)  

AllM m a x + 1 = 0 (modu lo  a rith m e tic ) 

Ha vin g  s e le c te d  one  o f th e s e  a xioms , it  is  pos s ib le  to  
us e  it  in  d e d u c in g  th e  p ro p e rtie s  of p ro g ra m s ; h o we ve r,  
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Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might find yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for finding bugs in software.

We explore our hypothesis by defining incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on specifications of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a specification form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the final states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a different but equivalent definition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite effective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 
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proofs of programs, formal language definition, programming language 
design, machine-independent programming, program documentation 
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1. Intro duc tio n 

C o m p u te r  p ro g ra m m in g  is  a n  e xa c t s c ie nce  in  th a t  a ll 
th e  p ro p e rtie s  of a  p ro g ra m  a n d  a ll th e  cons e que nce s  of 
e xe c u tin g  it  in  a n y g ive n  e n viro n m e n t ca n, in  p rinc ip le ,  
be  fo u n d  o u t fro m  th e  te xt of th e  p ro g ra m  its e lf b y m e a n s  
of p u re ly d e d u c tive  re a s on ing . De d u c tive  re a s on ing  in- 
vo lve s  th e  a p p lic a tio n  o f va lid  ru le s  o f in fe re nce  to  s e ts  o f 
va lid  a xioms . It  is  th e re fo re  de s ira b le  a n d  in te re s tin g  to  
e lu c id a te  th e  a xioms  a n d  ru le s  of in fe re nce  wh ich  u n d e rlie  
o u r re a s on ing  a b o u t c o m p u te r p ro g ra m s .  Th e  e xa c t cho ice  
of a xioms  will to  s ome  e xte n t d e p e n d  o n  th e  cho ice  of 
p ro g ra m m in g  la ngua ge . F o r illu s tra tive  pu rpos e s ,  th is  
p a p e r is  confine d  to  a  ve ry s imple  la ngua ge , wh ich  is  e ffe c- 
tive ly a  s ubs e t o f a ll e u rre n t p ro c e d u re -o rie n te d  la ngua ge s .  

2. Co mpute r Arithme tic  
Th e  firs t re q u ire m e n t in  va lid  re a s on ing  a b o u t a  p ro - 

g ra m  is  to  kn o w th e  p ro p e rtie s  of th e  e le m e n ta ry o p e ra tio n s  
wh ich  it  invoke s ,  fo r e xa mple ,  a d d itio n  a n d  m u ltip lic a tio n  
of in te ge rs .  Un fo rtu n a te ly,  in  s e ve ra l re s pe c ts  c o m p u te r 
a rith m e tic  is  n o t th e  s a me  a s  th e  a rith m e tic  fa milia r to  
m a th e m a tic ia n s ,  a n d  it  is  n e c e s s a ry to  e xe rc is e  s ome  ca re  
in  s e le c ting  a n  a p p ro p ria te  s e t of a xioms . F o r e xa mple ,  th e  
a xioms  d is p la ye d  in  Ta b le  I a re  ra th e r a  s ma ll s e le c tion  
of a xioms  re le va n t to  in te ge rs .  F ro m  th is  in c o m p le te  s e t 
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of a xioms  it is  pos s ib le  to  de duce  s uch  s imple  th e o re m s  a s : 

x =x +y X O  

y <r ~ r +y  X q = ( r-  y ) +y  X (1 + q )  

Th e  p ro o f of th e  s e cond  of th e s e  is : 

A5 ( r- - y )  + y X ( l+ q )  

= ( r- - y ) + ( y X l+y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r- - y ) +y ) +y X q  

A6 = r + y X q p ro v id e d y  < r 

Th e  a xioms  A1 to  A9 a re , of cours e , tru e  o f th e  tra d i- 
tio n a l in fin ite  s e t of in te ge rs  in  m a th e m a tic s .  Ho we ve r,  
th e y a re  a ls o tru e  of th e  fin ite  s e ts  of "in te g e rs " wh ich  a re  
m a n ip u la te d  b y c o m p u te rs  p ro vid e d  th a t  th e y a re  con- 
fine d  to  nonnegative  n u m b e rs .  Th e ir  t ru th  is  in d e p e n d e n t 
o f th e  s ize  of th e  s e t; fu rth e rm o re ,  it is  la rge ly in d e p e n d e n t 
of th e  cho ice  o f te c h n iq u e  a pp lie d  in  th e  e ve n t o f "o ve r- 
flow"; fo r e xa mp le : 

(1 ) S tric t in te rp re ta tio n : th e  re s u lt of a n  ove rflowing  
o p e ra tio n  doe s  n o t e xis t; wh e n  ove rflow occurs , th e  o ffe nd- 
ing  p ro g ra m  n e ve r comple te s  its  o p e ra tio n .  No te  th a t  in  
th is  ca s e , th e  e qua litie s  of A1 to  A9 a re  s tric t,  in  th e  s e ns e  
th a t  b o th  s ide s  e xis t o r fa il to  e xis t to g e th e r.  

(2 ) F irm  b o u n d a ry:  th e  re s u lt of a n  ove rflowing  o p e ra - 
tio n  is  ta ke n  a s  th e  m a xim u m  va lu e  re p re s e n te d .  

(3 ) Mo d u lo  a rith m e tic : th e  re s u lt o f a n  ove rflowing  
o p e ra tio n  is  c o m p u te d  m o d u lo  th e  s ize  o f th e  s e t o f in te ge rs  
re p re s e n te d .  

Th e s e  th re e  te c h n iq u e s  a re  illu s tra te d  in  Ta b le  II b y 
a d d itio n  a n d  m u ltip lic a tio n  ta b le s  fo r a  trivia lly s ma ll 
mode l in  wh ich  0, 1, 2, a n d  3 a re  th e  o n ly in te ge rs  re p re - 
s e n te d .  

It  is  in te re s tin g  to  n o te  th a t  th e  d iffe re n t s ys te m s  s a tis fy- 
ing  a xioms  A1 to  A9 m a y b e  rigo rous ly d is tingu is he d  fro m  
e a c h  o th e r b y choos ing  a  p a rtic u la r one  o f a  s e t of m u tu a lly 
e xc lus ive  s u p p le m e n ta ry a xioms . F o r  e xa mple ,  in fin ite  
a rith m e tic  s a tis fie s  th e  a xio m : 

A10z ~ 3 x V y  (y < x ),  

wh e re  a ll fin ite  a rith m e tic s  s a tis fy: 

A10~ Vx (x < m a x) 

whe re  "m ax" d e n o te s  th e  la rge s t in te g e r re p re s e n te d .  
S imila rly,  th e  th re e  tre a tm e n ts  o f ove rflow m a y be  

d is tingu is he d  b y a  cho ice  o f one  o f th e  fo llowing  a Moms  
re la tin g  to  th e  va lu e  of m a x + 1: 

Alls  ~ 3 x  (x = m a x + 1) (s tric t in te rp re ta tio n ) 

All,  m a x + 1 = m a x (firm b o u n d a ry)  

AllM m a x + 1 = 0 (modu lo  a rith m e tic ) 

Ha vin g  s e le c te d  one  o f th e s e  a xioms , it  is  pos s ib le  to  
us e  it  in  d e d u c in g  th e  p ro p e rtie s  of p ro g ra m s ; h o we ve r,  
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Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might find yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for finding bugs in software.

We explore our hypothesis by defining incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on specifications of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a specification form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the final states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a different but equivalent definition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite effective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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An Axiomatic Bas is  for 
Computer Programming 

C. A. R . HOARE 
The  Queen's  Unive rs ity of Be lfas t,* Northe rn Ire land 

In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 

KEY WORDS AND PHRASES: axiomatic method, theory of programming' 
proofs of programs, formal language definition, programming language 
design, machine-independent programming, program documentation 
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1. Intro duc tio n 

C o m p u te r  p ro g ra m m in g  is  a n  e xa c t s c ie nce  in  th a t  a ll 
th e  p ro p e rtie s  of a  p ro g ra m  a n d  a ll th e  cons e que nce s  of 
e xe c u tin g  it  in  a n y g ive n  e n viro n m e n t ca n, in  p rinc ip le ,  
be  fo u n d  o u t fro m  th e  te xt of th e  p ro g ra m  its e lf b y m e a n s  
of p u re ly d e d u c tive  re a s on ing . De d u c tive  re a s on ing  in- 
vo lve s  th e  a p p lic a tio n  o f va lid  ru le s  o f in fe re nce  to  s e ts  o f 
va lid  a xioms . It  is  th e re fo re  de s ira b le  a n d  in te re s tin g  to  
e lu c id a te  th e  a xioms  a n d  ru le s  of in fe re nce  wh ich  u n d e rlie  
o u r re a s on ing  a b o u t c o m p u te r p ro g ra m s .  Th e  e xa c t cho ice  
of a xioms  will to  s ome  e xte n t d e p e n d  o n  th e  cho ice  of 
p ro g ra m m in g  la ngua ge . F o r illu s tra tive  pu rpos e s ,  th is  
p a p e r is  confine d  to  a  ve ry s imple  la ngua ge , wh ich  is  e ffe c- 
tive ly a  s ubs e t o f a ll e u rre n t p ro c e d u re -o rie n te d  la ngua ge s .  

2. Co mpute r Arithme tic  
Th e  firs t re q u ire m e n t in  va lid  re a s on ing  a b o u t a  p ro - 

g ra m  is  to  kn o w th e  p ro p e rtie s  of th e  e le m e n ta ry o p e ra tio n s  
wh ich  it  invoke s ,  fo r e xa mple ,  a d d itio n  a n d  m u ltip lic a tio n  
of in te ge rs .  Un fo rtu n a te ly,  in  s e ve ra l re s pe c ts  c o m p u te r 
a rith m e tic  is  n o t th e  s a me  a s  th e  a rith m e tic  fa milia r to  
m a th e m a tic ia n s ,  a n d  it  is  n e c e s s a ry to  e xe rc is e  s ome  ca re  
in  s e le c ting  a n  a p p ro p ria te  s e t of a xioms . F o r e xa mple ,  th e  
a xioms  d is p la ye d  in  Ta b le  I a re  ra th e r a  s ma ll s e le c tion  
of a xioms  re le va n t to  in te ge rs .  F ro m  th is  in c o m p le te  s e t 
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of a xioms  it is  pos s ib le  to  de duce  s uch  s imple  th e o re m s  a s : 

x =x +y X O  

y <r ~ r +y  X q = ( r-  y ) +y  X (1 + q )  

Th e  p ro o f of th e  s e cond  of th e s e  is : 

A5 ( r- - y )  + y X ( l+ q )  

= ( r- - y ) + ( y X l+y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r- - y ) +y ) +y X q  

A6 = r + y X q p ro v id e d y  < r 

Th e  a xioms  A1 to  A9 a re , of cours e , tru e  o f th e  tra d i- 
tio n a l in fin ite  s e t of in te ge rs  in  m a th e m a tic s .  Ho we ve r,  
th e y a re  a ls o tru e  of th e  fin ite  s e ts  of "in te g e rs " wh ich  a re  
m a n ip u la te d  b y c o m p u te rs  p ro vid e d  th a t  th e y a re  con- 
fine d  to  nonnegative  n u m b e rs .  Th e ir  t ru th  is  in d e p e n d e n t 
o f th e  s ize  of th e  s e t; fu rth e rm o re ,  it is  la rge ly in d e p e n d e n t 
of th e  cho ice  o f te c h n iq u e  a pp lie d  in  th e  e ve n t o f "o ve r- 
flow"; fo r e xa mp le : 

(1 ) S tric t in te rp re ta tio n : th e  re s u lt of a n  ove rflowing  
o p e ra tio n  doe s  n o t e xis t; wh e n  ove rflow occurs , th e  o ffe nd- 
ing  p ro g ra m  n e ve r comple te s  its  o p e ra tio n .  No te  th a t  in  
th is  ca s e , th e  e qua litie s  of A1 to  A9 a re  s tric t,  in  th e  s e ns e  
th a t  b o th  s ide s  e xis t o r fa il to  e xis t to g e th e r.  

(2 ) F irm  b o u n d a ry:  th e  re s u lt of a n  ove rflowing  o p e ra - 
tio n  is  ta ke n  a s  th e  m a xim u m  va lu e  re p re s e n te d .  

(3 ) Mo d u lo  a rith m e tic : th e  re s u lt o f a n  ove rflowing  
o p e ra tio n  is  c o m p u te d  m o d u lo  th e  s ize  o f th e  s e t o f in te ge rs  
re p re s e n te d .  

Th e s e  th re e  te c h n iq u e s  a re  illu s tra te d  in  Ta b le  II b y 
a d d itio n  a n d  m u ltip lic a tio n  ta b le s  fo r a  trivia lly s ma ll 
mode l in  wh ich  0, 1, 2, a n d  3 a re  th e  o n ly in te ge rs  re p re - 
s e n te d .  

It  is  in te re s tin g  to  n o te  th a t  th e  d iffe re n t s ys te m s  s a tis fy- 
ing  a xioms  A1 to  A9 m a y b e  rigo rous ly d is tingu is he d  fro m  
e a c h  o th e r b y choos ing  a  p a rtic u la r one  o f a  s e t of m u tu a lly 
e xc lus ive  s u p p le m e n ta ry a xioms . F o r  e xa mple ,  in fin ite  
a rith m e tic  s a tis fie s  th e  a xio m : 

A10z ~ 3 x V y  (y < x ),  

wh e re  a ll fin ite  a rith m e tic s  s a tis fy: 

A10~ Vx (x < m a x) 

whe re  "m ax" d e n o te s  th e  la rge s t in te g e r re p re s e n te d .  
S imila rly,  th e  th re e  tre a tm e n ts  o f ove rflow m a y be  

d is tingu is he d  b y a  cho ice  o f one  o f th e  fo llowing  a Moms  
re la tin g  to  th e  va lu e  of m a x + 1: 

Alls  ~ 3 x  (x = m a x + 1) (s tric t in te rp re ta tio n ) 

All,  m a x + 1 = m a x (firm b o u n d a ry)  

AllM m a x + 1 = 0 (modu lo  a rith m e tic ) 

Ha vin g  s e le c te d  one  o f th e s e  a xioms , it  is  pos s ib le  to  
us e  it  in  d e d u c in g  th e  p ro p e rtie s  of p ro g ra m s ; h o we ve r,  

576 C o m m u n ic a tio n s  o f th e  ACM Volume  12 / Nu m b e r 10 / O c to b e r,  1969 

<latexit sha1_base64="ROwjC3l7hHoSdvAiDfmYJ6nvmtE="></latexit> ✓
<latexit sha1_base64="dWFNhYuyH5NaVq3ShOUKpzBPTDg="></latexit>

[P ] c [Q]
<latexit sha1_base64="6CqUA4P13yzKhQSoum6EK9y7umQ="></latexit>

Q

10
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Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might find yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for finding bugs in software.

We explore our hypothesis by defining incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on specifications of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a specification form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the final states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a different but equivalent definition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite effective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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ABSTRACT INTERPRETATION : ‘A UNIFIED LATTICE MODEL FOR STATIC ANALYSIS

OF PROGRAMS BY CONSTRUCTION OR APPROXIMATION OF FIXPOINTS

Patrick Cousot*and Radhia Cousot**

Laboratoire d’Informatique, U.S.M.G., BP. 53
38041 Grenoble cedex, France

1. Introduction

A program denotes computations in some universe of
objects. Abstract interpretation of programs con–
sists in using that denotation to describe compu–
tations in another universe of abstract objects,
so that the results of abstract execution give
some information on the actual computations. An
intuitive example (which we borrow from Sintzoff
172]) is the rule of signs. The text ‘1515* 17
may be understood to denote computations on the
abstract universe {(+), (-), (~)} where the se-
mantics of arithmetic operators is defined by the
rule of signs. The abstract execution -1515* 17
=> -(+) * (+) e> (–) * (+) => (–), proves that

–1515 * 17 is a negative number. Abstract interpre–
tation is concerned by a particular underlying
structure of the usual universe of computations
(the sign, in our example). It gives a summary of
some facets of the actual executions of a program.
In general this summary is simple to obtain but
inaccurate (e.g. –1515+17 => –(+)+(+) ‘>
(-)+(+) => (f)). Despite its fundamentally in-
complete results abstract interpretation allows
the programmer or the compiler to answer ques–
tions which,do not need full knowled~e of program
executions or which tolerate an imprecise answer,
(e.g. partial correctness proofs of programs ignO-
ring the termination problems, type checking, pro-
gram optimizations which are not carried in the
absence of certainty about their feasibility, . . .).

2. &unmary

Section 3 describes the syntax and mathematical
semantics of a simple flowchart language, Scott
and Strachey[71]. This mathematical semantics is
used in section 4 to built a more abstract model of
the semantics of programs, in that it ignores the
sequencing of control flow. This model is taken to
be the most concrete of the abstract interpretatiOns
of programs. Section 5 gives the formal definition
of the abstract interpretations of a program.

*

**
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Abstract program properties are modeled by a com–
plete semilattice, Birkhoff[611. Elementary Pro-
gram constructs are locally interpreted by order
preserving functions which are used to associate
a system of recursive equations with a program. The
program global properties are then defined as one
of the extreme fixpoints of that system, Tarski [55].
The abstraction process is defined in section 6. It
is shown that the program properties obtained by
an abstract interpretation of a program are consis–
tent with those obtained by a more refined inter–
pretation of that program. In particular, an ab–
stract interpretation may be shown to be consistent
with the formal semantics of the language. Levels
of abstraction are formalized by showing that con-
sistent abstract interpretations form a lattice
(section 7). Section 8 gives a constructive defi–
nition of abstract properties of programs based on
constructive definitions of fixpoints. It shows
that various classical algorithms such as Kildall
[731, Wegbreit[751 compute program properties as
limits of finite Kleene[52]’s sequences. Section
9 introduces finite fixpoint approximation methods
to be used when Kleene’ssequences are infinite,
Cousot[761. They are shown to be consistent with
the abstraction process. Practical examples illus–
trate the various sections. The conclusion points
out that abstract interpretation of programs is a
unified approach to apparently unrelated program
analysis techniques.

3’. Syntax and Semantics of programs

We will use finite flowcharts as a language inde–
pendent representation of progrems.

3.1 Syntax of a Progrwn

A program is built from a set “Nodes”. Each node
has successor and predecessor nodes :

n–succ, n–pred : Nodes+ 2Nodesl (men-succ(n))

<=>(ne n-pred(m))

Hereafter, we note ISl the cardinality of a set S.
~Jhen ]Sl = 1 so that S = {~we sometimes use S to
denote x.

The node subsets “Entries”’, “Assignments’!, “Tests”,
“Junctions” and “Exits” partition the set Nodes.

– An entry node (n c Entries) has no predecess...
and one successor, ((n-nred(n) = @)”and “-’-
(In-succ(n)l = l)).
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1. Introduction

A program denotes computations in some universe of
objects. Abstract interpretation of programs con–
sists in using that denotation to describe compu–
tations in another universe of abstract objects,
so that the results of abstract execution give
some information on the actual computations. An
intuitive example (which we borrow from Sintzoff
172]) is the rule of signs. The text ‘1515* 17
may be understood to denote computations on the
abstract universe {(+), (-), (~)} where the se-
mantics of arithmetic operators is defined by the
rule of signs. The abstract execution -1515* 17
=> -(+) * (+) e> (–) * (+) => (–), proves that

–1515 * 17 is a negative number. Abstract interpre–
tation is concerned by a particular underlying
structure of the usual universe of computations
(the sign, in our example). It gives a summary of
some facets of the actual executions of a program.
In general this summary is simple to obtain but
inaccurate (e.g. –1515+17 => –(+)+(+) ‘>
(-)+(+) => (f)). Despite its fundamentally in-
complete results abstract interpretation allows
the programmer or the compiler to answer ques–
tions which,do not need full knowled~e of program
executions or which tolerate an imprecise answer,
(e.g. partial correctness proofs of programs ignO-
ring the termination problems, type checking, pro-
gram optimizations which are not carried in the
absence of certainty about their feasibility, . . .).

2. &unmary

Section 3 describes the syntax and mathematical
semantics of a simple flowchart language, Scott
and Strachey[71]. This mathematical semantics is
used in section 4 to built a more abstract model of
the semantics of programs, in that it ignores the
sequencing of control flow. This model is taken to
be the most concrete of the abstract interpretatiOns
of programs. Section 5 gives the formal definition
of the abstract interpretations of a program.
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Abstract program properties are modeled by a com–
plete semilattice, Birkhoff[611. Elementary Pro-
gram constructs are locally interpreted by order
preserving functions which are used to associate
a system of recursive equations with a program. The
program global properties are then defined as one
of the extreme fixpoints of that system, Tarski [55].
The abstraction process is defined in section 6. It
is shown that the program properties obtained by
an abstract interpretation of a program are consis–
tent with those obtained by a more refined inter–
pretation of that program. In particular, an ab–
stract interpretation may be shown to be consistent
with the formal semantics of the language. Levels
of abstraction are formalized by showing that con-
sistent abstract interpretations form a lattice
(section 7). Section 8 gives a constructive defi–
nition of abstract properties of programs based on
constructive definitions of fixpoints. It shows
that various classical algorithms such as Kildall
[731, Wegbreit[751 compute program properties as
limits of finite Kleene[52]’s sequences. Section
9 introduces finite fixpoint approximation methods
to be used when Kleene’ssequences are infinite,
Cousot[761. They are shown to be consistent with
the abstraction process. Practical examples illus–
trate the various sections. The conclusion points
out that abstract interpretation of programs is a
unified approach to apparently unrelated program
analysis techniques.

3’. Syntax and Semantics of programs

We will use finite flowcharts as a language inde–
pendent representation of progrems.

3.1 Syntax of a Progrwn

A program is built from a set “Nodes”. Each node
has successor and predecessor nodes :

n–succ, n–pred : Nodes+ 2Nodesl (men-succ(n))

<=>(ne n-pred(m))

Hereafter, we note ISl the cardinality of a set S.
~Jhen ]Sl = 1 so that S = {~we sometimes use S to
denote x.

The node subsets “Entries”’, “Assignments’!, “Tests”,
“Junctions” and “Exits” partition the set Nodes.

– An entry node (n c Entries) has no predecess...
and one successor, ((n-nred(n) = @)”and “-’-
(In-succ(n)l = l)).
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some information on the actual computations. An
intuitive example (which we borrow from Sintzoff
172]) is the rule of signs. The text ‘1515* 17
may be understood to denote computations on the
abstract universe {(+), (-), (~)} where the se-
mantics of arithmetic operators is defined by the
rule of signs. The abstract execution -1515* 17
=> -(+) * (+) e> (–) * (+) => (–), proves that

–1515 * 17 is a negative number. Abstract interpre–
tation is concerned by a particular underlying
structure of the usual universe of computations
(the sign, in our example). It gives a summary of
some facets of the actual executions of a program.
In general this summary is simple to obtain but
inaccurate (e.g. –1515+17 => –(+)+(+) ‘>
(-)+(+) => (f)). Despite its fundamentally in-
complete results abstract interpretation allows
the programmer or the compiler to answer ques–
tions which,do not need full knowled~e of program
executions or which tolerate an imprecise answer,
(e.g. partial correctness proofs of programs ignO-
ring the termination problems, type checking, pro-
gram optimizations which are not carried in the
absence of certainty about their feasibility, . . .).

2. &unmary

Section 3 describes the syntax and mathematical
semantics of a simple flowchart language, Scott
and Strachey[71]. This mathematical semantics is
used in section 4 to built a more abstract model of
the semantics of programs, in that it ignores the
sequencing of control flow. This model is taken to
be the most concrete of the abstract interpretatiOns
of programs. Section 5 gives the formal definition
of the abstract interpretations of a program.
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plete semilattice, Birkhoff[611. Elementary Pro-
gram constructs are locally interpreted by order
preserving functions which are used to associate
a system of recursive equations with a program. The
program global properties are then defined as one
of the extreme fixpoints of that system, Tarski [55].
The abstraction process is defined in section 6. It
is shown that the program properties obtained by
an abstract interpretation of a program are consis–
tent with those obtained by a more refined inter–
pretation of that program. In particular, an ab–
stract interpretation may be shown to be consistent
with the formal semantics of the language. Levels
of abstraction are formalized by showing that con-
sistent abstract interpretations form a lattice
(section 7). Section 8 gives a constructive defi–
nition of abstract properties of programs based on
constructive definitions of fixpoints. It shows
that various classical algorithms such as Kildall
[731, Wegbreit[751 compute program properties as
limits of finite Kleene[52]’s sequences. Section
9 introduces finite fixpoint approximation methods
to be used when Kleene’ssequences are infinite,
Cousot[761. They are shown to be consistent with
the abstraction process. Practical examples illus–
trate the various sections. The conclusion points
out that abstract interpretation of programs is a
unified approach to apparently unrelated program
analysis techniques.

3’. Syntax and Semantics of programs

We will use finite flowcharts as a language inde–
pendent representation of progrems.

3.1 Syntax of a Progrwn

A program is built from a set “Nodes”. Each node
has successor and predecessor nodes :

n–succ, n–pred : Nodes+ 2Nodesl (men-succ(n))

<=>(ne n-pred(m))

Hereafter, we note ISl the cardinality of a set S.
~Jhen ]Sl = 1 so that S = {~we sometimes use S to
denote x.

The node subsets “Entries”’, “Assignments’!, “Tests”,
“Junctions” and “Exits” partition the set Nodes.
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sists in using that denotation to describe compu–
tations in another universe of abstract objects,
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tation is concerned by a particular underlying
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(the sign, in our example). It gives a summary of
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In general this summary is simple to obtain but
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(-)+(+) => (f)). Despite its fundamentally in-
complete results abstract interpretation allows
the programmer or the compiler to answer ques–
tions which,do not need full knowled~e of program
executions or which tolerate an imprecise answer,
(e.g. partial correctness proofs of programs ignO-
ring the termination problems, type checking, pro-
gram optimizations which are not carried in the
absence of certainty about their feasibility, . . .).
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Section 3 describes the syntax and mathematical
semantics of a simple flowchart language, Scott
and Strachey[71]. This mathematical semantics is
used in section 4 to built a more abstract model of
the semantics of programs, in that it ignores the
sequencing of control flow. This model is taken to
be the most concrete of the abstract interpretatiOns
of programs. Section 5 gives the formal definition
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preserving functions which are used to associate
a system of recursive equations with a program. The
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The abstraction process is defined in section 6. It
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an abstract interpretation of a program are consis–
tent with those obtained by a more refined inter–
pretation of that program. In particular, an ab–
stract interpretation may be shown to be consistent
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of abstraction are formalized by showing that con-
sistent abstract interpretations form a lattice
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nition of abstract properties of programs based on
constructive definitions of fixpoints. It shows
that various classical algorithms such as Kildall
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9 introduces finite fixpoint approximation methods
to be used when Kleene’ssequences are infinite,
Cousot[761. They are shown to be consistent with
the abstraction process. Practical examples illus–
trate the various sections. The conclusion points
out that abstract interpretation of programs is a
unified approach to apparently unrelated program
analysis techniques.
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We will use finite flowcharts as a language inde–
pendent representation of progrems.

3.1 Syntax of a Progrwn
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1. Introduction

A program denotes computations in some universe of
objects. Abstract interpretation of programs con–
sists in using that denotation to describe compu–
tations in another universe of abstract objects,
so that the results of abstract execution give
some information on the actual computations. An
intuitive example (which we borrow from Sintzoff
172]) is the rule of signs. The text ‘1515* 17
may be understood to denote computations on the
abstract universe {(+), (-), (~)} where the se-
mantics of arithmetic operators is defined by the
rule of signs. The abstract execution -1515* 17
=> -(+) * (+) e> (–) * (+) => (–), proves that

–1515 * 17 is a negative number. Abstract interpre–
tation is concerned by a particular underlying
structure of the usual universe of computations
(the sign, in our example). It gives a summary of
some facets of the actual executions of a program.
In general this summary is simple to obtain but
inaccurate (e.g. –1515+17 => –(+)+(+) ‘>
(-)+(+) => (f)). Despite its fundamentally in-
complete results abstract interpretation allows
the programmer or the compiler to answer ques–
tions which,do not need full knowled~e of program
executions or which tolerate an imprecise answer,
(e.g. partial correctness proofs of programs ignO-
ring the termination problems, type checking, pro-
gram optimizations which are not carried in the
absence of certainty about their feasibility, . . .).

2. &unmary

Section 3 describes the syntax and mathematical
semantics of a simple flowchart language, Scott
and Strachey[71]. This mathematical semantics is
used in section 4 to built a more abstract model of
the semantics of programs, in that it ignores the
sequencing of control flow. This model is taken to
be the most concrete of the abstract interpretatiOns
of programs. Section 5 gives the formal definition
of the abstract interpretations of a program.
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Abstract program properties are modeled by a com–
plete semilattice, Birkhoff[611. Elementary Pro-
gram constructs are locally interpreted by order
preserving functions which are used to associate
a system of recursive equations with a program. The
program global properties are then defined as one
of the extreme fixpoints of that system, Tarski [55].
The abstraction process is defined in section 6. It
is shown that the program properties obtained by
an abstract interpretation of a program are consis–
tent with those obtained by a more refined inter–
pretation of that program. In particular, an ab–
stract interpretation may be shown to be consistent
with the formal semantics of the language. Levels
of abstraction are formalized by showing that con-
sistent abstract interpretations form a lattice
(section 7). Section 8 gives a constructive defi–
nition of abstract properties of programs based on
constructive definitions of fixpoints. It shows
that various classical algorithms such as Kildall
[731, Wegbreit[751 compute program properties as
limits of finite Kleene[52]’s sequences. Section
9 introduces finite fixpoint approximation methods
to be used when Kleene’ssequences are infinite,
Cousot[761. They are shown to be consistent with
the abstraction process. Practical examples illus–
trate the various sections. The conclusion points
out that abstract interpretation of programs is a
unified approach to apparently unrelated program
analysis techniques.

3’. Syntax and Semantics of programs

We will use finite flowcharts as a language inde–
pendent representation of progrems.

3.1 Syntax of a Progrwn

A program is built from a set “Nodes”. Each node
has successor and predecessor nodes :

n–succ, n–pred : Nodes+ 2Nodesl (men-succ(n))

<=>(ne n-pred(m))

Hereafter, we note ISl the cardinality of a set S.
~Jhen ]Sl = 1 so that S = {~we sometimes use S to
denote x.

The node subsets “Entries”’, “Assignments’!, “Tests”,
“Junctions” and “Exits” partition the set Nodes.

– An entry node (n c Entries) has no predecess...
and one successor, ((n-nred(n) = @)”and “-’-
(In-succ(n)l = l)).
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(the sign, in our example). It gives a summary of
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In general this summary is simple to obtain but
inaccurate (e.g. –1515+17 => –(+)+(+) ‘>
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complete results abstract interpretation allows
the programmer or the compiler to answer ques–
tions which,do not need full knowled~e of program
executions or which tolerate an imprecise answer,
(e.g. partial correctness proofs of programs ignO-
ring the termination problems, type checking, pro-
gram optimizations which are not carried in the
absence of certainty about their feasibility, . . .).
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Section 3 describes the syntax and mathematical
semantics of a simple flowchart language, Scott
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used in section 4 to built a more abstract model of
the semantics of programs, in that it ignores the
sequencing of control flow. This model is taken to
be the most concrete of the abstract interpretatiOns
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that various classical algorithms such as Kildall
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trate the various sections. The conclusion points
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<latexit sha1_base64="1HvcBa8kjIx1Vxk/CAbRQkaD+G0=">AAACBnicbVA9TwJBEN3DL8QvxNJmIzGxIndq1BK1sYREwOS4kLllhA17H9mdIxICtb/CVis7Y+vfsPC/eCCFgq96eW8m8+b5sZKGbPvTyiwtr6yuZddzG5tb2zv53ULdRIkWWBORivSdDwaVDLFGkhTexRoh8BU2/N71xG/0URsZhbc0iNELoBPKeymAUqmVLzT7bTDd1iV3K95YjN2q18oX7ZI9BV8kzowU2QyVVv6r2Y5EEmBIQoExrmPH5A1BkxQKR7lmYjAG0YMOuikNIUDjDafZR/wwMUARj1FzqfhUxN8bQwiMGQR+OhkAdc28NxH/89yE7i+8oQzjhDAUk0MkFU4PGaFlWgryttRIBJPkyGXIBWggQi05CJGKSdpSLu3Dmf9+kdSPS85Z6aR6WixfzZrJsn12wI6Yw85Zmd2wCqsxwR7YE3tmL9aj9Wq9We8/oxlrtrPH/sD6+AZMiZiO</latexit>

`A [P ] c [Q]

<latexit sha1_base64="6Jv4AV8qHP7Ccfz4J8IckOiUYGE="></latexit>

A(Spec) = Spec

<latexit sha1_base64="OBCCJhZikWaVP+fMIo/buEs6Gbw="></latexit>

A(Q) ✓ Spec

Local completeness

<latexit sha1_base64="6CqUA4P13yzKhQSoum6EK9y7umQ="></latexit>

Q
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Abstract—We introduce the notion of local completeness in

abstract interpretation and define a logic for proving both the

correctness and incorrectness of some program specification.

Abstract interpretation is extensively used to design sound-by-

construction program analyses that over-approximate program

behaviours. Completeness of an abstract interpretation A for

all possible programs and inputs would be an ideal situation

for verifying correctness specifications, because the analysis can

be done compositionally and no false alert will arise. Our first

result shows that the class of programs whose abstract analysis

on A is complete for all inputs has a severely limited expres-

siveness. A novel notion of local completeness weakens the above

requirements by considering only some specific, rather than all,

program inputs and thus finds wider applicability. In fact, our

main contribution is the design of a proof system, parameterized

by an abstraction A, that, for the first time, combines over- and

under-approximations of program behaviours. Thanks to local

completeness, in a provable triple `A [P ] c [Q], the assertion

Q is an under-approximation of the strongest post-condition

post[c](P ) such that the abstractions in A of Q and post[c](P )
coincide. This means that Q is never too coarse, namely, under

mild assumptions, the abstract interpretation of c does not yield
false alerts for the input P iff Q has no alert. Thus, `A [P ] c [Q]
not only ensures that all the alerts raised in Q are true ones, but

also that if Q does not raise alerts then c is correct.

I. INTRODUCTION

Technology, you can’t live without. But any coin has two
sides and software failures are increasingly more frequent and
their consequences are more disruptive in the Digital Age than
ever before. Quoting Dijkstra’s speech at the Turing Award
lecture [11], the only effective way to raise the confidence
level of a program significantly is to give a convincing proof
of its correctness. Since correctness proof attempts may fail
even when the program is correct, also incorrectness proofs
would be needed to catch actual bugs, because you can’t fix
what you can’t see. Code-review processes and test-driven
development are widely adopted best practices in software
companies. Nevertheless, the problem is far from being solved
and static reasoning should be extended to bug catching, as
advocated by O’Hearn’s incorrectness logic (IL) [24].

Static program analysis has been investigated and used
for over half century and is a major methodology to help
programmers and software engineers in producing reliable
code [4], [12], [15], [18], [23], [27], [28]. Static analysis is
based on symbolic reasoning techniques to prove program
properties without running them. Given a program c and a

correctness specification Spec, the aim of a static verification
is either to prove that the behaviour of c satisfies Spec or to
raise some alerts that point out which circumstances may cause
a violation of Spec. The conditional is needed because, starting
with the fundamental works by Hoare [18], program verifiers
tend to over-approximate the program behaviour: this is an
unavoidable consequence of the will to solve an otherwise un-
decidable analysis problem. As any alerting system, program
analysis turns out to be credible, when few, ideally zero, false
alerts are reported to the user [9]. The dual perspective has
been recently tackled by incorrectness logic [24]: exploiting
under-approximations, any violation exposed by the analysis is
a true alert. This makes IL a credible support for code-review,
but Spec may be violated even when no alert is reported.

Abstract interpretation [6]–[8] is a well-established frame-
work for designing sound-by-construction over-approxima-
tions of the program behaviour. Given an abstraction A,
instead of verifying whether the strongest post-condition
post[c](P ) for a program c and a pre-condition P (also written
JcKP ) satisfies a correctness specification Spec, a (sound) ab-
stract over-approximation A(post[c](P )) is considered. While
it is obvious that if A(post[c](P )) satisfies Spec then the
program is correct, it may happen that A(post[c](P )) does
not satisfy Spec even if the program is correct, because
A introduced false alerts. Once the specification Spec and
its abstract approximation in A coincide, the ideal program
analysis is achieved by assuring that a sound analysis is also
complete, so that no false alert is ever raised.

Technically, in a domain A of abstract program stores,
with abstraction and concretization maps ↵ and � resp.,
any store property P is, in general, over-approximated by
A(P ) = �↵(P ) ◆ P . Assuming that Spec is expressible
in A means that Spec = A(Spec) holds. For instance, in
the abstract domain of intervals Int (see Example III.5) the
property x � 0 is expressible by the infinite interval [0,+1].
By contrast, x 6= 0 is not expressible in Int, since the least
over-approximating interval is Int(x 6= 0) = Z ) Z r {0}.
An abstract semantics associates with each program c a
computable function postA[c] : A ! A on the abstraction A
(also written JcK]A). By soundness of abstract interpretation, if
�(postA[c]↵(P )) ✓ Spec then {P} c {Spec} is a valid Hoare
triple. However, when �(postA[c]↵(P )) 6✓ Spec we cannot
conclude that {P} c {Spec} is not valid, because any witness
in �(postA[c]↵(P )) r Spec is just a potentially false alert.978-1-6654-4895-6/21/$31.00 c�2021 IEEE
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Local completeness



Expressible specifications
<latexit sha1_base64="6Jv4AV8qHP7Ccfz4J8IckOiUYGE="></latexit>

A(Spec) = Spec

Assume A(Spec) = Spec

Take a post Q ∈ C

If 

then 

Q ⊆ Spec
A(Q) ⊆ A(Spec) = Spec

  Q ⊆ Spec ⇔ A(Q) ⊆ Spec

If 

then 

Q ⊈ Spec
Q ⊆ A(Q) ⊈ Spec



Example
𝖨𝗇𝗍(x ≥ 0) = [0,∞] = (x ≥ 0)

If 

then 

Q1 ≜ ( |x | = 1)
𝖨𝗇𝗍(Q1) = [−1,1] ⊈ (x ≥ 0)

  Q ⊆ Spec ⇔ A(Q) ⊆ Spec

x ≥ 0

If 

then 

Q2 ≜ (x > 0 ∧ x % 5 = 0)
𝖨𝗇𝗍(Q2) = [5,∞] ⊆ (x ≥ 0)

expressible specification



The role of completeness
correctness of AI


if 

then 

[[c]]#

AA(P) ⊆ Spec
[[c]]P ⊆ Spec

[[c]]P ⊆ A([[c]]P) ⊆ [[c]]#
AA(P) ⊆ Spec

if completeness holds 
if 

then 


 

 

[[c]]#
AA(P) ⊈ Spec
[[c]]P ⊈ Spec

A([[c]]P) = [[c]]#
AA(P) ⊈ Spec

⇔ [[c]]P ⊈ Spec

Spec = A(Spec)

  [[c]]P ⊆ Spec ⇔ [[c]]#
AA(P) ⊆ Spec

expressible specification



Example
complete in 




+, × 𝖨𝗇𝗍

c ≜ x := 3x ; x := x + 2
P ≜ (x ∈ {1,3,6}) x ≤ 15

    

 




  

[[c]]#
𝖨𝗇𝗍𝖨𝗇𝗍(P) = [[c]]#

𝖨𝗇𝗍[1,6] =
[5,20]⊈ (x ≤ 15)

⇔
[[c]]P ⊈ (x ≤ 15)

expressible specification

However, not all elements in 
 are true positives![16,20]



Sources of incompleteness
Completeness is preserved by ; ,  and  ∪ 𝖿𝗂𝗑

Incompleteness can only be introduced by atomic commands e

if the bca  is incomplete, then any (sound)  is incomplete

i.e., incompleteness is an intrinsic property of a domain

[[e]]A [[e]]#
A

assignments: settled for many domains
guards: troublesome?



Completeness for guards

Completeness equation:   ∀P . A([[e]]P) = A([[e]]A(P))

Lemma. [a necessary condition for complete guards]

If a test  is complete in , then  and  are expressible in 


Proof. Assume  not expressible, take  and show  is not complete.

b A b ¬b A

b P = b ¬b

must be a strict 
domain



Examples
: the test  is not complete (  not expressible)𝖨𝗇𝗍 (x = 0) x ≠ 0

: the test  is not complete𝖲𝗂𝗀𝗇 (x > 5)

: the test  might be complete (but it is not)𝖨𝗇𝗍 (x > 5)

: the test  might be complete (and it is indeed)𝖲𝗂𝗀𝗇+ (x > 0)
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ú

Z<0 Z=0 Z>0

Z0 Z<0 Z�0

ZSign

Fig. 1. Abstract Domain for Sign Analysis.

making the proof of (in)correctness useless or poorly trustworthy. This is a consequence of the
approximation inherent in the need to make an otherwise undecidable analysis decidable. As all
alarming systems, program analysis is credible (and useful) to decide correctness and incorrectness,
when few false-alarms are reported, ideally none. In this case, we say that the abstract interpreter
is complete for our program under analysis. As an illustrative example, consider the program

Abs(G) =4 if (G � 0) then skip else G := �G

computing the absolute value of integer variables. The well-known interval abstraction Int ap-
proximates any property ( 2 ®(Z) of the integer values that G may assume by the least interval
Int(() = [0,1] such that ( ✓ [0,1], where 0  1, 0 2 Z [ {�1} and 1 2 Z [ {+1}. Int is clearly
incomplete for Abs. Assume we know that the variable G can just assume an odd value. Then, it turns
out that the best correct approximation of Abs we can compute in Int can introduce false-alarms:

Int(Abs({G | G is odd})) = Int({G | G is odd, G � 0}) = [1, +1],
Int(Abs(Int({G | G is odd}))) = Int(Abs( [�1, +1])) = Int({G | G � 0}) = [0, +1] .

Since [1, +1] ( [0, +1], it means that Int is incomplete for Abs on input � = {G | G is odd}. This
can cause a problem in veri�cation: even if no input will be zero, an interval analysis of Abs(G) may
produce a false-alarm, for instance whenever used as divisor in an integer division. As it is often
the case (cf. [Giacobazzi et al. 2015]), the problem with this program Abs resides in the Boolean
guard G � 0, that is not complete when the input � is abstracted in Int.
Completeness intuitively encodes the greatest achievable precision for an abstract transfer

function, meaning that it exactly matches the abstraction of its concrete counterpart. The problem
of constructively making abstract domains complete by either domain re�nement (i.e., increasing
abstract domain precision) or by domain simpli�cation (i.e., reducing abstract domain precision)
has been settled in [Giacobazzi et al. 2000]. The most abstract re�nement, called complete shell,
of an abstract domain � always exists for Scott continuous concrete transfer functions — hence
for all computable functions — and it can be constructively de�ned as solution of a recursive
abstract domain equation. As a classical simple example, we can consider the rule of signs domain
(see Figure 1). Sign is an abstraction of Int and is sound and complete for integer multiplication
but merely sound for addition. As proved in [Giacobazzi et al. 2000], the complete shell of Sign
for binary addition is the most abstract domain upper approximating sets of integers which is
complete for integer addition of their elements, which turns out to be precisely Int. Although
extremely powerful, this notion has an intrinsic global �avor: The complete shell of an abstract
domain with respect to a semantic transfer function 5 makes the abstract domain complete for 5
on all possible inputs. Instead, a program computation corresponds to a speci�c sequence (i.e., trace)
of applications of concrete transfer functions. Hence, this method does not allow us to tailor the
abstraction re�nement to the speci�c shape of a computational trace of interest. As a result, the

Proc. ACM Program. Lang., Vol. 1, No. POPL, Article 1. Publication date: January 2021.
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∅

ℤ<0 ℤ>0

𝖲𝗂𝗀𝗇



Completeness for guards

Th. [a necessary and sufficient condition for complete guards]

Let  and  be expressible in .


The test  is complete in  

iff 


the join of any two abstract points below  and  is expressible.

b ¬b A
b A

b ¬b



Completeness illustrated

C

b

¬b

a1
a2

a1 ∪ a2

A does  ?a1 ∪ a2 ∈ A

⊥

⊤



Example

≥ 0

< 0

≠ 0

℘(ℤ)
𝖲𝗂𝗀𝗇+

≤ 0

> 0

≠ 0 ∈ 𝖲𝗂𝗀𝗇+

= 0

⊥

⊤



Example

[6,∞]

[0,1]

{0,1,10,11}

℘(ℤ)
𝖨𝗇𝗍

[−∞,5]

[10,11]

{0,1,10,11} ∉ 𝖨𝗇𝗍

⊥

⊤



Incompleteness everywhere

ok, but:

may cause a blow up (abstract domains are closed under meet)

operations that where complete in  may be incomplete in A Ab

Unfortunately, common tests are incomplete in most domains

One possibility: 

take the most abstract domain  (called complete shell) that:

1) refines , and 

2) is complete for the test 

Ab
A

b



Local completeness
We don’t need completeness for all inputs:

e.g.,  is complete in  for b ≜ (x > 0) 𝖨𝗇𝗍 P ≜ {−10,0,1,10}

Local completeness equation:   ∀P . A([[e]]P) = A([[e]]A(P))

We say that  is locally complete in  for input  and write
e A P
ℂA

P(𝖾)
Idea: we focus on completeness along traversed states

(which can be collected as underapproximation)



Local Completeness Logic 
(LCL)



O’Hearn’s triples

  [P] c [Q]
pre  

condition

post 
condition

any output matching the postcondition

can be reached by executing the command 

on some input matching the precondition 


           [[c]]P ⊇ Q
under 

approximation!
includes just 

reachable states

LCL triples

   ⊢A [P] c [Q]
pre  

condition

post 
condition

any output matching the postcondition

can be reached by executing the command 

on some input matching the precondition 

+

for any input matching the precondition executing the 
command establishes the abstraction of the postcondition 


     A(Q) ⊇ [[c]]P ⊇ Q
under 

approximation!
includes just 

reachable states

abstract 
domain

over 
approximation!

can include non 
reachable states



Atomic commands

   ⊢A [P] e [[[e]]P]
ℂA

P(e)
local  

completeness 
requirement

   ⊢A [P] x := a [∃x′ . P[x′ /x] ∧ x = a[x′ /x]]
ℂA

P(a)

   ⊢A [P] b? [P ∧ b]
ℂA

P(b)

Floyd’s rule  
for assignments

IL rule 
for tests

  A([[e]]P) = A([[e]]A(P))

[transfer]



Atomic commands

   ⊢A [P] x := a [∃x′ . P[x′ /x] ∧ x = a[x′ /x]]
ℂA

P(a)
Floyd’s rule  

for assignments

   ⊢𝖨𝗇𝗍 [x ∈ {−7,7}] x := 3x + 1 [x ∈ {−20,22}]

sum and product  
are complete in Int



Atomic commands

   ⊢A [P] b? [P ∧ b]
ℂA

P(b)IL rule 
for tests

    ?⊢𝖨𝗇𝗍 [x ∈ {−7,7}] x > 0? [x ∈ {7}]

locally  
incomplete in Int !

    ?⊢𝖨𝗇𝗍 [x ∈ {−7,1,7}] x > 0? [x ∈ {1,7}]
          𝖨𝗇𝗍([[x > 0?]]{−7,1,7}) = 𝖨𝗇𝗍({1,7}) = [1,7] = 𝖨𝗇𝗍([1,7]) = 𝖨𝗇𝗍([[x > 0?]][−7,7]) = 𝖨𝗇𝗍([[x > 0?]]𝖨𝗇𝗍({−7,1,7}))

            𝖨𝗇𝗍([[x > 0?]]{−7,7}) = 𝖨𝗇𝗍({7}) = [7,7] ≠ [1,7] = 𝖨𝗇𝗍([1,7]) = 𝖨𝗇𝗍([[x > 0?]][−7,7]) = 𝖨𝗇𝗍([[x > 0?]]𝖨𝗇𝗍({−7,7}))



Consequence rule

         P′ ⇒ P ⇒ A(P′ ) ⊢A [P′ ] r [Q′ ] Q ⇒ Q′ ⇒ A(Q)
   ⊢A [P] r [Q]

we can weaken the pre and

shrink the post, but not too much!

scalable bug detection

IL style 
(reversed Hoare)

preserve  
abstraction

preserve  
abstraction

[relax]



Convexity
Lemma. [convexity] 
If  and  then 


Proof. 
Assume   

we want to prove   


        

ℂA
P(𝖾) P ⇒ R ⇒ A(P) ℂA

R(𝖾)

A([[e]]P) = A([[e]]A(P))
A([[e]]R) = A([[e]]A(R))

A([[e]]P) ≤ A([[e]]R) ≤ A([[e]]A(R)) = A([[e]]A(P)) = A([[e]]P)



⊢A [P′ ] 𝗋 [Q′ ]

Consequence rule

                 P′ ⇒ P ⇒ A(P′ ) ⊢A [P′ ] r [Q′ ] Q ⇒ Q′ ⇒ A(Q)
   ⊢A [P] r [Q]

IL style 
(reversed Hoare)

preserve  
abstraction

preserve  
abstraction

Q′ 

P′ 

A(Q′ )A(P′ )

[relax]



⊢A [P′ ] 𝗋 [Q′ ]

Consequence rule

                 P′ ⇒ P ⇒ A(P′ ) ⊢A [P′ ] r [Q′ ] Q ⇒ Q′ ⇒ A(Q)
   ⊢A [P] r [Q]

IL style 
(reversed Hoare)

preserve  
abstraction

preserve  
abstraction

Q′ 

P′ 

A(Q′ )A(P′ )

P

= A(P)

[relax]



⊢A [P′ ] 𝗋 [Q′ ]

Consequence rule

                 P′ ⇒ P ⇒ A(P′ ) ⊢A [P′ ] r [Q′ ] Q ⇒ Q′ ⇒ A(Q)
   ⊢A [P] r [Q]

IL style 
(reversed Hoare)

preserve  
abstraction

preserve  
abstraction

Q′ 

P′ 

A(Q′ )A(P′ )

QP

= A(P) A(Q) =

[relax]



⊢A [P] 𝗋 [Q]

Consequence rule

                 P′ ⇒ P ⇒ A(P′ ) ⊢A [P′ ] r [Q′ ] Q ⇒ Q′ ⇒ A(Q)
   ⊢A [P] r [Q]

IL style 
(reversed Hoare)

preserve  
abstraction

preserve  
abstraction

A(Q′ )A(P′ )

QP

= A(P) A(Q) =

[relax]



Consequence rule

   ⊢𝖨𝗇𝗍 [x ∈ {−7,0,7}] r [x ∈ {−5, − 2,8}]

                 P′ ⇒ P ⇒ A(P′ ) ⊢A [P′ ] r [Q′ ] Q ⇒ Q′ ⇒ A(Q)
   ⊢A [P] r [Q]

IL style 
(reversed Hoare)

preserve  
abstraction

preserve  
abstraction

   ⊢𝖨𝗇𝗍 [x ∈ {−7,0,3,7}] r [x ∈ {−5,8}]

[relax]



Consequence rule

   ⊢𝖨𝗇𝗍 [x ∈ {−7,0,7}] r [x ∈ {−5, − 2,8}]

                 P′ ⇒ P ⇒ A(P′ ) ⊢A [P′ ] r [Q′ ] Q ⇒ Q′ ⇒ A(Q)
   ⊢A [P] r [Q]

IL style 
(reversed Hoare)

preserve  
abstraction

preserve  
abstraction

   ⊢𝖨𝗇𝗍 [x ∈ {−7,0,7,9}] r [x ∈ {−2,8}]

[relax]



Fixpoint acceleration

    ⊢A [P] r⋆ [Q]
      ⊢A [P] r [Q] Q ⇒ A(P)

    ⊢A [P] r⋆ [P ∨ Q]

locally complete under-approximation!

scalable bug detection

            ⊢A [P] r [R] ⊢A [P ∨ R] r⋆ [Q]

abstract 
fixpoint!one-step 

unroll

[rec] [iterate]

CA
P (e)

`A [P ] e [JeKP ]
(transfer)

P 0  P  A(P 0) `A [P 0] r [Q0] Q  Q0  A(Q)

`A [P ] r [Q]
(relax)

`A [P ] r1 [R] `A [R] r2 [Q]

`A [P ] r1; r2 [Q]
(seq)

`A [P ] r1 [Q1] `A [P ] r2 [Q2]

`A [P ] r1 � r2 [Q1 _Q2]
(join)

`A [P ] r [R] `A [P _R] r⇤ [Q]

`A [P ] r⇤ [Q]
(rec)

`A [P ] r [Q] Q  A(P )

`A [P ] r⇤ [P _Q]
(iterate)

Fig. 3: The Proof System LCLA.

CIntP1
(Jb1?K)

`Int [P1] b1? [{1, 999, 1000}]
(transfer)

CInt{1,999,1000}(Je1K)

`Int [{1, 999, 1000}] e1? [{0, 998, 999}]
(transfer)

`Int [P1] r1 [{0, 998, 999}]
(seq)

CIntP1
(Jb2?K)

`Int [P1] b2? [{0, 1, 999}]
(transfer)

CInt{0,1,999}(Je2K)

`Int [{0, 1, 999}] e2 [{1, 2, 1000}]
(transfer)

`Int [P1] r2 [{1, 2, 1000}]
(seq)

`Int [P1] r1 � r2 [{0, 1, 2, 998, 999, 1000}]
(join)

(?)
(iterate)

CIntP (Jb1?K)
`Int [P ] b1? [P ]

(transfer)
CIntP (Je1K)

`Int [P ] e1 [{0, 998}]
(transfer)

`Int [P ] r1 [{0, 998}]
(seq)

CIntP (Jb2?K)
`Int [P ] b2? [P ]

(transfer)
CIntP (Je2K)

`Int [P ] e2 [{2, 1000}]
(transfer)

`Int [P ] r2 [{2, 1000}]
(seq)

`Int [P ] r1 � r2 [{0, 2, 998, 1000}]
(join)

(?)

`Int [{0, 1, 999, 1000}] r [{0, 1, 2, 998, 999, 1000}]
(iterate)

`Int [{0, 1, 2, 998, 999, 1000}] r [{0, 2, 1000}]
(relax)

`Int [P ] r [{0, 2, 1000}]
(rec)

Fig. 4: Derivation of `Int [P = {1, 999}] r [{0, 2, 1000}] for Example V.2.

CSign
P

(Jx  0?K)

`Sign [P ] x  0? [{�10,�1}]
(transfer)

CSign{�10,�1}(Jx := x ⇤ 10K)

`Sign [{�10,�1}] x := x ⇤ 10 [{�100,�10}]
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4 {1, 999} and the command r =
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(r1�r2)⇤ where

r1 =
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Fig. 4, where for brevity we let:
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Example V.3 Let us consider the domain Sign, the pre-con-
dition P =

4 {�10,�1, 100} and the Imp program

c =
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Let us verify that c does not satisfy the correctness speci-
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`Sign [P ] c [{100}]. As the post-condition {100} is an under-
approximation of JrKP (cf. Theorem V.4 (1)), we conclude that
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(transfer)

`Int [P ] r1 [{0, 998}]
(seq)

CIntP (Jb2?K)
`Int [P ] b2? [P ]

(transfer)
CIntP (Je2K)

`Int [P ] e2 [{2, 1000}]
(transfer)

`Int [P ] r2 [{2, 1000}]
(seq)

`Int [P ] r1 � r2 [{0, 2, 998, 1000}]
(join)

(?)

`Int [{0, 1, 999, 1000}] r [{0, 1, 2, 998, 999, 1000}]
(iterate)

`Int [{0, 1, 2, 998, 999, 1000}] r [{0, 2, 1000}]
(relax)

`Int [P ] r [{0, 2, 1000}]
(rec)

Fig. 4: Derivation of `Int [P = {1, 999}] r [{0, 2, 1000}] for Example V.2.

CSign
P

(Jx  0?K)

`Sign [P ] x  0? [{�10,�1}]
(transfer)

CSign{�10,�1}(Jx := x ⇤ 10K)

`Sign [{�10,�1}] x := x ⇤ 10 [{�100,�10}]
(transfer)

`Sign [P ] x  0?; x := x ⇤ 10 [{�100,�10}] {�100,�10} ✓ Sign(P ) = Z 6=0
(seq)

`Sign [P ] (x  0?; x := x ⇤ 10)⇤ [{�100,�10,�1, 100}] {�100, 100} ✓ {�100,�10,�1, 100} ✓ Sign({�100, 100}) = Z 6=0

(iterate)

`Sign [P ] (x  0?; x := x ⇤ 10)⇤ [{�100, 100}]
(relax)

CSign{�100,100}(J0 < x?K)

`Sign [{�100, 100}] 0 < x? [{100}]
(transfer)

`Sign [P ] c [{100}]
(seq)

Fig. 5: Derivation of `Sign [P = {�10,�1, 100}] c [{100}] for Example V.3.

Example V.2 Let us consider the interval domain Int, the pre-
condition P =

4 {1, 999} and the command r =
4
(r1�r2)⇤ where

r1 =
4
(0 < x?;x := x� 1) r2 =

4
(x < 1000?;x := x+ 1)

The triple `Int [P ] r [{0, 2, 1000}] can be derived as shown in
Fig. 4, where for brevity we let:

b1 =
4
0 < x e1 =

4
x := x� 1 P1 =

4 {0, 1, 999, 1000}
b2 =

4
x < 1000 e2 =

4
x := x+ 1

Notably, each instance of rule (transfer) used in the derivation
exposes a proof obligation (such as CInt

P (Je2K), CInt
P1
(Jb1?K),

etc.) concerning the local completeness of a basic transfer
function. This proof needs just one application of (rec) to
compute an under-approximation of post[r]P = JrKP , because
the rule (iterate) can stop the unfolding of the Kleene iterate
operator as soon as an abstract invariant is detected, before
the actual concrete invariant is fully computed (in this case
the abstract invariant is detected by {0, 1, 2, 998, 999, 1000} ✓
[0, 1000]). Moreover, (relax) is exploited to reduce the number
of values to be taken into account (along the pre-conditions by
navigating the derivation tree bottom-up and along the post-
conditions when the tree is explored top-down).
Finally, a similar result is soon obtained on any input Pk =

4

{k, 999} for some k 2 N, by applying the rule (rec) for k
times: then the rule (iterate) can be used.

Example V.3 Let us consider the domain Sign, the pre-con-
dition P =

4 {�10,�1, 100} and the Imp program

c =
4

while (x  0) do x := x ⇤ 10
= (x  0? ; x := x ⇤ 10)⇤ ; 0 < x?

Let us verify that c does not satisfy the correctness speci-
fication Spec =

4
x < 10, even if the loop c diverges on

inputs {�10,�1}. The derivation in Fig. 5 proves the triple
`Sign [P ] c [{100}]. As the post-condition {100} is an under-
approximation of JrKP (cf. Theorem V.4 (1)), we conclude that
100 62 Spec is a true alert. Observe that all proof obligations
about local completeness due to rule (transfer) are satisfied,
as e.g., letting b =

4
x  0, for CSign

P (Jb?K), we have

Sign(Jb?KSign(P )) = Sign(Jb?KZ 6=0) = Sign(Z<0) = Z<0

Sign(Jb?KP ) = Sign({�10,�1}) = Z<0.

Of course, let us point out that some additional valid rules
could be added to our proof system, for example the following
two rules can be easily proved to be valid:

`A [P ] r [Q] Q  P

`A [P ] r⇤ [P ]
(invariant)

`A [P ] r [Q] A(P ) = A(Q)

`A [P ] r⇤ [Q]
(abs-fix)

CA
P (e)

`A [P ] e [JeKP ]
(transfer)

P 0  P  A(P 0) `A [P 0] r [Q0] Q  Q0  A(Q)

`A [P ] r [Q]
(relax)

`A [P ] r1 [R] `A [R] r2 [Q]

`A [P ] r1; r2 [Q]
(seq)

`A [P ] r1 [Q1] `A [P ] r2 [Q2]

`A [P ] r1 � r2 [Q1 _Q2]
(join)

`A [P ] r [R] `A [P _R] r⇤ [Q]

`A [P ] r⇤ [Q]
(rec)

`A [P ] r [Q] Q  A(P )

`A [P ] r⇤ [P _Q]
(iterate)

Fig. 3: The Proof System LCLA.

CIntP1
(Jb1?K)

`Int [P1] b1? [{1, 999, 1000}]
(transfer)

CInt{1,999,1000}(Je1K)

`Int [{1, 999, 1000}] e1? [{0, 998, 999}]
(transfer)

`Int [P1] r1 [{0, 998, 999}]
(seq)

CIntP1
(Jb2?K)

`Int [P1] b2? [{0, 1, 999}]
(transfer)

CInt{0,1,999}(Je2K)

`Int [{0, 1, 999}] e2 [{1, 2, 1000}]
(transfer)

`Int [P1] r2 [{1, 2, 1000}]
(seq)

`Int [P1] r1 � r2 [{0, 1, 2, 998, 999, 1000}]
(join)

(?)
(iterate)

CIntP (Jb1?K)
`Int [P ] b1? [P ]

(transfer)
CIntP (Je1K)

`Int [P ] e1 [{0, 998}]
(transfer)

`Int [P ] r1 [{0, 998}]
(seq)

CIntP (Jb2?K)
`Int [P ] b2? [P ]

(transfer)
CIntP (Je2K)

`Int [P ] e2 [{2, 1000}]
(transfer)

`Int [P ] r2 [{2, 1000}]
(seq)

`Int [P ] r1 � r2 [{0, 2, 998, 1000}]
(join)

(?)

`Int [{0, 1, 999, 1000}] r [{0, 1, 2, 998, 999, 1000}]
(iterate)

`Int [{0, 1, 2, 998, 999, 1000}] r [{0, 2, 1000}]
(relax)

`Int [P ] r [{0, 2, 1000}]
(rec)

Fig. 4: Derivation of `Int [P = {1, 999}] r [{0, 2, 1000}] for Example V.2.

CSign
P

(Jx  0?K)

`Sign [P ] x  0? [{�10,�1}]
(transfer)

CSign{�10,�1}(Jx := x ⇤ 10K)

`Sign [{�10,�1}] x := x ⇤ 10 [{�100,�10}]
(transfer)

`Sign [P ] x  0?; x := x ⇤ 10 [{�100,�10}] {�100,�10} ✓ Sign(P ) = Z 6=0
(seq)

`Sign [P ] (x  0?; x := x ⇤ 10)⇤ [{�100,�10,�1, 100}] {�100, 100} ✓ {�100,�10,�1, 100} ✓ Sign({�100, 100}) = Z 6=0

(iterate)

`Sign [P ] (x  0?; x := x ⇤ 10)⇤ [{�100, 100}]
(relax)

CSign{�100,100}(J0 < x?K)

`Sign [{�100, 100}] 0 < x? [{100}]
(transfer)

`Sign [P ] c [{100}]
(seq)

Fig. 5: Derivation of `Sign [P = {�10,�1, 100}] c [{100}] for Example V.3.

Example V.2 Let us consider the interval domain Int, the pre-
condition P =

4 {1, 999} and the command r =
4
(r1�r2)⇤ where

r1 =
4
(0 < x?;x := x� 1) r2 =

4
(x < 1000?;x := x+ 1)

The triple `Int [P ] r [{0, 2, 1000}] can be derived as shown in
Fig. 4, where for brevity we let:

b1 =
4
0 < x e1 =

4
x := x� 1 P1 =

4 {0, 1, 999, 1000}
b2 =

4
x < 1000 e2 =

4
x := x+ 1

Notably, each instance of rule (transfer) used in the derivation
exposes a proof obligation (such as CInt

P (Je2K), CInt
P1
(Jb1?K),

etc.) concerning the local completeness of a basic transfer
function. This proof needs just one application of (rec) to
compute an under-approximation of post[r]P = JrKP , because
the rule (iterate) can stop the unfolding of the Kleene iterate
operator as soon as an abstract invariant is detected, before
the actual concrete invariant is fully computed (in this case
the abstract invariant is detected by {0, 1, 2, 998, 999, 1000} ✓
[0, 1000]). Moreover, (relax) is exploited to reduce the number
of values to be taken into account (along the pre-conditions by
navigating the derivation tree bottom-up and along the post-
conditions when the tree is explored top-down).
Finally, a similar result is soon obtained on any input Pk =

4

{k, 999} for some k 2 N, by applying the rule (rec) for k
times: then the rule (iterate) can be used.

Example V.3 Let us consider the domain Sign, the pre-con-
dition P =

4 {�10,�1, 100} and the Imp program

c =
4

while (x  0) do x := x ⇤ 10
= (x  0? ; x := x ⇤ 10)⇤ ; 0 < x?

Let us verify that c does not satisfy the correctness speci-
fication Spec =

4
x < 10, even if the loop c diverges on

inputs {�10,�1}. The derivation in Fig. 5 proves the triple
`Sign [P ] c [{100}]. As the post-condition {100} is an under-
approximation of JrKP (cf. Theorem V.4 (1)), we conclude that
100 62 Spec is a true alert. Observe that all proof obligations
about local completeness due to rule (transfer) are satisfied,
as e.g., letting b =

4
x  0, for CSign

P (Jb?K), we have

Sign(Jb?KSign(P )) = Sign(Jb?KZ 6=0) = Sign(Z<0) = Z<0

Sign(Jb?KP ) = Sign({�10,�1}) = Z<0.

Of course, let us point out that some additional valid rules
could be added to our proof system, for example the following
two rules can be easily proved to be valid:

`A [P ] r [Q] Q  P

`A [P ] r⇤ [P ]
(invariant)

`A [P ] r [Q] A(P ) = A(Q)

`A [P ] r⇤ [Q]
(abs-fix)

Example V.10 Let e1 =
4

x := x � 1, e2 =
4

x := x + 1, and
P =

4 Z�2. The abstract domain A = Sign, is locally complete
for Je1; e2K on P :

↵(Je1; e2KP ) = ↵(Je2K(Je1KP )) = ↵(P ) = Z>0

Je1; e2K]A↵(P ) = Je2K]A(Je1K
]
AZ>0) = Je2K]AZ�0 = Z>0

but the triple `Sign [P ] e1; e2 [P ] cannot be derived. This is
because, in the attempt to derive the triple `Sign [P ] e1 [Je1KP ]
by rule (transfer), the proof obligation CSign

P (Je1K) fails:
↵(Je1KP ) = Z>0 6= Z�0 = ↵(Z�0) = ↵(Je1KSign(P )). Note
that the rule (relax) cannot help. In fact, let us assume that
there exists some P 0 such that P 0 ✓ P ✓ Sign(P 0) and the
triple `Sign [P 0] e1 [Je1KP 0] is provable by (transfer). Then,
Sign(P 0) = Sign(P ) = Z>0 and P 0 ✓ P = Z�2 imply
that Je1KP 0 ✓ Z�1. Hence, we would have that ↵(Je1KP 0) 
↵(Z�1) = Z>0 while ↵(Je1KSign(P 0)) = ↵(Je1KZ>0) =
Z�0. Thus, CSign

P 0 (Je1K) does not hold, contradicting the hy-
pothesis that `Sign [P 0] e1 [Je1KP 0] is provable.

For a result of logical completeness for LCLA, we need:
(1) to add the sound, infinitary rule (limit) for Kleene star:

8n 2 N. `A [Pn] r [Pn+1]

`A [P0] r⇤ [
W

i2N Pi]
(limit)

(2) to assume that all the basic transfer expressions occurring
in a command r 2 Reg are globally complete on A.

We are therefore able to obtain a result of logical complete-
ness for LCLA when this includes the powerful infinitary rule
(limit) and under an assumption of global completeness for
the basic transfer expressions occurring in the program. Let us
remark that incorrectness logic [24] also includes this infinitary
rule (limit), there called backwards variant rule. Likewise
(limit), the backwards variant rule of IL allows to derive other
finitary rules (e.g., Iterate zero) and plays a crucial role for
proving the logical completeness of IL [24, Theorem 6].

Theorem V.11 (Logical Completeness) Let A↵,� 2 Abs(C)
and r 2 Reg such that any e 2 Exp(r) is globally complete on
A. For any P,Q 2 C, if Q  JrKP and JrK]A↵(P ) = ↵(Q)
then `A [P ] r [Q].

It is worth noting that if any e 2 Exp(r) is globally complete
on A then, as proved in [16, Theorem 5.1], JrK]A �↵ = ↵ � JrK
also holds. Thus, the hypotheses of Theorem V.11 imply
that that properties (1–2) of the soundness Theorem V.4 all
hold, i.e. Theorem V.11 provides a result of (limited) logical
completeness for LCLA. Viceversa, whenever the language is
Turing complete, C = S and the abstraction A is not trivial,
LCLA turns out to be intrinsically incomplete, meaning that it
is always possible to find a valid triple (w.r.t. properties (1–2)
of Theorem V.4) but LCLA is unable to prove it.

Theorem V.12 (Intrinsic Incompleteness) Let Reg be a Tur-
ing complete language. Let A↵,� 2 Abs(S). If �↵ 6= id and
�↵ 6= �x.⌃ then there exist P,Q 2 S and r 2 Reg such that
Q  JrKP , JrK]A↵(P ) = ↵(JrKP ) = ↵(Q) but 6`A [P ] r [Q].

Turing completeness is crucial here because the proof relies
upon the possibility of: (1) specifying in Reg an arbitrary
store in ⌃, (2) effectively checking store inequality, and
(3) specifying in Reg an undefined transfer function. The proof
of Theorem V.12 generalizes to LCLA and to Turing complete
regular commands the proofs in [3] and [16] showing that the
class of all programs for which an abstract interpretation on A
is globally complete is the set of all programs (or, equivalently,
an index set for partial recursive functions) if and only if
A is trivial. As a consequence of Theorems V.11 and V.12,
LCLA cannot be a logically complete proof system for a
Turing complete language unless the abstraction A is trivial.
Of course, the identical abstraction is unfeasible here as both
rules (transfer) and (relax) would become vacuous. Hence,
the only meaningful straightforward abstraction for LCLA

is A = �x.⌃. Under this light we may therefore observe
that logical completeness of IL [24, Theorem 6] follows
from the choice made in its consequence rule of letting pre-
conditions and post-conditions be, resp., arbitrarily weakened
and strengthened, i.e., the choice of the abstraction A = �x.⌃
in rule (relax). Section VI provides additional details on the
relationship with incorrectness logic.

C. A Backward Proof System
As pioneered by Cousot [5, Section 3.4], it is known that

abstract interpretation-based program analysis can be defined
backward rather than forward [1], [21]. Instead of propagating
forward an abstract store in a program control flow graph
(CFG) from its entry point, a backward analysis can start from
any program point q of the CFG (possibly, but not necessarily,
an exit point) and from any input abstract value a it abstractly
computes backward in the CFG to derive necessary abstract
conditions for the executions reaching q and satisfying the
store property a. Backward analysis is typically used after a
preliminary forward analysis to refine its results, as acknowl-
edged by Bourdoncle [1] for abstract program debugging. An
under-approximating backward program analysis by abstract
interpretation has been put forward by Miné [22]. In the
following, we show how LCLA can be easily dualized in order
to accomodate backward analyses.

In backward analysis, the basic transfer expressions e have
a co-additive backward concrete semantics LeM� : C ! C.
Notably, LeM�Y =

4 fpreRe
(Y ) = {� | (�,�0) 2 Re ) �0 2 Y },

where Re is the transition relation for e. For example, for the
basic transfer functions of Imp (Section II-B3) we have that:

LskipM�Y =
4
Y

Lx := aM�Y =
4 {� 2 ⌃ | �[x 7! {|a|}�] 2 Y },

Lb?M�Y =
4 {� 2 ⌃ | {|b|}� = tt ) � 2 Y } = Y [ ¬b.

Furthermore, in backward concrete and abstract semantics:
(1) the control flows backwards and (2) meets replace joins.
Hence, the backward semantics of regular commands is given
as the following dual definition of (3):

JeK�c =
4 LeM�c Jr1 � r2K�c =

4 Jr1K�c ^ Jr2K�c

Jr1; r2K�c =
4 Jr1K�(Jr2K�c) Jr⇤K�c =

4 V
{JrKn�c | n 2 N}

Auxiliary rules



Validity
A LCL triple     is valid if     ⊢A [P] r [Q] Q ⊆ [[r]]P ⊆ A(Q)

Is     valid?


Is     valid?


Is     valid?


Is     valid?

⊢𝖨𝗇𝗍 [x > 0] x := 10x [x ≥ 10]

⊢𝖨𝗇𝗍 [x > 0,y ≥ 0] x := yx [x ≥ 0]

⊢𝖲𝗂𝗀𝗇 [x > 0,y > 0] x := yx [x = 42,y = 7]

⊢𝖲𝗂𝗀𝗇 [x > 0] (x := x + 1)⋆ [x > 0]



Logical correctness

Th. 
If     then       


Proof. 
By induction on the derivation.

⊢A [P] r [Q] Q ⊆ [[r]]P ⊆ A(Q) = [[r]]#
AA(P)



Verification
Th. 
If , then any provable triple     

either shows the program correct (   )

or exposes some true positives (   )


Proof. 
  


                        

                        

A(Spec) = Spec ⊢A [P] r [Q]
Q ⊆ Spec

Q∖Spec ≠ ∅

[[r]]P ⊆ Spec ⇔ A[[r]]P ⊆ Spec
⇔ A(Q) ⊆ Spec
⇔ Q ⊆ Spec



Verification
Th. 
If , then any provable triple     

either shows the program correct (   )

or exposes some true positives (   )


Proof. 
  


                        

                        

A(Spec) = Spec ⊢A [P] r [Q]
Q ⊆ Spec

Q∖Spec ≠ ∅

[[r]]P ⊆ Spec ⇔ A[[r]]P ⊆ Spec
⇔ A(Q) ⊆ Spec
⇔ Q ⊆ Spec

correctness +     bug finding!



Logical completeness
Th. 
If  is complete for any atomic command in , 

then any valid triple     can be derived


Proof. 
We first derive    , 

then use [relax] with  

A r
⊢A [P] r [Q]

⊢A [P] r [[[r]]P]
Q ⊆ [[r]]P



Intrinsic logical incompleteness

Th. 
For any Turing complete language and any non-trivial

abstraction , there are valid triples that cannot be proved


Proof. 
See full version of LICS 2001 paper

A



IL as LCL



Putting pieces together

Th. If  is complete for any atomic command in , 

then any valid triple     can be derived

A r
⊢A [P] r [Q]

A LCL triple     is valid if     ⊢A [P] r [Q] Q ⊆ [[r]]P ⊆ A(Q)

Th. Any valid IL triple can be derived

A IL triple    is valid if [P] r [Q] Q ⊆ [[r]]P

Th. For any non-trivial abstraction , there are valid LCL 
triples that cannot be proved

A

 must be completeA

 must be trivialA
A = C
A = { ⊤ }

   

must hold for 

any   

[[r]]P ⊆ A(Q)

Q ⊆ [[r]]P
A = { ⊤ }



Consequences
A = { ⊤ }

CA
P (e)

`A [P ] e [JeKP ]
(transfer)

P 0  P  A(P 0) `A [P 0] r [Q0] Q  Q0  A(Q)

`A [P ] r [Q]
(relax)

`A [P ] r1 [R] `A [R] r2 [Q]

`A [P ] r1; r2 [Q]
(seq)

`A [P ] r1 [Q1] `A [P ] r2 [Q2]

`A [P ] r1 � r2 [Q1 _Q2]
(join)

`A [P ] r [R] `A [P _R] r⇤ [Q]

`A [P ] r⇤ [Q]
(rec)

`A [P ] r [Q] Q  A(P )

`A [P ] r⇤ [P _Q]
(iterate)

Fig. 3: The Proof System LCLA.

CIntP1
(Jb1?K)

`Int [P1] b1? [{1, 999, 1000}]
(transfer)

CInt{1,999,1000}(Je1K)

`Int [{1, 999, 1000}] e1? [{0, 998, 999}]
(transfer)

`Int [P1] r1 [{0, 998, 999}]
(seq)

CIntP1
(Jb2?K)

`Int [P1] b2? [{0, 1, 999}]
(transfer)

CInt{0,1,999}(Je2K)

`Int [{0, 1, 999}] e2 [{1, 2, 1000}]
(transfer)

`Int [P1] r2 [{1, 2, 1000}]
(seq)

`Int [P1] r1 � r2 [{0, 1, 2, 998, 999, 1000}]
(join)

(?)
(iterate)

CIntP (Jb1?K)
`Int [P ] b1? [P ]

(transfer)
CIntP (Je1K)

`Int [P ] e1 [{0, 998}]
(transfer)

`Int [P ] r1 [{0, 998}]
(seq)

CIntP (Jb2?K)
`Int [P ] b2? [P ]

(transfer)
CIntP (Je2K)

`Int [P ] e2 [{2, 1000}]
(transfer)

`Int [P ] r2 [{2, 1000}]
(seq)

`Int [P ] r1 � r2 [{0, 2, 998, 1000}]
(join)

(?)

`Int [{0, 1, 999, 1000}] r [{0, 1, 2, 998, 999, 1000}]
(iterate)

`Int [{0, 1, 2, 998, 999, 1000}] r [{0, 2, 1000}]
(relax)

`Int [P ] r [{0, 2, 1000}]
(rec)

Fig. 4: Derivation of `Int [P = {1, 999}] r [{0, 2, 1000}] for Example V.2.

CSign
P

(Jx  0?K)

`Sign [P ] x  0? [{�10,�1}]
(transfer)

CSign{�10,�1}(Jx := x ⇤ 10K)

`Sign [{�10,�1}] x := x ⇤ 10 [{�100,�10}]
(transfer)

`Sign [P ] x  0?; x := x ⇤ 10 [{�100,�10}] {�100,�10} ✓ Sign(P ) = Z 6=0
(seq)

`Sign [P ] (x  0?; x := x ⇤ 10)⇤ [{�100,�10,�1, 100}] {�100, 100} ✓ {�100,�10,�1, 100} ✓ Sign({�100, 100}) = Z 6=0

(iterate)

`Sign [P ] (x  0?; x := x ⇤ 10)⇤ [{�100, 100}]
(relax)

CSign{�100,100}(J0 < x?K)

`Sign [{�100, 100}] 0 < x? [{100}]
(transfer)

`Sign [P ] c [{100}]
(seq)

Fig. 5: Derivation of `Sign [P = {�10,�1, 100}] c [{100}] for Example V.3.

Example V.2 Let us consider the interval domain Int, the pre-
condition P =

4 {1, 999} and the command r =
4
(r1�r2)⇤ where

r1 =
4
(0 < x?;x := x� 1) r2 =

4
(x < 1000?;x := x+ 1)

The triple `Int [P ] r [{0, 2, 1000}] can be derived as shown in
Fig. 4, where for brevity we let:

b1 =
4
0 < x e1 =

4
x := x� 1 P1 =

4 {0, 1, 999, 1000}
b2 =

4
x < 1000 e2 =

4
x := x+ 1

Notably, each instance of rule (transfer) used in the derivation
exposes a proof obligation (such as CInt

P (Je2K), CInt
P1
(Jb1?K),

etc.) concerning the local completeness of a basic transfer
function. This proof needs just one application of (rec) to
compute an under-approximation of post[r]P = JrKP , because
the rule (iterate) can stop the unfolding of the Kleene iterate
operator as soon as an abstract invariant is detected, before
the actual concrete invariant is fully computed (in this case
the abstract invariant is detected by {0, 1, 2, 998, 999, 1000} ✓
[0, 1000]). Moreover, (relax) is exploited to reduce the number
of values to be taken into account (along the pre-conditions by
navigating the derivation tree bottom-up and along the post-
conditions when the tree is explored top-down).
Finally, a similar result is soon obtained on any input Pk =

4

{k, 999} for some k 2 N, by applying the rule (rec) for k
times: then the rule (iterate) can be used.

Example V.3 Let us consider the domain Sign, the pre-con-
dition P =

4 {�10,�1, 100} and the Imp program

c =
4

while (x  0) do x := x ⇤ 10
= (x  0? ; x := x ⇤ 10)⇤ ; 0 < x?

Let us verify that c does not satisfy the correctness speci-
fication Spec =

4
x < 10, even if the loop c diverges on

inputs {�10,�1}. The derivation in Fig. 5 proves the triple
`Sign [P ] c [{100}]. As the post-condition {100} is an under-
approximation of JrKP (cf. Theorem V.4 (1)), we conclude that
100 62 Spec is a true alert. Observe that all proof obligations
about local completeness due to rule (transfer) are satisfied,
as e.g., letting b =

4
x  0, for CSign

P (Jb?K), we have

Sign(Jb?KSign(P )) = Sign(Jb?KZ 6=0) = Sign(Z<0) = Z<0

Sign(Jb?KP ) = Sign({�10,�1}) = Z<0.

Of course, let us point out that some additional valid rules
could be added to our proof system, for example the following
two rules can be easily proved to be valid:

`A [P ] r [Q] Q  P

`A [P ] r⇤ [P ]
(invariant)

`A [P ] r [Q] A(P ) = A(Q)

`A [P ] r⇤ [Q]
(abs-fix)

CA
P (e)

`A [P ] e [JeKP ]
(transfer)

P 0  P  A(P 0) `A [P 0] r [Q0] Q  Q0  A(Q)

`A [P ] r [Q]
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`A [P ] r1 [R] `A [R] r2 [Q]

`A [P ] r1; r2 [Q]
(seq)

`A [P ] r1 [Q1] `A [P ] r2 [Q2]

`A [P ] r1 � r2 [Q1 _Q2]
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`A [P ] r [R] `A [P _R] r⇤ [Q]

`A [P ] r⇤ [Q]
(rec)

`A [P ] r [Q] Q  A(P )

`A [P ] r⇤ [P _Q]
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`Int [P ] r [{0, 2, 1000}]
(rec)

Fig. 4: Derivation of `Int [P = {1, 999}] r [{0, 2, 1000}] for Example V.2.
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(transfer)
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`Sign [P ] (x  0?; x := x ⇤ 10)⇤ [{�100, 100}]
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(seq)
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condition P =
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r1 =
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The triple `Int [P ] r [{0, 2, 1000}] can be derived as shown in
Fig. 4, where for brevity we let:

b1 =
4
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4
x := x� 1 P1 =

4 {0, 1, 999, 1000}
b2 =

4
x < 1000 e2 =

4
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Notably, each instance of rule (transfer) used in the derivation
exposes a proof obligation (such as CInt

P (Je2K), CInt
P1
(Jb1?K),

etc.) concerning the local completeness of a basic transfer
function. This proof needs just one application of (rec) to
compute an under-approximation of post[r]P = JrKP , because
the rule (iterate) can stop the unfolding of the Kleene iterate
operator as soon as an abstract invariant is detected, before
the actual concrete invariant is fully computed (in this case
the abstract invariant is detected by {0, 1, 2, 998, 999, 1000} ✓
[0, 1000]). Moreover, (relax) is exploited to reduce the number
of values to be taken into account (along the pre-conditions by
navigating the derivation tree bottom-up and along the post-
conditions when the tree is explored top-down).
Finally, a similar result is soon obtained on any input Pk =

4

{k, 999} for some k 2 N, by applying the rule (rec) for k
times: then the rule (iterate) can be used.

Example V.3 Let us consider the domain Sign, the pre-con-
dition P =

4 {�10,�1, 100} and the Imp program

c =
4

while (x  0) do x := x ⇤ 10
= (x  0? ; x := x ⇤ 10)⇤ ; 0 < x?

Let us verify that c does not satisfy the correctness speci-
fication Spec =

4
x < 10, even if the loop c diverges on

inputs {�10,�1}. The derivation in Fig. 5 proves the triple
`Sign [P ] c [{100}]. As the post-condition {100} is an under-
approximation of JrKP (cf. Theorem V.4 (1)), we conclude that
100 62 Spec is a true alert. Observe that all proof obligations
about local completeness due to rule (transfer) are satisfied,
as e.g., letting b =

4
x  0, for CSign

P (Jb?K), we have

Sign(Jb?KSign(P )) = Sign(Jb?KZ 6=0) = Sign(Z<0) = Z<0

Sign(Jb?KP ) = Sign({�10,�1}) = Z<0.

Of course, let us point out that some additional valid rules
could be added to our proof system, for example the following
two rules can be easily proved to be valid:

`A [P ] r [Q] Q  P

`A [P ] r⇤ [P ]
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compute an under-approximation of post[r]P = JrKP , because
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operator as soon as an abstract invariant is detected, before
the actual concrete invariant is fully computed (in this case
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[0, 1000]). Moreover, (relax) is exploited to reduce the number
of values to be taken into account (along the pre-conditions by
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{k, 999} for some k 2 N, by applying the rule (rec) for k
times: then the rule (iterate) can be used.
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approximation of JrKP (cf. Theorem V.4 (1)), we conclude that
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How to handle ok and er
A = { ⊤ } C ≜ ℘({𝗈𝗄,𝖾𝗋} × Σ)

 shorthand for ϵ : Q {ϵ : σ ∣ σ ∈ Q} = {ϵ} × Q

Lemma 
    [[r]](𝗈𝗄 : Q ∪ 𝖾𝗋 : R) = 𝖾𝗋 : R ∪ ⋃

σ∈Q
[[r]](𝗈𝗄 : σ)

error preserving 
semantics

    [[𝗌𝗄𝗂𝗉]](𝗈𝗄 : Q ∪ 𝖾𝗋 : R) ≜ 𝗈𝗄 : Q ∪ 𝖾𝗋 : R
    [[x := a]](𝗈𝗄 : Q ∪ 𝖾𝗋 : R) ≜ 𝗈𝗄 :{σ[x ↦ [[a]]σ] ∣ σ ∈ Q} ∪ 𝖾𝗋 : R
  [[𝖾𝗋𝗋𝗈𝗋( )]](𝗈𝗄 : Q ∪ 𝖾𝗋 : R) ≜ 𝖾𝗋 : Q ∪ R

    [[b?]](𝗈𝗄 : Q ∪ 𝖾𝗋 : R) ≜ 𝗈𝗄 : (Q ∧ b) ∪ 𝖾𝗋 : R
    [[x := 𝗇𝗈𝗇𝖽𝖾𝗍( )]](𝗈𝗄 : Q ∪ 𝖾𝗋 : R) ≜ 𝗈𝗄 :{σ[x ↦ v] ∣ σ ∈ Q, v ∈ ℤ} ∪ 𝖾𝗋 : R



IL as LCL
Lemma. 

  [[r]](𝗈𝗄 : P) = 𝗈𝗄 : [[r]]𝗈𝗄(P) ∪ 𝖾𝗋 : [[r]]𝖾𝗋(P)

IL’s relational 
semantics

IL’s relational 
semantics

Corollary. [IL as an instance of LCL] 
   in IL  iff        [P] r [𝗈𝗄 : Q][𝖾𝗋 : R] ⊢{⊤} [𝗈𝗄 : P] r [𝗈𝗄 : Q ∪ 𝖾𝗋 : R]



Questions



Question 1
Which LCL triples are valid for any  and  ?r P

   ⊢{⊤} [P] r [𝖿𝖺𝗅𝗌𝖾]

   ⊢{⊤} [P] r [𝗍𝗋𝗎𝖾]

   ⊢𝖲𝗂𝗀𝗇 [x > 10] r [𝖿𝖺𝗅𝗌𝖾]

   ⊢{⊤} [wlp(r, P)] r [P]



Question 2
Find a derivation for the IL triple


   ⊢𝖮𝖼𝗍 [x < 10,y > 20] 𝗂𝖿 x ≥ y 𝗍𝗁𝖾𝗇 z := x 𝖾𝗅𝗌𝖾 z := y [x < 10,y > 20,z = max(x, y)]

   




       

    

       




      

    

        

   

[x < 10,y > 20]
𝗂𝖿 x ≥ y 𝗍𝗁𝖾𝗇

[𝖿𝖺𝗅𝗌𝖾]
z := x

[𝖿𝖺𝗅𝗌𝖾]
𝖾𝗅𝗌𝖾

[x < 10,y > 20]
z := y
[x < 10,z = y > 20] ≡ [x < 10,y > 20,z = max(x, y)]

[x < 10,y > 20,z = max(x, y)]



Question 3
Are these “mixed” HL+LCL inference rules valid ?

   ⊢A [P] r [Q]
  {P} r {A(Q)}

   ⊢A [P] r [Q]
  {A(P)} r {A(Q)}

If     then , hence     is valid⊢A [P] r [Q] [[r]]P ⊆ A(Q) {P} r {A(Q)}

If     then , hence ⊢A [P] r [Q] [[r]]A(P) ⊆ [[r]]#A(P) = A(Q)
   is valid{A(P)} r {A(Q)}



* Exam 8
Prove that [conj] is unsound for LCL

   ⊢A [P1 ∧ P2] r [Q1 ∧ Q2]
[conj]

        ⊢A[P1] r [Q1] ⊢A[P2] r [Q2]



* Exam 9
Show that the following rule is not sound

   ⊢A [P] x := 𝗇𝗈𝗇𝖽𝖾𝗍() [P[v/x]]
arbitrary 

value


