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Abstract Interpretation



It is a technique to formally reason on  approximations

Abstract Interpretation

It allows to derive effective methods to compute  approximations 
Generally used to compute  overapproximations 
Seldom used to compute    underapproximations 



function arrayOutOfBounds(int n, int x[10]) {

  a = 0

  if n >= 10 then

     n = n - 5

  else

     a = ++n

  a = max(0,a – n)

  return x[a] }

Example: out of bounds

Is it a safe access? (  ?)0 ≤ a ≤ 9

Let us assume n ≥ 0



Using exact semantics
function arrayOutOfBounds(int n, int x[10]) {

  a = 0

  if n >= 10 then

     n = n - 5

  else

     a = ++n

  a = max(0,a – n)

  return x[a] }

(0,_)(1,_)(2,_)(3,_)(4,_)(5,_)(6,_)(7,_)(8,_)(9,_)(10,_)….

(0,0)(1,0)(2,0)(3,0)(4,0)(5,0)(6,0)(7,0)(8,0)(9,0)(10,0)….

(10,0)(11,0)(12,0)(13,0)(14,0)(15,0)(16,0)(17,0)(18,0)(19,0)….

(5,0)(6,0)(7,0)(8,0)(9,0)(10,0)(11,0)(12,0)(13,0)(14,0)….

WeWE
We can’t  track the infinite set of pairs!

use intervals !  



function arrayOutOfBounds(int n, int x[10]) {

  a = 0

  if n >= 10 then

     n = n - 5

  else

     a = ++n

  a = max(0,a – n)

  return x[a] }

Example: interval abstraction
[0, ]∞

[0, ][0,0]∞

    [10, ][0,0]∞

    [5, ][0,0]∞

    [0,9][0,0]

    [1,10][1,10]                              
[1, ][0,10]     ∞

[1, ][0,9]∞

 Merging branches looses precision

safe!  !0 ≤ a ≤ 9



Goal: Compute the set S of possible values at each line of code

But… this is not feasible in general

We want to find an (over)approximation S ⊆ S#

The theory of abstract interpretation allows to compute  as a 
set of abstract values obtained by applying abstract operations

S#

Abstract Interpretation: the idea



Abstraction and concretization



Concrete domain
The set of values S that we would like to compute belongs to the concrete domain  

 
C

(℘(ℤ), ⊆ )

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…



Abstract Domain
 expresses some properties of the concrete values  
(A, ⊑ )

For example    


The order  on the abstract domain reflects the precision


e.g   

⊑

⊥ ⊑ <

⊤

⊥

> 0< 0

Sign A



Ingredients of Abstract Interpretation

• A concrete domain C

• An abstract domain A

• An abstraction function  that connects the concrete domain to the abstract one α
• A concretisation function  that relates the abstract domain to the concrete one γ



Defining concretisation
C

⊤

⊥

> 0< 0

Sign

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

A



Defining concretisation
C

⊤

⊥

> 0< 0

Sign

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

A



Defining concretisation
C

⊤

⊥

> 0< 0

Sign

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

A



{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

⊤

⊥

> 0< 0

Sign

AC

Defining approximation



{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

⊤

⊥

> 0< 0

Sign

AC

Defining approximation



{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

Any set that contains negative integers only

⊤

⊥

> 0< 0

Sign

AC

Defining approximation



{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

⊤

⊥

> 0< 0

Sign

A

Defining approximation
C



{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

⊤

⊥

> 0< 0

Sign

A

Defining approximation
C



{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

Any set that contains positive integers only

⊤

⊥

> 0< 0

Sign

A

Defining approximation
C



{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

⊤

⊥

> 0< 0

Sign

A

Defining approximation
C



{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

⊤

⊥

> 0< 0

Sign

A

Defining approximation
C



{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

Any set

⊤

⊥

> 0< 0

Sign

A

Defining approximation
C



⊤

⊥

> 0< 0

Concretization function

A
C

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…



Definition 

Concretization function  is a monotone function

that maps abstract  into the greatest concrete  that it approximates

γ : A → C
a c

⊤

⊥

> 0< 0

Concretization function

A
C

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…



Definition 

Concretization function  is a monotone function

that maps abstract  into the greatest concrete  that it approximates

γ : A → C
a c

⊤

⊥

> 0< 0

Concretization function

γ
A

C

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…



C
⊤

⊥

> 0< 0

Sign

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

Defining approximation
A



C
⊤

⊥

> 0< 0

Sign

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

Defining approximation
A



C
⊤

⊥

> 0< 0

Sign

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

Defining approximation
A



⊤

⊥

> 0< 0

Sign

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

C A

Defining approximation



⊤

⊥

> 0< 0

Sign

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

C A

Defining approximation



⊤

⊥

> 0< 0

Sign

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

C A

Defining approximation



{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

⊤

⊥

> 0< 0

Sign

AC

Defining approximation



{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

⊤

⊥

> 0< 0

Sign

AC

Defining approximation



{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

⊤

⊥

> 0< 0

Sign

AC

Defining approximation



⊤

⊥

> 0< 0

Sign

A

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

C

Defining approximation



⊤

⊥

> 0< 0

Sign

A

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

C

Defining approximation



⊤

⊥

> 0< 0

Sign

A

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

C

Defining approximation



Abstraction function

⊤

⊥

> 0< 0

Definition 
Abstraction function  is a monotone function

that maps concrete  into the most precise abstract element that

approximates it.

α : C → A
c

C A
α

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…



Abstraction function

⊤

⊥

> 0< 0

Definition 
Abstraction function  is a monotone function

that maps concrete  into the most precise abstract element that

approximates it.

α : C → A
c

C A
α

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…



Abstraction function

⊤

⊥

> 0< 0

Definition 
Abstraction function  is a monotone function

that maps concrete  into the most precise abstract element that

approximates it.

α : C → A
c

C A
α

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…



Abstraction function

⊤

⊥

> 0< 0

Definition 
Abstraction function  is a monotone function

that maps concrete  into the most precise abstract element that

approximates it.

α : C → A
c

C A
α

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…



Abstraction function
Remark 
To design an abstraction function   the abstract domain 

must be closed under meet. 

α : C → A

{}

{−1}. . . {−2} {0} {1} {2} . . .

{0,1,2,...}

{1,2}{0,1}

{1,2,...}

{ . . . , − 1,0,1,2,....}

{ . . . , − 2, − 1}

…{−2, − 1}

…

…

…

⊤

⊥

≥ 0≤ 0

A
In this abstract domain the most precise element that approximates  does not exist {0}



Abstract Interpretation 
(AI)



Properties of Galois insertions

•  and  are monotoneα γ

• c ⊆ γ(α(c))
• α(γ(a)) = a

(C, ⊆ ) (A, ⊑ )

c



Properties of Galois insertions

•  and  are monotoneα γ

• c ⊆ γ(α(c))
• α(γ(a)) = a

(C, ⊆ ) (A, ⊑ )

c α



Properties of Galois insertions

•  and  are monotoneα γ

• c ⊆ γ(α(c))
• α(γ(a)) = a

(C, ⊆ ) (A, ⊑ )

c
α(c)

γ(α(c))

α

γ



Properties of Galois insertions

•  and  are monotoneα γ

• c ⊆ γ(α(c))
• α(γ(a)) = a

(C, ⊆ ) (A, ⊑ )

c
α(c)

γ(α(c))

α
α

γ



c

(C, ⊆ )

a

(A, ⊑ )
Correct approximations



F(c)

c

(C, ⊆ )

a

(A, ⊑ )
Correct approximations



F(c)

c

(C, ⊆ )

a
α

(A, ⊑ )
Correct approximations



F(c)

c

(C, ⊆ )

a
α

F#(a)

(A, ⊑ )
Correct approximations



F(c)

c

(C, ⊆ )

a
α

F#(a)

(A, ⊑ )

α

Correct approximations



F(c)

c

(C, ⊆ )

a
α

F#(a)

F#α ⊒ αF

(A, ⊑ )

α

Correct approximations



Best correct approximation (bca)

a

c

(A, ⊑ )(C, ⊆ )



Best correct approximation (bca)

a
FA(a)

c

(A, ⊑ )(C, ⊆ )



Best correct approximation (bca)

a
FA(a)

γ
c

(A, ⊑ )(C, ⊆ )



Best correct approximation (bca)

F(c) a
FA(a)

γ
c

(A, ⊑ )(C, ⊆ )



Best correct approximation (bca)

F(c) a

α

FA(a)

γ
c

(A, ⊑ )(C, ⊆ )



Best correct approximation (bca)

F(c) a

α

FA(a)

γ
c

FA ≜ αFγ

(A, ⊑ )(C, ⊆ )



+# <0 >0 T

<0 <0 T T
>0 T >0 T
T T T T

⊥⊥⊥⊥⊥
⊥

⊥
⊥
⊥

Abstract operations: +

+ : ℘(Z) → ℘(Z)

(℘(ℤ), ⊆ )
<0

><latexit sha1_base64="p0120q1pgn1F8aeg6j2EKIvVRE4=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYiJ4CrtRfNyCXjxGMA9IljA7mU2GzM4MM7NCWPIRXjwo4tXv8ebfOJssosaChqKqm+6uUDKqjed9OkvLK6tr64WN4ubW9s5uaW+/pUWiMGliwYTqhEgTRjlpGmoY6UhFUBwy0g7HN5nffiBKU8HvzUSSIEZDTiOKkbFSu9IzQlaK/VLZq3ozuIvEz0kZcjT6pY/eQOAkJtxghrTu+p40QYqUoZiRabGXaCIRHqMh6VrKUUx0kM7OnbrHVhm4kVC2uHFn6s+JFMVaT+LQdsbIjPRfLxP/87qJiS6DlHKZGMLxfFGUMNcIN/vdHVBFsGETSxBW1N7q4hFSCBub0DyEqwzn3y8vklat6p9Wz+5q5fp1HkcBDuEITsCHC6jDLTSgCRjG8AjP8OJI58l5dd7mrUtOPnMAv+C8fwE2zo73</latexit>

?<latexit sha1_base64="eB8JxR6dQwmmWN7JykdXjUXAlik=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYCJ4CrtRfNyCXjxGMA9IljA7mU2GzM4sM7NCWPIRXjwo4tXv8ebfOJssosaChqKqm+6uIOZMG9f9dJaWV1bX1gsbxc2t7Z3d0t5+S8tEEdokkkvVCbCmnAnaNMxw2okVxVHAaTsY32R++4EqzaS4N5OY+hEeChYygo2V2pVeIE2l2C+V3ao7A1okXk7KkKPRL330BpIkERWGcKx113Nj46dYGUY4nRZ7iaYxJmM8pF1LBY6o9tPZuVN0bJUBCqWyJQyaqT8nUhxpPYkC2xlhM9J/vUz8z+smJrz0UybixFBB5ovChCMjUfY7GjBFieETSzBRzN6KyAgrTIxNaB7CVYbz75cXSatW9U6rZ3e1cv06j6MAh3AEJ+DBBdThFhrQBAJjeIRneHFi58l5dd7mrUtOPnMAv+C8fwEhVo7p</latexit>

>0

{3,5} + {−2,4} = {1,7,3,9}

  

  {3} + {−2} = {1}

{3} + {2} = {5}

Precise result!

We lost 
precision

> 0 < 0 > 0
{1,2,...} { . . . , − 2, − 1} ⊤

> 0 > 0 > 0
{1,2,...} {1,2,...} {2,3,...}



Abstract operations:   ×

× : ℘(Z) → ℘(Z)

(℘(ℤ), ⊆ )
<0

><latexit sha1_base64="p0120q1pgn1F8aeg6j2EKIvVRE4=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYiJ4CrtRfNyCXjxGMA9IljA7mU2GzM4MM7NCWPIRXjwo4tXv8ebfOJssosaChqKqm+6uUDKqjed9OkvLK6tr64WN4ubW9s5uaW+/pUWiMGliwYTqhEgTRjlpGmoY6UhFUBwy0g7HN5nffiBKU8HvzUSSIEZDTiOKkbFSu9IzQlaK/VLZq3ozuIvEz0kZcjT6pY/eQOAkJtxghrTu+p40QYqUoZiRabGXaCIRHqMh6VrKUUx0kM7OnbrHVhm4kVC2uHFn6s+JFMVaT+LQdsbIjPRfLxP/87qJiS6DlHKZGMLxfFGUMNcIN/vdHVBFsGETSxBW1N7q4hFSCBub0DyEqwzn3y8vklat6p9Wz+5q5fp1HkcBDuEITsCHC6jDLTSgCRjG8AjP8OJI58l5dd7mrUtOPnMAv+C8fwE2zo73</latexit>

?<latexit sha1_base64="eB8JxR6dQwmmWN7JykdXjUXAlik=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYCJ4CrtRfNyCXjxGMA9IljA7mU2GzM4sM7NCWPIRXjwo4tXv8ebfOJssosaChqKqm+6uIOZMG9f9dJaWV1bX1gsbxc2t7Z3d0t5+S8tEEdokkkvVCbCmnAnaNMxw2okVxVHAaTsY32R++4EqzaS4N5OY+hEeChYygo2V2pVeIE2l2C+V3ao7A1okXk7KkKPRL330BpIkERWGcKx113Nj46dYGUY4nRZ7iaYxJmM8pF1LBY6o9tPZuVN0bJUBCqWyJQyaqT8nUhxpPYkC2xlhM9J/vUz8z+smJrz0UybixFBB5ovChCMjUfY7GjBFieETSzBRzN6KyAgrTIxNaB7CVYbz75cXSatW9U6rZ3e1cv06j6MAh3AEJ+DBBdThFhrQBAJjeIRneHFi58l5dd7mrUtOPnMAv+C8fwEhVo7p</latexit>

>0

{3,5} × {−2,4} = {−6, 12, − 10, 20}

{3} × {2} = {6}

Precise result!> 0 > 0 > 0
{1,2,...} {1,2,...}

  

  {3} × {−2} = {−6}

> 0 < 0 < 0
{1,2,...} { . . . , − 2, − 1}

Precise result!

<0 >0 T

<0 >0 <0 T
>0 <0 >0 T
T T T T

⊥⊥⊥⊥⊥
⊥

⊥
⊥
⊥

×#

{ . . . , − 2, − 1}

{1,2,...}



Correctness 
The abstract operations  are correct on the domain Sign:   +#and ×#

<0

><latexit sha1_base64="p0120q1pgn1F8aeg6j2EKIvVRE4=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYiJ4CrtRfNyCXjxGMA9IljA7mU2GzM4MM7NCWPIRXjwo4tXv8ebfOJssosaChqKqm+6uUDKqjed9OkvLK6tr64WN4ubW9s5uaW+/pUWiMGliwYTqhEgTRjlpGmoY6UhFUBwy0g7HN5nffiBKU8HvzUSSIEZDTiOKkbFSu9IzQlaK/VLZq3ozuIvEz0kZcjT6pY/eQOAkJtxghrTu+p40QYqUoZiRabGXaCIRHqMh6VrKUUx0kM7OnbrHVhm4kVC2uHFn6s+JFMVaT+LQdsbIjPRfLxP/87qJiS6DlHKZGMLxfFGUMNcIN/vdHVBFsGETSxBW1N7q4hFSCBub0DyEqwzn3y8vklat6p9Wz+5q5fp1HkcBDuEITsCHC6jDLTSgCRjG8AjP8OJI58l5dd7mrUtOPnMAv+C8fwE2zo73</latexit>

?<latexit sha1_base64="eB8JxR6dQwmmWN7JykdXjUXAlik=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYCJ4CrtRfNyCXjxGMA9IljA7mU2GzM4sM7NCWPIRXjwo4tXv8ebfOJssosaChqKqm+6uIOZMG9f9dJaWV1bX1gsbxc2t7Z3d0t5+S8tEEdokkkvVCbCmnAnaNMxw2okVxVHAaTsY32R++4EqzaS4N5OY+hEeChYygo2V2pVeIE2l2C+V3ao7A1okXk7KkKPRL330BpIkERWGcKx113Nj46dYGUY4nRZ7iaYxJmM8pF1LBY6o9tPZuVN0bJUBCqWyJQyaqT8nUhxpPYkC2xlhM9J/vUz8z+smJrz0UybixFBB5ovChCMjUfY7GjBFieETSzBRzN6KyAgrTIxNaB7CVYbz75cXSatW9U6rZ3e1cv06j6MAh3AEJ+DBBdThFhrQBAJjeIRneHFi58l5dd7mrUtOPnMAv+C8fwEhVo7p</latexit>

>0

∀n, m ∈ C . α(n) +# α(m) ⊒ α(n + m)

Remember  is correct  on an abstract domain A

whenever it returns an approximation of the result of the concrete computation:


F#

F#α ⊒ αF



Completeness  
The abstract operation  has a very nice property on the domain Sign:   ×#

<0

><latexit sha1_base64="p0120q1pgn1F8aeg6j2EKIvVRE4=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYiJ4CrtRfNyCXjxGMA9IljA7mU2GzM4MM7NCWPIRXjwo4tXv8ebfOJssosaChqKqm+6uUDKqjed9OkvLK6tr64WN4ubW9s5uaW+/pUWiMGliwYTqhEgTRjlpGmoY6UhFUBwy0g7HN5nffiBKU8HvzUSSIEZDTiOKkbFSu9IzQlaK/VLZq3ozuIvEz0kZcjT6pY/eQOAkJtxghrTu+p40QYqUoZiRabGXaCIRHqMh6VrKUUx0kM7OnbrHVhm4kVC2uHFn6s+JFMVaT+LQdsbIjPRfLxP/87qJiS6DlHKZGMLxfFGUMNcIN/vdHVBFsGETSxBW1N7q4hFSCBub0DyEqwzn3y8vklat6p9Wz+5q5fp1HkcBDuEITsCHC6jDLTSgCRjG8AjP8OJI58l5dd7mrUtOPnMAv+C8fwE2zo73</latexit>

?<latexit sha1_base64="eB8JxR6dQwmmWN7JykdXjUXAlik=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYCJ4CrtRfNyCXjxGMA9IljA7mU2GzM4sM7NCWPIRXjwo4tXv8ebfOJssosaChqKqm+6uIOZMG9f9dJaWV1bX1gsbxc2t7Z3d0t5+S8tEEdokkkvVCbCmnAnaNMxw2okVxVHAaTsY32R++4EqzaS4N5OY+hEeChYygo2V2pVeIE2l2C+V3ao7A1okXk7KkKPRL330BpIkERWGcKx113Nj46dYGUY4nRZ7iaYxJmM8pF1LBY6o9tPZuVN0bJUBCqWyJQyaqT8nUhxpPYkC2xlhM9J/vUz8z+smJrz0UybixFBB5ovChCMjUfY7GjBFieETSzBRzN6KyAgrTIxNaB7CVYbz75cXSatW9U6rZ3e1cv06j6MAh3AEJ+DBBdThFhrQBAJjeIRneHFi58l5dd7mrUtOPnMAv+C8fwEhVo7p</latexit>

>0⊐

 is complete on an abstract domain A whenever it  also holds:
F#

F#α = αF

∀n, m ∈ C . α(n) ×# α(m) = α(n × m)



 is complete                         F# F# = FA

αF = F#α

⟹

FA = αFγ = F#αγ = F#⟹

Completeness and bcas  



Fixpoint computation approximation 

(A, ⊑ )(C, ⊆ )

F

lfp(F)
lfp(F#)

F#

 If F monotone and  correct F#



Fixpoint computation approximation 

↵
<latexit sha1_base64="/nE6liJQLR0QIQv5sfLEkHMOx7A=">AAAB8HicbVDLSsNAFJ3UV62vqks3g63gqiRVfOyKblxWsA9pQ7mZTtqhM0mYmQgl9CvcuFDErZ/jzr9xkgZR64ELh3Pu5d57vIgzpW370yosLa+srhXXSxubW9s75d29tgpjSWiLhDyUXQ8U5SygLc00p91IUhAepx1vcp36nQcqFQuDOz2NqCtgFDCfEdBGuq/2gUdjqOJBuWLX7Ax4kTg5qaAczUH5oz8MSSxooAkHpXqOHWk3AakZ4XRW6seKRkAmMKI9QwMQVLlJdvAMHxlliP1Qmgo0ztSfEwkIpabCM50C9Fj99VLxP68Xa//CTVgQxZoGZL7IjznWIU6/x0MmKdF8aggQycytmIxBAtEmo1IWwmWKs++XF0m7XnNOaqe39UrjKo+jiA7QITpGDjpHDXSDmqiFCBLoET2jF0taT9ar9TZvLVj5zD76Bev9C7aCj9Q=</latexit>
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Fixpoint computation approximation 
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Fixpoint computation approximation 
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Fixpoint computation approximation 
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lfp(F)
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 If F monotone and  correct F#



Fixpoint computation approximation 

↵
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lfp(F)
lfp(F#)
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↵
<latexit sha1_base64="/nE6liJQLR0QIQv5sfLEkHMOx7A=">AAAB8HicbVDLSsNAFJ3UV62vqks3g63gqiRVfOyKblxWsA9pQ7mZTtqhM0mYmQgl9CvcuFDErZ/jzr9xkgZR64ELh3Pu5d57vIgzpW370yosLa+srhXXSxubW9s75d29tgpjSWiLhDyUXQ8U5SygLc00p91IUhAepx1vcp36nQcqFQuDOz2NqCtgFDCfEdBGuq/2gUdjqOJBuWLX7Ax4kTg5qaAczUH5oz8MSSxooAkHpXqOHWk3AakZ4XRW6seKRkAmMKI9QwMQVLlJdvAMHxlliP1Qmgo0ztSfEwkIpabCM50C9Fj99VLxP68Xa//CTVgQxZoGZL7IjznWIU6/x0MmKdF8aggQycytmIxBAtEmo1IWwmWKs++XF0m7XnNOaqe39UrjKo+jiA7QITpGDjpHDXSDmqiFCBLoET2jF0taT9ar9TZvLVj5zD76Bev9C7aCj9Q=</latexit>

 If F monotone and  correct F#



Fixpoint computation approximation 

↵
<latexit sha1_base64="/nE6liJQLR0QIQv5sfLEkHMOx7A=">AAAB8HicbVDLSsNAFJ3UV62vqks3g63gqiRVfOyKblxWsA9pQ7mZTtqhM0mYmQgl9CvcuFDErZ/jzr9xkgZR64ELh3Pu5d57vIgzpW370yosLa+srhXXSxubW9s75d29tgpjSWiLhDyUXQ8U5SygLc00p91IUhAepx1vcp36nQcqFQuDOz2NqCtgFDCfEdBGuq/2gUdjqOJBuWLX7Ax4kTg5qaAczUH5oz8MSSxooAkHpXqOHWk3AakZ4XRW6seKRkAmMKI9QwMQVLlJdvAMHxlliP1Qmgo0ztSfEwkIpabCM50C9Fj99VLxP68Xa//CTVgQxZoGZL7IjznWIU6/x0MmKdF8aggQycytmIxBAtEmo1IWwmWKs++XF0m7XnNOaqe39UrjKo+jiA7QITpGDjpHDXSDmqiFCBLoET2jF0taT9ar9TZvLVj5zD76Bev9C7aCj9Q=</latexit>

(A, ⊑ )(C, ⊆ )

F

lfp(F)
lfp(F#)

F#

lfp(F#) is a correct  over approximation of  lfp(F)

↵
<latexit sha1_base64="/nE6liJQLR0QIQv5sfLEkHMOx7A=">AAAB8HicbVDLSsNAFJ3UV62vqks3g63gqiRVfOyKblxWsA9pQ7mZTtqhM0mYmQgl9CvcuFDErZ/jzr9xkgZR64ELh3Pu5d57vIgzpW370yosLa+srhXXSxubW9s75d29tgpjSWiLhDyUXQ8U5SygLc00p91IUhAepx1vcp36nQcqFQuDOz2NqCtgFDCfEdBGuq/2gUdjqOJBuWLX7Ax4kTg5qaAczUH5oz8MSSxooAkHpXqOHWk3AakZ4XRW6seKRkAmMKI9QwMQVLlJdvAMHxlliP1Qmgo0ztSfEwkIpabCM50C9Fj99VLxP68Xa//CTVgQxZoGZL7IjznWIU6/x0MmKdF8aggQycytmIxBAtEmo1IWwmWKs++XF0m7XnNOaqe39UrjKo+jiA7QITpGDjpHDXSDmqiFCBLoET2jF0taT9ar9TZvLVj5zD76Bev9C7aCj9Q=</latexit>

 If F monotone and  correct F#



        

(A, ⊑ )(C, ⊆ )

F

lfp(F) lfp(FA)

FA
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(A, ⊑ )(C, ⊆ )

F

lfp(F) lfp(FA)

FA

Fixpoint computation approximation 
 If F monotone and  is completeFA



        

↵
<latexit sha1_base64="/nE6liJQLR0QIQv5sfLEkHMOx7A=">AAAB8HicbVDLSsNAFJ3UV62vqks3g63gqiRVfOyKblxWsA9pQ7mZTtqhM0mYmQgl9CvcuFDErZ/jzr9xkgZR64ELh3Pu5d57vIgzpW370yosLa+srhXXSxubW9s75d29tgpjSWiLhDyUXQ8U5SygLc00p91IUhAepx1vcp36nQcqFQuDOz2NqCtgFDCfEdBGuq/2gUdjqOJBuWLX7Ax4kTg5qaAczUH5oz8MSSxooAkHpXqOHWk3AakZ4XRW6seKRkAmMKI9QwMQVLlJdvAMHxlliP1Qmgo0ztSfEwkIpabCM50C9Fj99VLxP68Xa//CTVgQxZoGZL7IjznWIU6/x0MmKdF8aggQycytmIxBAtEmo1IWwmWKs++XF0m7XnNOaqe39UrjKo+jiA7QITpGDjpHDXSDmqiFCBLoET2jF0taT9ar9TZvLVj5zD76Bev9C7aCj9Q=</latexit>

(A, ⊑ )(C, ⊆ )

F

lfp(F) lfp(FA)

FA

↵
<latexit sha1_base64="/nE6liJQLR0QIQv5sfLEkHMOx7A=">AAAB8HicbVDLSsNAFJ3UV62vqks3g63gqiRVfOyKblxWsA9pQ7mZTtqhM0mYmQgl9CvcuFDErZ/jzr9xkgZR64ELh3Pu5d57vIgzpW370yosLa+srhXXSxubW9s75d29tgpjSWiLhDyUXQ8U5SygLc00p91IUhAepx1vcp36nQcqFQuDOz2NqCtgFDCfEdBGuq/2gUdjqOJBuWLX7Ax4kTg5qaAczUH5oz8MSSxooAkHpXqOHWk3AakZ4XRW6seKRkAmMKI9QwMQVLlJdvAMHxlliP1Qmgo0ztSfEwkIpabCM50C9Fj99VLxP68Xa//CTVgQxZoGZL7IjznWIU6/x0MmKdF8aggQycytmIxBAtEmo1IWwmWKs++XF0m7XnNOaqe39UrjKo+jiA7QITpGDjpHDXSDmqiFCBLoET2jF0taT9ar9TZvLVj5zD76Bev9C7aCj9Q=</latexit>

Fixpoint computation approximation 
 If F monotone and  is completeFA



Abstract domains



Intervals
Elements of A:

•  the empty set of values

• ,  ,   

⊥
[n0, n1] n0 ∈ (ℤ ∪ {−∞}) n1 ∈ (ℤ ∪ {+∞}), n0 ≤ n1

 is the interval inclusion⊑

[−∞, + ∞]

⊥
<latexit sha1_base64="8IIMEhBJ5MtV+AbWSf2l7Uq3i7U="></latexit>

↵(c) = ? if c = ;,
↵(c) = [min(c),max(c)] if c 6= ;,min(c) and max(c) exists

↵(c) = [min(c),+1] if c 6= ;,min(c) exists

↵(c) = [�1,max(c)] if c 6= ;,max(c) exists

↵(c) = [�1,+1] otherwise

<latexit sha1_base64="tPUxF9Pj9lio90Rg7jhbHtHFGAk="></latexit>

�(?) = {}
�([n0, n1]) = { n 2 Z | n0  n  n1}

�([�1, n1]) = { n 2 Z | n  n1}
�([n0,+1]) = { n 2 Z | n0  n}

�([�1,+1]) = Z



  and   are complete on Int+A ×A

{1,4,6} + {−3,1} = {−2,1,2,3,5,7}

Precise result![1,6] [−3,1] [−2,7]

[n, m] +A [p, r] = [n + p, m + r]

[n, m] ×A [p, r] = [n × p, m × r]
if all positives, 
otherwise pay 

attention



Tests are not complete on Int

(x < 0)

(x < 0)

Concrete
P = {−7,0}

(x < 0)

{−7}

A(P ) = [−7,0] [−7, − 7] = A ([[𝖼]]P )

= [[(x < 0)]]P

⊒[−7, − 1]
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Composition of bcas

The composition of bca is not always a bca

FAGA ≠ (FG)A Indeed αFγαGγ ⊒ αFGγ

F = _ + 1 G = _ − 1

> 0 > 0 ⊤
FA GA

> 0
(FG)A

> 0

FG = 𝗂𝖽
<0

><latexit sha1_base64="p0120q1pgn1F8aeg6j2EKIvVRE4=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYiJ4CrtRfNyCXjxGMA9IljA7mU2GzM4MM7NCWPIRXjwo4tXv8ebfOJssosaChqKqm+6uUDKqjed9OkvLK6tr64WN4ubW9s5uaW+/pUWiMGliwYTqhEgTRjlpGmoY6UhFUBwy0g7HN5nffiBKU8HvzUSSIEZDTiOKkbFSu9IzQlaK/VLZq3ozuIvEz0kZcjT6pY/eQOAkJtxghrTu+p40QYqUoZiRabGXaCIRHqMh6VrKUUx0kM7OnbrHVhm4kVC2uHFn6s+JFMVaT+LQdsbIjPRfLxP/87qJiS6DlHKZGMLxfFGUMNcIN/vdHVBFsGETSxBW1N7q4hFSCBub0DyEqwzn3y8vklat6p9Wz+5q5fp1HkcBDuEITsCHC6jDLTSgCRjG8AjP8OJI58l5dd7mrUtOPnMAv+C8fwE2zo73</latexit>

?<latexit sha1_base64="eB8JxR6dQwmmWN7JykdXjUXAlik=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYCJ4CrtRfNyCXjxGMA9IljA7mU2GzM4sM7NCWPIRXjwo4tXv8ebfOJssosaChqKqm+6uIOZMG9f9dJaWV1bX1gsbxc2t7Z3d0t5+S8tEEdokkkvVCbCmnAnaNMxw2okVxVHAaTsY32R++4EqzaS4N5OY+hEeChYygo2V2pVeIE2l2C+V3ao7A1okXk7KkKPRL330BpIkERWGcKx113Nj46dYGUY4nRZ7iaYxJmM8pF1LBY6o9tPZuVN0bJUBCqWyJQyaqT8nUhxpPYkC2xlhM9J/vUz8z+smJrz0UybixFBB5ovChCMjUfY7GjBFieETSzBRzN6KyAgrTIxNaB7CVYbz75cXSatW9U6rZ3e1cv06j6MAh3AEJ+DBBdThFhrQBAJjeIRneHFi58l5dd7mrUtOPnMAv+C8fwEhVo7p</latexit>

>0
Example

For  and  bca, in generalFA GA

because γα ⊒ 𝗂𝖽



Composition of complete 
abstractions

The composition of complete abstractions is always complete

F#G#α = F#αG = αFG

Example

For  and  complete abstractionsF# G#

[2,3] [3,4] [2,3] [2,3] [2,3]

F = _ + 1 G = _ − 1

F# G# (FG)A

FG = 𝗂𝖽



Non-relational domains

The domains of Sign and Interval are non-relational domains

They cannot   track relations between variables values

 

  
{[x ↦ 1,y ↦ 6]
[x ↦ 3,y ↦ 8]
[x ↦ 10,y ↦ 15]}

The set of states

[x ↦ [1,10], y ↦ [6,15]]
↵

<latexit sha1_base64="/nE6liJQLR0QIQv5sfLEkHMOx7A=">AAAB8HicbVDLSsNAFJ3UV62vqks3g63gqiRVfOyKblxWsA9pQ7mZTtqhM0mYmQgl9CvcuFDErZ/jzr9xkgZR64ELh3Pu5d57vIgzpW370yosLa+srhXXSxubW9s75d29tgpjSWiLhDyUXQ8U5SygLc00p91IUhAepx1vcp36nQcqFQuDOz2NqCtgFDCfEdBGuq/2gUdjqOJBuWLX7Ax4kTg5qaAczUH5oz8MSSxooAkHpXqOHWk3AakZ4XRW6seKRkAmMKI9QwMQVLlJdvAMHxlliP1Qmgo0ztSfEwkIpabCM50C9Fj99VLxP68Xa//CTVgQxZoGZL7IjznWIU6/x0MmKdF8aggQycytmIxBAtEmo1IWwmWKs++XF0m7XnNOaqe39UrjKo+jiA7QITpGDjpHDXSDmqiFCBLoET2jF0taT9ar9TZvLVj5zD76Bev9C7aCj9Q=</latexit>

γ
 


 

 … 

{[x ↦ 1,y ↦ 6]
[x ↦ 1,y ↦ 7]

}



Relational domain  
Octagon domain

sets of numerical constraints of the form




(at most two variables per constraint, with unit coefficients)

±x ± y ≤ c

The set of states

↵
<latexit sha1_base64="/nE6liJQLR0QIQv5sfLEkHMOx7A=">AAAB8HicbVDLSsNAFJ3UV62vqks3g63gqiRVfOyKblxWsA9pQ7mZTtqhM0mYmQgl9CvcuFDErZ/jzr9xkgZR64ELh3Pu5d57vIgzpW370yosLa+srhXXSxubW9s75d29tgpjSWiLhDyUXQ8U5SygLc00p91IUhAepx1vcp36nQcqFQuDOz2NqCtgFDCfEdBGuq/2gUdjqOJBuWLX7Ax4kTg5qaAczUH5oz8MSSxooAkHpXqOHWk3AakZ4XRW6seKRkAmMKI9QwMQVLlJdvAMHxlliP1Qmgo0ztSfEwkIpabCM50C9Fj99VLxP68Xa//CTVgQxZoGZL7IjznWIU6/x0MmKdF8aggQycytmIxBAtEmo1IWwmWKs++XF0m7XnNOaqe39UrjKo+jiA7QITpGDjpHDXSDmqiFCBLoET2jF0taT9ar9TZvLVj5zD76Bev9C7aCj9Q=</latexit>

 

  
{[x ↦ 1,y ↦ 6]
[x ↦ 3,y ↦ 8]
[x ↦ 10,y ↦ 15]}

<latexit sha1_base64="XMVyb7M9FEpxhWu9MvPUVns5iYY="></latexit>

x  10
x � 1
y  15
y � 6
y � x = 5



Relational domain  
Convex Polyhedra domain

                                                           sets of numerical constraints of the form
                                                                    c1x + c2y ≤ c

                                                             (at most two variables per constraint, 
                                                                                      with unit coefficients)

                                         does not admit an abstraction map

best abstraction of          ?
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An (in)-finite set of points :

{ . . . (19,77) . . . (20,03) . . . . }

Sign 

Intervals

Octagons
Polyhedra

Refinements of abstraction



We say that the abstract domain  refines , 
written , iff


A1 A2
A1 ⪯ A2

∀c ∈ C . γA1
(αA1

(c)) ⊆ γA2
(αA2

(c))

Order on abstract domains

Octagons ⊑ Int ⊑ Sign

intuitively,  is more 
precise than 

A1
A2



Conjunctive properties
program verification often requires the use of 
the conjunction of several basic predicates

concrete states = stores with two variables 

intervals abstraction for each variable


abstract state = an interval for each variable

x, y

[0, ] [3,8]∞



Product domain
C A0α0

γ0 C A1α1

γ1

C A0 × A1α×

γ×

γ×(a0, a1) = γ0(a0) ∩ γ1(a1)



Problem
concrete stores = stores with one variable x

Int  EvenOdd×

e.g. an abstract state ( [2,10] , even )
describes even values between  and 2 10

but also  represents the same ( [1,11] , even )
concrete set !{2,4,6,8,10}

⊤

⊥

oddeven

EvenOdd



Reduced product A0 ⊓ A1

C (A0 × A1)≡α⊓

γ⊓

γ⊓([a0, a1]≡) = γ0(a0) ∩ γ1(a1)

(a0, a1) ≡ (a′ 0, a′ 1) ⇔ γ×(a0, a1) = γ×(a′ 0, a′ 1)
take the equivalence 

classes

C A0α0

γ0 C A1α1

γ1

A0 ⊓ A1



Abstract program analysis



Regular commands

  

      |     

      |      + 

      |     

r ::= e
r1; r2
r1 r2
r⋆

regular 
command atomic 

command

Kleene 
star

skip  |    |    | …e ::= x := a b?
choice

 |  | …b ::= a1 ≤ a2 b1 ∧ b2

 |  |  | …a ::= n x a1 + a2



Collecting semantics







[[r1; r2]]P ≜ [[r2]]([[r1]]P)

[[r1 + r2]]P ≜ [[r1]]P ∪ [[r2]]P

[[r⋆]]P ≜
∞

⋃
k=0

[[r]]kP






[[𝗌𝗄𝗂𝗉]]P ≜ P
[[x := a]]P ≜ {σ[x ↦ [[a]]σ] ∣ σ ∈ P}
[[b?]]P ≜ [[b]]P



Abstract semantics







[[r1; r2]]#
Aa ≜ [[r2]]#

A([[r1]]#
Aa)

[[r1 + r2]]#
Aa ≜ [[r1]]#

Aa ∨ [[r2]]#
Aa

[[r⋆]]#
Aa ≜

∞

⋁
k=0

([[r]]#
A)ka


[[e]]#
Aa ≜ [[e]]A ≜ (α ∘ [[e]] ∘ γ)a

Just a composition of bcas!
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};

{ x = 0 } { x = 0 }
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while (x>0) { 
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The precision of the analysis 
depends on how the program is 

written!!!
Like complexity 
is a property of 

the program 
not of the 
computed 
function!!

x ∈ [0,1]x ∈ [0,0]
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Questions



Question 1
Let  and  .

1. Compute the abstract semantics  on 

2. Check is the result is the same as 

P ≜ (x ∈ {−7,5}) r ≜ (x < 0)?; x := − x
[[c]]#

𝖲𝗂𝗀𝗇 α𝖲𝗂𝗀𝗇(P)
α𝖲𝗂𝗀𝗇([[c]]P)



Question 2

What is the bca for the test (=0?) in the Interval domain?

  = ( = 0?)A[n, m] {[0,0]

⊥

If    n ≤ 0 ≤ m

Otherwise 
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Consider the abstract domain ’ in the figure


1. Define the corresponding  and .  


2. Does it admit a complete abstract multiplication?


3. If not, can you add some abstract elements to ’ so that 
a complete abstract multiplication can be designed? 

𝖲𝗂𝗀𝗇

α γ
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⊤

⊥

≥ 0< 0

’𝖲𝗂𝗀𝗇
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2. Does it admit a complete abstract multiplication?


3. If not, can you add some abstract elements to ’ so that 
a complete abstract multiplication can be designed? 
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α γ
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Is the bca of  below complete on the Interval domain?
f : ℤ → ℤ

  = f(x)
x

10

if    x ≤ 10

Otherwise {



Let  be the domain of sets of strings over a (finite) alphabet .

Let the abstract domain be . Assuming :


1. Define suitable  and  and prove that they form a Galois Insertion. 


2. Lift the concrete operation  of string concatenation to sets of string. 


3. Define its best correct approximation.


4. Prove whether the previously defined abstract operation is complete.

C ≜ ℘(Σ*) Σ
A ≜ ℘(Σ) |Σ | ≥ 2

α γ

⋅
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