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Abstract. This paper concerns the application of formal methods to biolog-
ical systems, modelled specifically in BioAmbients [30]. BioAmbients [30] is a
variant of the Mobile Ambients (MA)[7] calculus, designed precisely for more
faithfully capturing basic biological concepts. We propose a new static analysis
for BioAmbients which computes approximate information about the run-time
behaviour of a system. The analysis is derived following the abstract interpreta-
tion approach and introduces two main novelties with respect to the analyses in
literature [25, 24, 26, 27]: (i) it records information about the number of occur-
rences of objects; (ii) it maintains more detailed information about the possible
contents of ambients, at any time. In this way, the analysis gives substantially
more precise results and captures both the quantitative and causal aspect which
are really important for reasoning on the temporal and spatial structure of bi-
ological systems. The interest of the analysis is demonstrated by considering a
few simple examples which point out the limitations of the existing analyses for
BioAmbients.

Keywords: Mobile Ambients and BioAmbients calculus, static analysis, ab-
stract interpretation.

1 Introduction

In the past few years several models, originally developed by computer scientists for
describing systems of interacting components, have been successfully used for describing
biological systems. This is an exciting and interesting application especially because
the simulation and verification tools, designed for these formal models, can be used for
understanding the behavior of complex biological systems. Such verification techniques
can offer biologists very important instruments to replace expensive experiments in
vitro or guide the biologists in their experiments by making predictions on the possible
results.

Several models and languages, adequate for modeling different aspects of biological
systems, have been proposed. They include traditional specification languages for con-
current and reactive systems [21,16,15] and also process calculi, designed for modeling
distributed and mobile systems, which can successfully describe both the molecular
and biochemical aspect. This approach is pioneered by the application of stochastic
m-calculus [31,29], see for example the modeling of the RTK/MAPK pathway. New
process calculi have also been proposed in order to faithfully model biological struc-
tures such as compartments and membranes, which play a key role in the organization
of biomolecular systems. Among them, BioAmbients [30], Beta-Binders [28], and Brane
calculi [6].



BioAmbients (BA) is a variant of Mobile Ambients (MA)[7], a very popular calculus
designed to model distributed and mobile processes. The key concept of MA is that
of ambient. An ambient represents a bounded location where computation happens;
ambients are organized into a hierarchy, that can be dynamically modified as a conse-
quence of an ambient movement or dissolution. The concepts of ambient and of ambient
movement permit to naturally represent important aspects of molecular systems, such
as localization, compartmentalization and hierarchy. With the aim of better captur-
ing basic biological concepts, minor modifications are introduced in BA with respect
to MA. Ambients are nameless; the primitive for opening is replaced by a primitive
of merge, which realizes the fusion of two ambients; capabilities have corresponding
co-capabilities; new primitives for communication and choice are introduced.

For BA both verification and simulation methods have been proposed that are
essential for a practical application of the model. A stochastic simulation tool has been
implemented by extending that of biochemical stochastic m-calculus [31,29]; tools for
automatic verification include model checking [19, 20] and static analysis [25, 24, 26, 27].
Static analysis is a formal technique for computing safe approximations of the system
(run-time) semantics, and it has been typically applied in the MA setting for verifying
security properties. In our opinion, this technique of approximation is essential for
dealing with the intrinsic complexity of biological systems.

The proposed analyses are obtained by naturally adapting to its variant BA existing
Control Flow Analyses in Flow Logic style of MA. More in details, the analysis of [25] is
derived from [23] and predicts the run-time behavior of processes, by giving information
about the evolution of the ambients hierarchy, and about which capabilities may be
exercised inside any ambient. The proposals of [24,27] refine the analysis of [23] by
introducing more information about the possible shape of processes and about the
context, along the lines of various analyses for m-calculus or MA [5,12,17].

These analyses give an over-approximation of the behavior of a process, and as usual
guarantee invariant properties showing that certain events will not happen in each state
of the system. In particular, they can be applied to establish whether an ambient will
never end up inside another one; and similarly whether a capability will never be
exercised inside a given ambient. This kind of information is crucial, when considering
security guarantees, and also in the setting of biological systems; for example, in [27]
this is enough for distinguishing a system describing a normal LDL degradation process
from one presenting mutations or defects. Nonetheless, we believe that different and
more detailed kinds of information would be very useful for biologists in order to argue
about the spatial and temporal evolution of biological systems.

First, we observe that quantitative information plays an essential role in modeling
and observing biological systems, as demonstrated by the following example.

Example 1. The system described below (inspired from the porin example in [30]) models
the movement of molecules across membrane-bound compartments, specifically a cell. The cell
and the molecules are described by ambients, labeled cell and mol, respectively; their local
processes, e.g. P and M, describe their possible interactions.

SYS u= [M]™ | ... | [M]™ | [P]e<!

M ::=recX.inm.outn. X
Pu=recY.(inm.Y +outn.Y) (1)
P:=recY.inm.outn.Y (2)



Process M models the ability of molecules of entering and exiting from the membrane,
any number of times. The complementary process P gives the permission to ambients mol to
enter and exit from the cell, and thus regulates the crossing of the membrane. Specifically,
when process (1) is running inside cell, then, at any time, a molecule can exit from or enter
inside cell. Therefore, when several molecules are present, as described in process SY S, the
cell may contain any number of molecules. By contrast, when process (2) is running inside
cell, then, no other molecule can enter, after one has entered inside the cell. Thus, no matter
how many molecules are present, just one molecule can reside inside the cell, at the time.

It is clear that processes (1) and (2) produce a substantially different behaviour for ambient
cell. Unfortunately, the existing analyses for BA [25, 24, 26, 27] can not capture this relevant
difference; in fact, in both cases, they report that ambients mol may reside inside ambients cell
without giving any information about the possible number of occurrences. Even occurrence
counting analyses of MA [17,14] would be too coarse to model this difference, because they
are designed for approximating the number of ambients which occur in the whole system. O

Another limitation of the existing analyses [25, 24, 26, 27] is that they do not main-
tain sufficiently precise information about the possible contents of ambients, at any
computation step. This has serious consequences on their ability to capture causality
aspects which are essential for understanding the temporal and spatial structure of bi-
ological systems, such as pathways and networks of proteins. This point is illustrated
by the following example.

Example 2. The system describes a simplified version of a bi-substrate enzymatic reaction,
modeled as the movement of molecular ambients [30], where two molecules mol; and mol;
interact with an enzyme.

SYS' = [Ma]™ || [M7 | [Ma]™ | .| (Mo | [E) ]| (B
M; :=recY.inm;. (out ni. P; + outq:.Y)

Ms ::=recY.inmsy. (out no. P2 + out ¢2.Y)

E = recY.ﬁml. Emz. (m’ng. outni.Y + qu. mql. Y)

The enzyme and its substrates are modeled by ambients, labeled e, moli and mols, respec-
tively. Processes M7 and M» describe the movements of ambients mol; and mols, respectively;
process E describes how the molecules bind to the enzyme and how their products are re-
leased. Specifically, the enzyme-substrate binding is modeled as entry of the substrate ambient
inside the enzyme ambient, and it follows a precise order (mol; and then molz). When both
molecules are inside the enzyme there are two possible evolutions: both molecules either exit
unbind or exit and release their products P; and P» (these steps follow the inverse order).
This process can iterate forever.

This enzymatic reaction has a crucial feature. Not only the binding of both substrates is
necessary for the release of their products, but also it has to follow a precise order. This can
be formalized by the following property: for each state the binding of moli with e (shown
by the presence of mol: inside e) is necessary for the binding of mols with e (shown by the
presence of mol, inside e). Such a property cannot be proved with the existing analyses for
BA [25, 24,26, 27], which give too coarse information about the possible run-time nesting of
ambients. In fact, they report that both ambients moli1 and mol> may reside inside ambient
e without saying whether the presence of one molecule depends on that of the other.

Moreover, a typical way to test whether both substrates moli and mols are necessary
for the release of the products is to simulate an experiment where either mol; or moly are
removed. Unfortunately, using the analyses of [25,24,26,27] it is not possible to observe a
change in the release of the products.

O

Based on these motivations we propose a new analysis for BA following the Abstract
Interpretation [9,10] approach to program analysis, more specifically in the style of pre-



vious proposals for MA [14,13,17]. The analysis refines the existing analyses of BA [25,
24,26,27] by introducing two (strictly related) novelties: (i) quantitative information
is modeled by recording information about the number of occurrences of ambients and
processes which may appear in any location; (ii) more detailed information about the
possible contents of ambients, at any time, is obtained by pushing forward the idea
of continuations proposed in [17]. In this way, we obtain a more informative analysis
which can be successfully applied to prove the properties of Examples 1 and 2.

This gain in precision is obviously paid in terms of complexity (in the worst case,
the analysis is exponential); by contrast, the existing analyses [25, 24,26, 27] are associ-
ated with polynomial time algorithms. A great advantage of the abstract interpretation
theory is that it offers the possibility to systematically define further approximations
(e.g. new weaker analyses) by means of widening operators [11]. We show that this
approach can be profitably applied also to our analysis by introducing a simple para-
metric widening which turns out to be polynomial in the size of a chosen partition of
abstract labels. We then apply the widening to Example 2 for showing that it still gives
better results w.r.t. the existing analyses [25, 24, 26, 27].

The paper is organized as follows. Section 2 introduces the syntax and the semantics
of the BioAmbients calculus. In Section 3 we presents our analysis and in Section 4 the
corresponding widening operator.

2 Syntax and Semantics

For lack of space, we consider here a simplified version of BioAmbients [30] without
communication primitives; the analysis can be extended in a simple way to the full
calculus.

In Control Flow Analysis (see for instance [23,12]) typically processes are labeled
and a-conversion is treated in a particular way, based on a given partition of labels and
names. This modification supports simpler specifications of abstractions. We therefore
consider the following sets of names and labels. Let N (ranged over by n,m, h, k,...)
be the set of names such that N' = we_, NV;, where & denotes disjoint union and each
N; is an infinite set. Similarly, let £ (ranged over by A, u,...) be the set of labels such
that £ = w¥_,L; U{T}, where each £; is an infinite set and T is a distinct symbol
used to model the outermost ambient. Moreover, we consider composite labels (in the
following referred to as labels) L= p(L) \ 0. We adopt meta-variables ¥, I, A, ... to
range over L and we use for simplicity A for the singleton {A}. We also consider a set
of recursion variables V (ranged over by X,Y, Z,...).

The syntax of (labelled) processes is defined in Table 1. The constructs for inac-
tivity, parallel composition, restriction are standard (see for instance m-calculus [22]).
The inactive process is denoted by 0; parallel composition is denoted by P | @; the
restriction operator, denoted by (vn) P, creates a new name n with scope P. Operator
recX?. P defines a recursive process (for convenience we adopt recursion in place of
standard replication !P). Specific to the ambient calculi, are the ambient construct,
[P]?, and the capability prefix M*. P, where M is an action or co-action®. Specifically,
process [P]? defines an ambient (labelled) ¥ where process P runs. Finally, process
E{\e 1 M;. P; defines a capability choice primitive with the obvious meaning.

! Notice that we adopt a notation for coactions in the style of Safe Ambients [18] in place of
the standard one.



P.Q:= (processes)

o 0 inactivity

M,N::= (capabilities) (vn) P restriction
inn 611'6'31“C P|Q parallel composition
inn co-enter X recursion variable

outn  exit
outn  co-exit
merge n merge
merge n co-merge

recX*. P recursive process
1 ambient

MM P capability prefix
Z’f‘eIM,-. P; capability choice

Table 1. BioAmbients Processes.

For processes we adopt standard syntactical conventions. We often omit the trailing
0 in processes, and we assume that parallel composition has the least syntactic prece-
dence. The operator (vn)P acts as static binder for name n, and thus produces the
standard notion of free and bound names of a process; similarly, recX. P is a binder
for X with scope P. A process is closed on recursion variables if it has no free recursion
variables. In the following, we assume that processes are closed on recursion variables.
Moreover, since processes are labelled, with A(P) we indicate the set of labels of a
process P.

As usual, we identify processes which are a-convertible, that is that can be made
syntactically equals by a change of bound names. In typical Control Flow Analysis
style [12,17], we however discipline a-conversion by assuming that a bound name m
can be replaced only with a name n provided that n, m € ANj;. Similarly, we also identify
re-labeled processes, i.e. processes that can be made syntactically equals by changing
labels, requiring that a label A can be replaced with a label u, provided that A\, u € L;.

The semantics of BA is given in the form of a standard reduction relation; the
rules are reported in Table 2. In order to compact several rules together we introduce a
special notation for capability prefix and capability choice. We write +M*. P to denote
both process M*. P and process X, M;.Q;, where M = M; and P = Q; for some
1€l

The reduction axioms (In), (Out) and (Merge) define the basic interactions; they
model the movement of an ambient, in or out, of another ambient and the merge of two
ambients. They differ from those of MA mainly because ambients are nameless (labels
are attached to processes as comments and do not influence the interaction). Moreover,
the primitive merge replaces the standard primitive of opening. Notice that, when two
ambients labelled ¥ and A are merged, the new ambient is labelled ¥ U A showing
that it is the result of their fusion. Another difference with MA, common instead with
its variant Safe Ambients [18], is that we prefer to view the unfolding of recursion as a
reduction rule, e.g. (Rec), rather than as a step of structural congruence.

The inference rules (Res), (Par), (Amb) and (Cong) are standard; they handle re-
ductions in contexts and permit to apply structural congruence. Structural congruence
is needed to bring the participants of a potential interaction into contiguous positions;
it includes standard rules for commuting the positions of components appearing in
parallel and in a choice, and rules for stretching the scope of a restrictions. For lack of
space, we omit the presentation of structural congruence (e.g. relation =) and we refer
to [30]. In the following, we say that a process P is active if either P = X} M;. Q;,
P = M*.Q or P = recX*. P. Moreover, we use P and AP to denote the set of
processes and the subset of active processes, respectively.



[+inm>‘.P | Q]W | [+inm"*. R | S]A = [[P] Q]W | R | S]A (In)
[+out m*. P | Q" | +owEm*R| S = [P | Q) | [R|S1*  (Out)

[+mergem*. P | Q] | [+mezgem”. R| 5] —» [P | Q| R| S]*"4 (Merge)

recX*. P — P[recX*. P/X] (Rec)
P—=Q=wn)P—(vn)Q (Res)
P5Q=P|R->Q|R (Par)
P—Q=[P" - 1Q" (Amb)
(PP=Q, P=FP,Q=Q)=>P->Q (Cong)

Table 2. Reduction Rules of BioAmbients

The collecting semantics. The collecting semantics is defined as the least fixed-point
of a function, which collects all the states (namely processes) reachable from the initial
process. The concrete domain is therefore A = (p(P), C).

Definition 1 (Collecting Semantics). Let P € P be a process such that T ¢ A(P).
We define Soou[P] = Ifp F(P) for the function F : P —» (A — A) such that
F(P) = Pp and, for Ss € p(P),

s =Py | (B

{P;|Pi—P:, P1cSs}

3 The Abstraction

Our analysis is designed to prove properties that are true in all the states reachable
from the initial state. To this aim, it computes an over-approximation of the following
information about any reachable state: for each ambient, which ambients may be con-
tained and which capabilities may be exercised inside, and their number of occurrences.
Following the abstract interpretation approach of [17] we define the analysis by giving
the abstract states (the abstract processes) and the abstract transitions (the abstract
reduction steps among processes). To formally prove the correctness of the analysis, we
introduce a corresponding abstract domain, equipped with an ordering expressing pre-
cision of approximations, and we formalize its relation with the concrete one through
a Galois connection [9, 10].

The abstraction is parametric with respect to the choice of abstract names and la-
bels, defined by a partition of names and labels. For these purposes, we first consider an
abstract partition of labels £, given by £° = ;£ U{T}, where i € {1,..., h} for some
h, L3 is a (possible) infinite set of labels, ;£ U {T} = £ and L° is congruent with
L, ie., A\, p € L; implies that A, € L3 for some j. We consider, then, abstract labels



e N

(mol, [1 —w]) (cell, 1)
(M°,1) (P°,1)

Fig. 1. State S° graphically

Lo = p(ﬁ‘/’%) \ @ (ranged over by ¥° I'°, A°,...), where = is the obvious equivalence
induced by the partition. For names we proceed in a similar way by considering an
abstract partition of names N° = W,N?, where i € {1,...,h} for some h, Y;N? = N,
such that N° is congruent with N, i.e., n,m € N; implies that n,m € N?. We there-
fore consider abstract names N° = p(N/"E*) \ @ (ranged over by A°, B°,C®°,...). For
convenience, we assume that A° stands for the abstract label (namely its equivalence
class) corresponding to label A; similarly for abstract names.

The abstract partitions of names and labels naturally induce a corresponding notion
of abstract processes; built following the syntax of Table 1 by using names N° and labels
L°. As usual, P° and AP° stands for the set of abstract and active abstract processes,
respectively. Similarly, P° stands for the abstract process corresponding to P (this is
obtained in the obvious way).

Abstract domain and Galois connection. Abstract states are the key concept
behind the abstraction and are designed precisely to represent approximate information
about ”concrete” states (e.g. processes) according to the following intuitive ideas. An
abstract state reports: (i) the abstract labels of the ambients that may appear; and (ii)
for each of them, one or more configurations describing the possible contents of the
ambients with that label. More in details, a configuration contains the abstract labels
of the ambients and the active abstract processes, which may appear at top- level,
and their number of occurrences. For representing occurrence counting information, we
adopt the following set M ={0,1,[0 — w],[1 — w]}. Each m € M denotes a multiplicity,
with the following meaning: 0 and 1 indicate zero and exactly one respectively, the
interval [1 — w] at least one while the interval [0 — w] indicate 0 or more.

Example 3. Consider the system (already described in Example 1),

SYS = [M]m"l [ ..o [M]m"l | [P]Ce”
M = recX.inm.outn.X
P:= recY.inm.outn.Y

Moreover, assume that abstract names and labels are defined by the following equivalence
classes {{n, m}} (ranged over by m) and {{mol}, {cell}}, respectively. With respect to this
partition of labels and names, the best approzimation of SY S is given by the following abstract
state (graphically represented also in Figure 1)

5° ={(T,Cs), (mol, C7), (cell, C3)} Cg = {(mol,[1 —w]), (cell, 1)} C7 ={(M°,1)}
C; ={(P°,1)} M°:=recX.inm.outm.X P° :=recY.inm.outm.Y

Configuration C§ reports information about the possible internal process of ambient T
(a special symbol representing the outermost ambient). More in details, pair (cell,1) says



that ezactly one ambient cell may appear at top-level, while pair (mol, [1 — w]) says that at
least one ambient mol may appear at top-level. Ambients cell and mol may appear in parallel
inside ambient T this is shown by a dotted line that connects these ambients with their father
in Figure 1. Configurations C7 and C3 describe the possible internal processes of ambients
mol and cell, respectively. In C7 pair (M°, 1) says that, inside any ambient mol, eractly one
process abstracted by M° may be running. In this sense, the counting of occurrences is local,
being [1 — w] the global number of occurrences of processes M°. Similarly, in C3 pair (P°,1)
says that, inside any (in this case one) ambient cell, ezactly one process abstracted by P° may
be running.

Consider then a minor modification of SY' S, where more than one ambient cell may
appear, SY'S1 = [M]™° | ... | [M]™ | [P]°* | ... | [P]**". Now the best approximation is

SlO = {(T’ {(mOl’ [1 - UJ]), (Cella [1 - w])})a (m0l7 Cf): (cell, 020)}

The only difference between S° and S? concerns the multiplicity of ambients cell, which
is now [1 — w]. It is clear that state S7 is also a correct approximation for process SY'S; it
is however less precise than S°, which predicts eractly one occurrence of ambients cell at
top-level.

It is worth noticing that in abstract states S° and S7 exactly one configuration describes
the possible internal processes of each abstract label (and thus of the related ambients). It may
be convenient however to adopt several different configurations, as illustrated by the following
system,

SY Sy = [M]™° | ... | [M]™°" | [out m. P | [out m. M]™°!]ee!

This process is a derivative of SY S and describes the situation where: one ambient mol has
moved inside ambient cell and is ready to exit; the remaining ambients mol are still in the
initial situation. Process SY S> could be approximated by the following abstract state,

S3 = {(T,C3), (mol, CY), (cell, Cg)}
C; = {(mm PO: 1)’ (mOla 1)} CZ = {(Moa [0 - UJ]), (OUt m. Mo’ [0 - w])}

Configuration C5 describes the possible contents of ambients cell and shows that: exactly
one ambient mol and exactly one process abstracted by out m. P° may appear; these processes
may be running in parallel inside an ambient cell. Configuration C§ reports the information
about the possible contents of ambients mol; it describes both those at top-level (that contain
the recursive process) and the one, residing inside ambient cell (where process out m.M°
is running). The configuration says that, inside any ambient mol, zero or more processes
abstracted by M° and out m. M° may appear (in particular they may be running in parallel).
Notice that, since all the ambients mol are identified, the multiplicity, for each process, is
[0 — w] showing that it may be the case that the process does not appear.

The information about ambients mol in state S5 is rather approximate. Better results can
be obtained by adopting distinct configurations to describe the different instances of ambients
mol, as in the following abstract state,

Ss = {(T, %), (cell, C5), (mol, Cg), (mol, C7)}  Cg ={(M°,1)} C7 ={(outm.M°,1)}

In this case, ambients mol are described by two configurations, Cg and C7 . Their inter-
pretation is that any ambient mol, contains either exactly one process abstracted by M° or
exactly one process abstracted by out m. M°. In this way, more precise information about the
multiplicity of processes M° and out m. M° is achieved; also, it is possible to argue that the
two processes cannot run in parallel inside the same instance of ambient mol. This state is
graphically represented in Figure 2 where these processes are connected with their enclosing
ambient mol by a plain line precisely for showing that they cannot be in parallel.

O



(mol,[1 —w]) (cell, 1)

L S
(mol, 1) (out m. P°,1)

l

(out m. M°,1) (M°,1)

Fig. 2. State S5 graphically

[0 —w]

+° 0 1 1-w]|[0 —w —° 1

0 0 1 1—-—wl|[0—w 0 0

1 1 1—wl]|[l—-w]ll —w 1 0
1-w|l-w]l-w]|l—-w]|l-w [1—w]|[0—w]
[0 — w]|[0 — w]|[1 — w]|[1 = w]][0 — ] [0 — w]|[0 — w]

Table 3. Occurrence Counting.

We introduce the formal definitions. In the following, we use PL = L° U AP°
to denote the set of abstract labels and abstract active processes; also, we use e to
denote a generic element of PL. Moreover, we use (e,m) to denote a generic element of
E=(L° x M)U(AP° x M).

Definition 2 (Abstract States). An abstract state S° is a set of pairs (¥°,C°)
where C° € p(£) is a configuration, such that: (i) if (e,m),(e,m') € C°, then m = m';
and (i) for each (e,m) € C°, m # 0.

Notice that in configurations, no pair (e,0) can appear, recording explicitly that
there are no occurrences of element e. However, in the following with an abuse of
notation we may write (e,0) € C° in place of (e,m) ¢ C° for any m € M. This
notation simplifies the definition of some operators over configurations and states. In
the following, §° and C° stand for the set of abstract states and of configurations,
respectively.

Following the intuitive ideas explained in Example 3 we introduce two information
orders on configurations and abstract states which formalize precision of approxima-
tions. To this aim, we assume that the domain M of multiplicity comes equipped with

the obvious (information) order <,,, and with the set of operations +° and —°, reported
in Table 3.

Definition 3 (Ordering).



— We say that CY <°¢ C3 iff, for each (e,m) € C{ there exists (e,m') € C5 such that
m <p m';

— We say that S{ <® S3 iff, for each (¥°,CY) € S, there exists (¥°,C5) € S5 such
that Cy <°¢ C5.

<% is a pre-order. We consider the order C° induced by the pre-order <%, namely the
order obtained considering classes of abstract states modulo the equivalence induced
by <®. For a sake of simplicity in the rest of the paper the domain S}’gs and the
equivalence class [S°]~. will be simply indicated by S° and S° respectively.

Given the ordering over abstract states, it is immediate to define the abstract do-
main, A° = (8°,C°). Notice that the concrete domain records sets of states (e.g.
processes); while in the abstract domain only one abstract states collects all the infor-
mation.

The relation between the concrete and the abstract domain is formalized by estab-
lishing a Galois connection. To this aim, we first introduce a function that, given a
process reports its best approrimation, that is the best abstract state which has enough
information about the process. This is derived along the lines of the intuitive ideas
explained in Example 3. More in details, given a process P, we proceed as follows

1. we take its abstract version P° where labels L and names A are replaced with
their abstract versions £° and N°, respectively;

2. we produce a representation of P° in terms of set of configurations where explicit
information about the nesting of ambients and processes and about their quantities
is properly introduced.

Formally, we define a®*® : P — §° as a®*®(P) = §°(T, P°) where §° : (E° X
P°) — 8° is an augiliary translation function, giving an abstract state representing
the abstract process with respect to the label of the enclosing ambient (in this case T).

The translation function 6° : (E° x P°) — S° exploits an additional function
n° : P° — (C° x 8°), which intuitively gives: (i) an abstract configuration reporting
the processes and ambients occurring at top level; (ii) an abstract state representing
the internal ambients. Having in mind this interpretation we define

5°(W°, P°) = {(¥°,C°)} US° where 7°(P°) = (C°,S°).

Function 7° is reported in Table 4 and uses an operator UT between configurations,
which simply realizes the union of two configurations by summing the multiplicity in
the obvious way. Given C7,Cs € p(£), we define

Cy Ut Cy ={(e,m) | (e,m;) € CY, for each i € {1,2}, m = my+°my }.

As an example, it is not difficult to check that for the system of Example 3, we have
§°(T,8Y S°) = 8°, where S° is the state of Figure 1.

Based on function a®%* it is immediate to derive the following abstraction and
concretization functions between sets of processes and abstract states. This permits
precisely to formalize when an abstract state is a safe over-approzximation of a set of
concrete states. We use U° between abstract states to denote the l.u.b. with respect to
C°; it realizes indeed the union of configurations.



DRes® °((1/M°)P°) =n°(P°)

DAmb® °([P2°) = ({(4°,1)},6°(4°, P*))

DZero® n°(0) = (0, 0)

DPar® 7°(P; | P») = (C1° Ut C2°,81°U°S:°) n°(P;) = (CF,S7) for i € {1,2}
DRec’ c’(rec:X"D P°) = ({(rec{(wo.Po,l)},(D)

DPref® 7°(M7 .P°) = ({(M¥ .P°1)},0)

DSum® 7 (S5, M¢. P?) = ({(SM?. P2, 1)}, 0)

Table 4. Abstract Translation Function.

Definition 4. Let Ss € p(P) and S° € §°. We define a° : p(P) — S° and v° : S° —
p(P) as follows,

a°(Ss) = U;essaa"z(P) 7°(S°) = U{P|aaw(P)g°5°} P

Theorem 1. The pair of functions (a®,7°) of Def. 4 is a Galois connection between

(A, C) and (A°,C°).

Abstract semantics. We introduce the abstract transitions. They use the following
operators which realize the removal from a configuration of one occurrence of an object

e and similarly of a set of objects. For PL° C PL we have
C°\%e = C°\ {(e,m} U{(e,m—°1)}  C°\"PL° = C°\ ¢ pyoc.

The abstract transitions are defined by the rules of Table 5; they realize the un-
folding of recursion, the movements of ambients, in and out, and the merge of two
ambients (reflecting rules (Rec), (In), (Out) and (Merge) of Table 2). Due to the im-
plicit representation of parallel composition, ambient and restriction in abstract states
there are no abstract transitions corresponding to the structural rules and to structural
congruence of the reduction semantics.

Rule Rec® models the unfolding of recursion and is applicable to a recursive pro-
cess T° = recX?”. P° which is running inside an ambient labeled I'° (this means
that there exists a configuration C° for I'° that contains process T°°). The result-
ing abstract state is obtained by adding a configuration representing the ambient la-
beled I'° where replication has been unfolded. More specifically, the configuration is
(C°\°T°)ut 6°(I'°, P°[T°/X]) where the translation of the unfolded process is added
and the recursive process T° is removed (according to their multiplicities).

The rules In°, Out®, Merge® are similar; as an example we comment In°. The
rule models the movement of an ambient labeled ¥° inside an ambient labeled A°. It is
applicable whenever: (i) they are possible siblings meaning that they may be enclosed,
at the same time, inside an ambient (labeled I'°); (ii) they offer the right action or
coaction. Formally, it must be the case that: (i) there exists a configuration C° for I'°
which contains both ¥° and A°; (ii) there exist configurations C;° and C>° for ¥° and
A°, where capabilities in M° and in M° are ready to fire, respectively. If ¥° and A°
happen to be the same label, then the movement is possible only if their multiplicities
are greater than 1.



The resulting abstract state is obtained as follows. Abstract configurations are
added for modeling the ambients labeled ¥° and I'® which have participated to the
movement:

1. (C\°T°) Ut §°(@°, P°) describes the local process of ambient ¥° and is obtained
by removing the executed process T° and by adding its continuation (according to
their multiplicities);

2. (Cs\°T"°) Ut 6°(A°,Q°) Ut (¥°,1) describes the local process of ambient A° and
is obtained similarly as in the previous case. The only relevant difference is that
one occurrence of ambient ¥° is added for modeling the movement.

Similarly, abstract configuration C°\°®° is added for the ambient labeled I'°, taking
into account precisely that one ambient labeled ¥° has moved somewhere-else.

(r°,c°)e s8° (T°,m)eC° T°=recX?" P°

Rec” g s 6oL (T, (C°\°T®) UF (1%, Po[T%/ X))

@°,C9)e S (T°,m)eC;  T°=+inM°®" . P°
(4°,C5)€8°  (T°m)eCs T =+mM* . Q
(I°,C°) €8  (@°,mg) €C° (A% m)€CP

A°="° 5m3=my >, 1

S°U° {(@°, (CP\°T°) Ut 6°(8°, P°))} U°

{(4°,(C\°T"°) Ut §°(4°,Q°) UT (2°,1))} U® {(I°,C°\°¥°)}

In

So 0

@°,C8)e 8 (T°m)eCy  T°=+out M°®° . P°

(A°,C3) €S  (T°m)eCs T°=+omtM°?.Q°  (¥°ms)€ Cy°
(I°,C°) e S° (A% m)eC®

S {(°,(C\°T°) Ut 6°(w°, P°))} U°

{(A°, (C5\°{T"°,2°}) UT 6°(A°,Q°))} L° {(I°, C° U™ (2°,1))}

Out®

So ]

(w°,Cr) e S° (T°,m) € C? T° = +merge M°®° . p°
(A°,C9) eS8  (T"°,m)eCs  T'° =-+merge M°?".Q°
(re,c°)es° (P°,m3) € C° (A% mg) € C°
A°=V° 5sm3=myg >, 1
S° UP{(P° U A°,(Cs\°T"°) ut (CS\°T°) Ut §°(¥°, P°) UT §°(A°,Q°))} U°
{(re,(eo\*{as,w°} Ut (w° U A°,1))}

Merge®

So 0

Table 5. Abstract Transitions.

The abstract semantics is then defined as the least fixed-point of a function, which
computes starting from the abstraction of the initial process, an abstract state that is
the union of all the reachable abstract states.

Definition 5 (The abstract semantics). Let P be a process such that T ¢ A(P).
We define Sconue[P] = Ilfp F°(a®®(P)) for the function F° : §° — (A° — A°) such



Fig. 3. The analysis of SY'S.

that F°(S°) =¥, and

780(57) = 5° U2 U g ig,mnso,e 52
The following theorem shows the correctness of the analysis.
Theorem 2 (Safeness). Let P be a process such that T ¢ A(P). We have
a®(&coulP)C°Scou- [P]-

Ezxample 4. We apply the abstraction to process SY S of Example 3 (and also Example 1).
The analysis computes the following abstract state (also represented in Figure 3), namely
Scoue[P] = Ssys

Ssys ={(T,Cq), (mol, C7), (cell, C3), (cell, C3), (cell, C1), (T, Cs), (mol, Cs ), (mol, C7) }
Cs = {(mol, [1 —w]), (cell, 1)}  C7 ={(M°,1)} s ={(P°, 1)}
C3 = {(Enm.outm. P°,1)} CS = {(out m. P°, 1), (mol, 1)}

Cs = {(mol, [0 — w]), (cell, 1)} C§ ={(inm.outm.M°, 1)} C7 = {(outm.M°,1)}

State Sgy g reports approximate information about all the derivatives of SY' S, including
obviously the configurations Cg, C7 and C3 describing the initial state of Figure 1. The other
configurations are added by performing the abstract transitions. Configurations Cs and Cg
model the unfolding of the recursive processes inside ambients cell and mol, respectively; they
are added by Rec® steps. In both cases the recursive process, P° or M°, is deleted from the
configuration precisely because it has multiplicity one (and thus is it has been consumed).
Configurations C7, C§ and C7 are introduced by the execution of rule In°, modelling the
movement of one ambient mol inside ambient cell. Configuration C3 describes the situation
where ambient cell contains exactly one ambient mol and in parallel process out m. P°; con-
figuration C5 shows that any number (including zero) of ambients mol may appear at top
level, because one has moved somewhereelse; configuration C7 shows that exactly one process
out m. M° is running inside mol. In configurations C3 and C7, processes inm. out m. P° and
inm. out m. M°, respectively, are deleted because of their multiplicity as explained above. No
other configurations are needed to describe the execution of Out® modeling the movement of
ambient mol out from ambient cell.



This analysis is able to capture the relevant feature of SY'S and therefore to establish the
property discussed in Example 1: just one molecule can reside inside the cell, at the time. In
fact, in any configuration of cell either there are no occurrences of ambients mol or there is
exactly one occurrence.

It is worth stressing that different configurations are needed to better approximate the
possible contents of ambients, in particular of ambient cell (e.g. configurations C3, Cs and C7).
This permits to have a very precise information about its possible contents at any computation
step, and consequently to substantially restrict the space of possible interactions. More in
details, the analysis captures that, when one ambient mol resides inside cell, it must be the
case that the process running in parallel is out m. P°; and thus no other ambient is authorized
to enter (capability inm indeed has been consumed). By using weaker analyses where all the
configurations of a given ambient are merged (as in the widening of Section 4 or in analyses
in literature [25, 24, 26, 27,17]), it would not possible to derive this information. Moreover, as
we have already pointed out, the occurrence counting analysis of [14] cannot prove such a
property since it would count the number of ambients mol appearing in the whole system.

We conclude by observing that the analysis of the minor modification of SY'S, where
several ambients cell may appear, establishes this property in a similar way (see SY'S: in
Example 3).

O

We conclude by briefly discussing the complexity of the analysis. As a measure of
complexity we can take the maximal number of iterations of the fixed-point operator in
the worst case. This is the maximal number of different configurations we can have in
an abstract state, and therefore they are exponential in the size of the abstract process.

4 A widening operator

We present here a widening operator [11] which formalizes a natural and simple way
for further approximating the analysis of Section 3. Widening operators are introduced
precisely to speed up convergency of a fix-point computation. In this setting, a simple
widening can be defined by a function w : A — A, reporting an approximation of an
abstract state; this means that w(Sy) = S5 implies Sy C°S5. This function is intended
to be applied at each iteration of the fixed-point computation of function ¥g, which
defines the analysis (see Def. 5).

The widening operator defined below is based on the simple idea to have at most one
configuration describing the possible content of any abstract label. This means that all
the configurations describing a given label are put together. Moreover, in order to be
able to completely tune the complexity related to the size of the set of abstract labels,
we make the widening operator parametric w.r.t. a partition of £°, the set of abstract
labels. Let £° = E;E, where 22 is the equivalence induced by the chosen partition.

To formalize the widening operator, we use U¢ to denote the l.u.b. of two configu-
rations (according to the ordering of Def. 3); also, we extend U° to abstract states for
performing the merge of all configurations related to equivalent abstract labels.

Definition 6 (Widening). Consider L° a partition of L£°. We define the widening
operator w: A — A as

w(S°) = U°s° =

(A%, Uy 0 C) | (T°,C0) € 8°,4° = I° = 3 € {1,...,k}, (4°,0) = (I'°,Cy)}



Using the widening operator w we define a new fized-point operator ¥g, : A — A,
where the widening is applied at each iteration,

§o (S7) = w(83) if 5. (S7) = S3-

In the following, S [P] stands for the result of the fixed-point computation of
¥¢,. In this way we obtain a new analysis which is polynomial w.r.t the cardinality
of £°, a completely tunable parameter.

The following example shows that this new analysis still gives interesting results.

Ezxample 5. Consider the system presented in Example 2,

SYS = [Ml]m"l1 | ... [Ml]m"l1 | [Mg]m"l2 [ ... [Mg]m"l2 [[E°]---| [E]°
M; ::==recY.inm;. (outny. P; + outq;.Y)

My ::=recY.inms. (out na. P> + out ¢2.Y)

E ::=recY.inm;i.inms. (out no.outni.Y + out g2.out 1. Y)

Consider the following partition of names {{mi,q1,n1},{m2,q2,n2}} (ranged over by
abstract names s and r respectively) and of labels {{{mol1}}, {{mol2}}, {{e}},{s € £° |
cardinality(s) > 1}} designed for distinguishing moli, mol2 and e. If we apply the analysis
of Section 3 we have Ggo-[SY S'] = S° where 2

§° = { (Ta {(mOlli [1 w]): (6: [1 - w])a (m0l25 [1 - w])})’

(T, {(mol1, [0 — w]), (e, [1 = w]), (mols, [1 —w])}),
(T, {(moly, [0 — w]), (¢, [1 = w]), (mol2, [0 — w])}),
(m0l17 {(Ml 3 )})a (m0l17 {(ins' Rl: 1)})7 (moha {(Rla 1)}): (m0l1’ {(Pl’ 1)})’
(m0l2: {(M;, 1)})3 (@l%ﬂinr- R2a 1)})a (mOl_2: {(R2a 1)})3 (m0l27 {(P2: 1)})
(e, {(E®,1)}), (e, {((ins.in7. Rs,1)}), (e, {((in7. R3,1), (mol1,1)}),
(e, {(Re,, 1), (mol1,1), (mol2,1)}), (e, {((out s. E°), 1), (mol1,1)})}

R; = (out s. Py + out s. M1°), Ry = (outr. Py + outr. M>°)
R3 = (outr.out s. E° + outr.outs. E°).

The analysis establishes that the binding of mol; and mol, follows a precise order; indeed,
there is no configuration for ambient e showing the presence of mols without that of mol;.
The use of different configurations is essential for this very precise prediction, similarly as
explained in Example 4.The widening of Definition 6 as well as the existing analysis [25, 24,
26, 27] do not give sufficiently precise information for proving this property.

However, when compared to the existing analyses [25, 24, 26, 27] the widening gives more
precise predictions due to the different treatment of continuations in the style of [17]. This
causal aspect is very useful in this setting; for instance, it is adequate for analyzing the system
SY S’ where one of the two molecules has been removed (with the aim of proving that both
are necessary). As an example we consider the case where no molecule mols is present, as
modelled by the system SY S ::= [M1]™°1 | ... | [M1]™" | [E]® | ... | [E]° (the symmetric
case is analogous). We have Ggouw [SY S”] = ST where

Sf = { (Ta {(mOlla [0 - w]): (8, [1 - w]))})a
(moly, {(M?, [0 — u@, (113 Ry1,[0 — w]), (Iﬁ, [0—w)}),
(e, {(E°,[0 —w]), (ins.in7. R3,[0 — w]), (inr. R3, [0 — w]), (mol1,[0 —w])}}

The widening shows that none of products P1 and P is released (in particular it reports that
process P; cannot run at top-level inside ambient mol; as instead happens in the abstract state
S° result of the analysis of system SY S’). This property cannot be established by applying

% For simplicity we are assuming that P; = 0 for each i € {1,2}.



the existing analyses [25, 24, 26, 27], precisely because these proposals have a far less precise
prediction about the local processes of ambients. Specifically, they do not capture that the
continuation of capability inr, inside ambient e, cannot be exercised; and consequently that
capability out s cannot be consumed by ambient mol; to exit from ambient e. O

5 Conclusions and Related Works

Our analysis introduces many novelties w.r.t. the analyses presented in the literature
[25,24, 26, 27]. In particular: (i) it gives very precise information on occurrence counting
(which is local in contrast to standard global information [17,14]); (ii) it permits to
obtain more detailed information about the processes and ambients which may reside
inside an ambient, at any time. This is obtained by adopting different configurations
to describe ambients in different stages of evolution and by adapting the treatment
of continuations of [17]. As a consequence, the analysis better captures also causality
aspects. Causality issues have been considered in a few type systems [1-3] for MA or
for its variant Safe Ambients [18]. The types of [1,3] describe the possible contents of
ambients by means of a sort of traces and probably could give interesting results when
applied to biological systems. They however lack occurrence counting information.

Our analysis is rather expensive from a computational point of view w.r.t. the
proposals of [25,24,26,27]. In our opinion, this additional complexity is motivated by
the need of capturing quantitative and causality information which are fundamental in
the biological systems setting. Examples 1 and 2 (then commented in Sections 3 and 4)
demonstrate the relevance of this information and show the limitations of the existing
analyses. Moreover, it is worth noting that also the occurrence counting analysis of [14]
for MA has an exponential complexity even if it does not report sufficiently precise
information for proving the properties of Examples 1 and 2.

Moreover, our approach offers several possibilities for tuning the precision, and
therefore to find out the right balance between precision and computational cost. The
abstraction is parametric, in the sense that one can choose which part of the system he
is interested in by defining equivalence classes of ambients labels and names. Further
approximations can easily be derived by following the widening approach of abstract
interpretation. The polynomial widening of Section 4 is an interesting example, espe-
cially because it gives better results with respect to the existing analyses [25,24, 26,
27]. This is discussed in Section 4 by considering Example 2.

There are several interesting directions for future works. First of all, we intend
to implement an abstract interpretation framework for computing analyses of BA.
Furthermore, we would like to design new analyses which to take into account the
stochastic and temporal aspects. In particular, in this setting, it seems very important
to be able to establish temporal properties much more general than invariant properties;
in particular to observe the possible evolution paths of a biological system. This is
motivated by the variety of recent works concerning temporal logics and model checking
for biological systems [19, 20, 8,4].

Acknowledgements. We would like to thank the anonymous referees for their useful
comments.
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