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Considered Problems Fog computing [6] aims at better supporting the grow-
ing processing demand of (time-sensitive and bandwidth hungry) IoT applica-
tions by selectively pushing computation closer to where data is produced and
exploiting a geographically distributed multitude of heterogeneous devices (e.g.,
personal devices, gateways, micro-data centres, embedded servers) spanning the
continuum from the Cloud to the IoT.

Deploying and managing multi-component applications in Fog computing
scenarios requires to dynamically map each of their components (i.e., function-
alities) to the computational node that will host them at runtime. Whilst some
application functionalities are naturally suited to the Cloud (e.g., service back-
ends) and others are naturally suited to edge devices (e.g., industrial control
loops), there are some applications for which functionality segmentation is not
as straightforward (e.g., short to medium term analytics). Future tools for the
deployment and management of IoT applications should consider application re-
quirements (i.e., hardware, software, QoS), infrastructure capabilities (i.e., hard-
ware, software and network conditions) and deployers’ desiderata (i.e., business
policies, cost constraints) to efficiently support adaptive segmentation of func-
tionalities from the Cloud to the IoT.

In this context, we are investigating the design, prototyping and validation of
novel models, and predictive algorithms and methodologies which will be useful
to (i) process data about the application, the infrastructure and their monitored
performance so to informedly determine how to (re-)distribute application com-
ponents, (ii) identify and validate the best sequence of actions to (re-)distribute
components to different Fog or Cloud nodes based on specified policies, and (iii)
choose when/how to (re-)deploy, (re-)configure or scale components in response
to workload or network variations, churn and failures.

First Results The first results of this work have been described in different pub-
lications. In [1], we proposed a simple, yet general, model of multi-component IoT
applications and Fog infrastructures. After proving that the problem of determin-
ing eligible deployments is NP-hard, we devised a heuristic backtracking search
algorithm to solve it and we run it on a motivating example. In [2], we extended
the proposed solution with Monte Carlo simulations so to consider variations in
the QoS of communication links, predicting how likely a deployed application is
to comply with the desired network QoS (viz., latency and bandwidth) and how
much Fog resources it will consume. In [3], we further enhanced the proposed
methodology by proposing a cost model that extends Cloud cost models to Fog
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scenarios and integrates them with costs coming from the IoT. All proposed
predictive methodologies have been implemented in an open-source prototype1,
FogTorchΠ, and are detailly described in [4], which also offers a comparison with
one of the first tools for simulating Fog scenarios (iFogSim [8]). FogTorchΠ can
be used to determine, simulate and compare eligible deployments of applications
to given infrastructures in a QoS- (with respect to network variations), context-
(with respect to the considered resources), and cost-aware (estimating monthly
revenues and outflows) manner, meeting all deployers’ desiderata.

Future Directions In our future work, we intend to:

1. provide support to the whole app life-cycle management, considering as a
starting point the formal modelling of CISCO FogDirector operations we give
in [7], including new features such as components reconfiguration and scaling,
and proposing synergies with the predictive methodologies of FogTorchΠ,

2. consider novel metrics and dimensions (e.g., energy consumption, security,
mobility) and propose a way to automatically and efficiently select best
candidate (re-)deployments – i.e., matching deployers’ desiderata – using AI
or (bio-inspired) multi-objective optimisation, and

3. prototype and validate all new methodologies in controlled settings (e.g.,
over the simple Fog application we proposed in [5]) and, possibly, in life-like
Fog environments.
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