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Abstract—Deploying composite applications to Fog nodes in
a QoS- and context-aware manner is challenging due to the
heterogeneity and scale of Fog infrastructures. Application com-
ponents must be provided with the software and hardware
capabilities they need. Communication links that support inter-
actions between components must meet certain QoS (latency and
bandwidth). On the other hand, different Fog and Cloud nodes
provide different software and hardware capabilities, and actual
communication links support different QoS over time.

In this paper we present a prototype (FogTorchΠ) capable
of determining deployments of composite applications to Fog
infrastructures, which fulfil software, hardware and QoS require-
ments. FogTorchΠ exploits Monte Carlo simulations to take
into account possible variations of the QoS of communication
links. It classifies eligible deployments both in terms of QoS-
assurance and of Fog resource consumption. We illustrate the
utility of FogTorchΠ over a motivating example where we
compare different possible deployments for a smart agriculture
application.

I. INTRODUCTION

Due to the volume, variety and velocity of data generated by
IoT sensors and actuators, the Cloud cannot fully support IoT
applications that must meet compelling latency or bandwidth
constraints [1]. Indeed, the considerable increase in the amount
of data produced at the edge of the network was not accompa-
nied by a comparable increase of available bandwidth from/to
the Cloud [2]. Furthermore, Cloud connection latencies are not
adequate to host real-time tasks such as life-saving connected
devices, augmented reality, or gaming [3].

The need to provide processing power, storage and net-
working capabilities to run IoT applications closer to sensors
and actuators has been highlighted by various authors, such
as [4], [5]. Fog computing [6] aims at selectively pushing
computation closer to where data is produced, by exploiting a
geographically distributed multitude of heterogeneous devices
(e.g., gateways, micro-datacentres, embedded servers, personal
devices) at the edge of the Internet. On one hand, this permits
low-latency responses to (and analysis of) sensed events, on
the other hand it relaxes the need for (high) bandwidth avail-
ability from/to the Cloud. Fog computing is hence expected to
fruitfully extend the Cloud+IoT scenario, enabling Quality-of-
Service- (QoS) and context-aware application deployments [5].

While various solutions for applications deployment have
been proposed for the Cloud [7], Fog computing calls for
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new methods to guarantee non-functional constraints of de-
ployments spanning from Cloud datacentres to resource-
constrained Fog devices. Indeed, contrarily to the Cloud, Fog
nodes often feature limited resources, what makes single node
deployments not always feasible [5]. Thus, tools for distributed
deployment of components, spanning multiple nodes, have to
ensure that time-sensitive or bandwidth greedy applications
work properly, having their (non-functional) needs reliably ful-
filled. The distribution of application components between the
edge and the Cloud should take into account both processing
(e.g., CPU, RAM, storage) and QoS (e.g., latency, bandwidth)
constraints, and it should not be tuned manually [2]. Metrics to
estimate and compare the QoS-assurance and the consumption
of Fog resources of alternative eligible deployments [5] can
ease the selection of deployments that are more likely to
meet all processing and QoS constraints while minimising the
consumption of Fog resources when needed.

In this paper we present FogTorchΠ, a prototype based
on a model [8] of the Cloud+Fog+IoT scenario to support
application deployment in the Fog. FogTorchΠ permits to
express processing capabilities and average QoS attributes
(i.e., latency and bandwidth) of a Fog infrastructure, along
with processing and QoS requirements of an application, and
it determines deployments of the application over the Fog
infrastructure that meet all such requirements.

FogTorchΠ models the QoS of communication links by
using probability distributions (based on historical data), de-
scribing variations in featured latency or bandwidth over
time, depending on network conditions. For instance, wireless
technologies perform worse in case of bad weather, whilst In-
ternet access technologies suffer from QoS degradation (higher
latency, lower bandwidth) when the network gets congested.
To deal with input probability distributions and to estimate the
QoS-assurance of different deployments, FogTorchΠ exploits
the Monte Carlo method [9]. By repeatedly sampling prob-
ability distributions, FogTorchΠ simulates different runtime
behaviours of communication links and aggregates results for
deployments generated over a large number runs.

For each deployment FogTorchΠ outputs QoS assurance and
resource consumption over Fog nodes. Those metrics permit to
compare possible deployments, and to evaluate the impact of
possible changes in the Fog infrastructure/applications (what-
if analysis). As highlighted in [5], the availability of tools
to simulate Cloud+Fog+IoT scenarios, without implementing
testbeds, is still too scarce. As we will show, tools like Fog-



TorchΠ may help IT experts in deciding where to deploy each
component of an application to get the best QoS assurance,
as well as in identifying beforehand existing infrastructure
criticalities.

The rest of this paper is organised as follows. Section II
describes a motivating example from smart agriculture, which
illustrates the complexity of deploying IoT applications in the
Fog. Section III reviews the formal model we proposed for
Fog infrastructure and applications, and presents FogTorchΠ.
Section IV shows and discusses the results of applying Fog-
TorchΠ to the motivating example of Section II. Related work
and concluding remarks are in Sections V and VI, respectively.

II. MOTIVATING EXAMPLE

Consider a smart agriculture application that enables remote
monitoring and irrigation of crops. The application consists of
three components (Fig. 1):

- ThingsController interacts with IoT sensors and
actuators1. The Things exploited by this application are a
moisture sensor (checking feasible conditions for irriga-
tion), a fire sensor (detecting fire hazards), an electronic
water valve (irrigating the crops), and a video camera
(streaming live footage from the fields).

- DataStorage stores all the information collected from
the Things for future use. If streaming from video camera
is enabled, a microservice (disabled by default) is used
to manage the communication with the camera. Further-
more, an embedded machine learning engine periodically
communicates with the ThingsController compo-
nent to optimise crop irrigation rules.

- Dashboard permits to visualise, monitor and control
data from the sensors, along with historical data and
machine learning engine rules.

Each component has certain software and hardware require-
ments to function properly. Software requirements include
needed operating system, programming languages support,
RDBMS, etc. Hardware requirements include number of CPU
cores, amount of RAM and storage each component needs
[10]. Hardware requirements are classified as consumable
(e.g., RAM or storage) and non-consumable (e.g., CPU cores).
Available consumable resources decrease as components are
deployed and exploit them.

Software components interact with other components as
well as with Things through communication links. Each com-
munication link must meet a desired QoS (latency, upload
and download bandwidth) to fully enable the interactions. Fig.
1 shows all software, hardware and QoS constraints for the
smart agriculture application. For instance, the arrow from
ThingsController to Dashboard indicates that the av-
erage latency, upload bandwidth and download bandwidth are
140 ms, 0.4 Mbps, and 1.1 Mbps, respectively2. Software and
hardware requirements are indicated in the grey box associated
to each component.

1In the following we will refer to IoT sensors and actuators also as Things.
2Symmetrically upload and download bandwidth from DashBoard to

ThingsController are 1.1 Mbps and 0.4 Mbps, respectively.

To support this smart agriculture application, the IT con-
sultants hired by the farm consider an infrastructure (Fig. 2)
that consists of three Fog nodes connected to the Things and
to two Cloud datacentres. Two Fog nodes (fog1 and fog2)
are owned by the farm, while fog3 is a shared Fog node of
a farms consortium.

In terms of hardware capabilities, all Fog nodes have 32
GB storage, 2GB RAM and 2 CPU cores3. On the other hand,
Cloud nodes are assumed to have infinite hardware capabili-
ties4. Fog and Cloud nodes offer a combination of different
operating systems, programming languages and database sup-
port. The infrastructure provides all Things required by the
application (i.e., moisture, water, fire and video camera). In
terms of communication links, fog1 is connected to the In-
ternet via satellite access, fog2 through mobile technologies,
while fog3 connects via a Fiber-to-the-Cabinet (FttC) access.
The QoS profiles used in the example make use of real QoS
data provided by different vendors5. Such data is represented
as probability distributions6 for upload/download bandwidths
in Fig. 2 to model the variability of QoS of connections.
For instance, the arrow from fog1 to the Cloud indicates
that average latency is 70 ms, and that the link can feature
a 7 Mbps or 14 Mbps satellite Internet connection. In the
case of 7 Mbps, when connection is up (98% of the cases),
download and upload bandwidth are 6 Mbps and 0.75 Mbps,
respectively. Furthermore, all Fog nodes are connected to each
other through WLAN.
A first natural question is where to deploy (each component
of) the smart agriculture application to the Fog infrastructure,
so that all requirements (hardware, software and QoS) are
satisfied:

Q1(a) — Which are the eligible deployments that
minimise resource consumption (of Fog nodes) and
“comply most” with the desired QoS constraints?

It is easy to see that, even in this simple scenario, solving the
(NP-hard [8]) problem of finding an eligible deployment that
meets all constraints is hard to solve by hand.

Suppose that the farm now wants to perform what-if analy-
ses to verify whether it is possible to avoid using some of
the nodes, or to reduce their resource consumption, while
maintaining the same QoS-assurance. For instance:

Q1(b) — Is it possible to avoid using (and paying
for) the Fog node of the consortium (fog3)?
Q1(c) — Is it possible to reduce the resource con-
sumption of (our) Fog nodes fog1 and fog2?

Suppose now that the farm decides to activate the currently
unused videocamera (Fig. 1). This increases the hardware
requirements and changes the desired QoS for links with
respect to the originally deployed application, also based on

3The hardware specs are those of the Dell Edge Gateway http://www.dell.
com/us/business/p/edge-gateway.

4To reflect that Cloud customers can purchase more processing power,
RAM and storage as needed, as if they were unbounded.

5Satellite access:https://www.eolo.it/, Mobile access:https://www.agcom.it, FttC
access:http://www.vodafone.it.

6To simplify the example, we only consider Bernoulli distributed values.

http://www.dell.com/us/business/p/edge-gateway
http://www.dell.com/us/business/p/edge-gateway
https://www.eolo.it/
https://www.agcom.it
http://www.vodafone.it


the video stream quality. Suppose Standard Definition (SD)
video requires 0.7 Mbps upload bandwidth and 16 GB storage
for 24 hours recordings, and that an associated microservice
is enabled on DataStorage. Then:

Q2 — Are there eligible deployments after the ap-
plication upgrade with SD video streaming? What is
their compliance with the desired QoS?

Suppose that supporting High Definition (HD) videostream-
ing requires more resources, namely 3.5 Mbps uplink and 32
GB storage for 24 hours recordings. It may also be the case
that the farm wants to record more than 24 hours, e.g. one
week, in order to increase the machine learning accuracy or
for surveillance. Then:

Q3(a) — Are there eligible deployments which sup-
port HD video streaming with the available infras-
tructure? Do they comply with the desired QoS?
Q3(b) — If the current infrastructure does not
support HD video streaming adequately, is there an
upgrade for the access technology at either fog1
(from 7 to 14 Mbps) or fog2 (from 3G to 4G) that
permits HD streaming?
Q3(c) — Is it possible to support the recording of
one week of streamed HD video (1 TB of data for
DataStorage)?

In Section IV we will use our prototype FogTorchΠ to
answer all the above questions.

III. FOGTORCH: MODEL AND PROTOTYPE

Our approach is based on the formal model and algorithms
presented in [8].

A. The Model

We first formalise the concept of QoS profile as follows.

Definition 1. The set Q of QoS profiles is a set of pairs 〈`, b〉
where ` and b denote respectively the average latency and
bandwidth featured by (or required for) a communication link.
The bandwidth is a pair (b↓, b↑), distinguishing the download
and upload bandwidth of a link. Unknown/unspecified values
of latency or bandwidth will be denoted by ⊥.

Def. 1 makes it possible to model the QoS attributes of
communication links according to their historical behaviour,
obtained via proper monitoring tools.

A Fog infrastructure consists of Things, Fog and Cloud
nodes at a given location, featuring hardware, software and
IoT capabilities. For Cloud nodes, hardware capabilities are
considered unbounded, as mentioned in Section II.

Definition 2. A Fog infrastructure is a 4-tuple 〈T, F,C, L〉
where:
• T is a set of Things, each denoted by a tuple t = 〈i, π, τ〉

where i is the identifier of t, π denotes its location and
τ its type,

• F is a set of Fog nodes, each denoted by a tuple f =
〈i, π,H,Σ,Θ〉 where i is the identifier of f , π denotes
its location, H and Σ are the hardware and software

capabilities it provides, and Θ ⊆ T contains all Things
directly reachable from f ,

• C is a set of available Cloud data-centres, each denoted
by a tuple c = 〈i, π,Σ〉 where i is the identifier of c,
π denotes its location and Σ the software capabilities it
provides,

• L ⊆ {〈N ′, N ′′, q〉|N ′, N ′′ ⊆ F ∪ C ∧ q ∈ Q} is a set
of available Fog-to-Fog, Fog-to-Cloud, and Cloud-to-Fog
communication hyperlinks7, each associated to its QoS
profile.

Applications have hardware and software requirements as-
sociated with their components, and desired QoS profiles for
component-component and component-Things interactions.
For what concerns Things, current proposals for the Fog
computing architecture (e.g., [6], [12]) envision remote access
to IoT resources via a specific middleware layer. Accordingly,
we assume Fog and Cloud nodes being able to access di-
rectly connected Things with negligible latency and infinite
bandwidth, and Things at neighbouring nodes through the
associated communication links.

Definition 3. An application is a triple 〈Γ,Λ,Θ〉 where:
• Γ is a set of software components, each denoted by a

tuple γ = 〈i,H,Σ〉 where i is the identifier of γ, and H
and Σ the hardware and software requirements it has.

• Λ ⊆ {〈γ, γ′, q〉|(γ, γ′) ∈ (Γ × Γ) ∧ q ∈ Q} denotes
the existing interactions among components8 in Γ, each
expressing the desired QoS profile for the connection that
will support it.

• Θ is a set of Things requests each denoted by 〈γ, τ, q〉,
where γ ∈ Γ is a software component and τ denotes a
type of Thing γ needs to reach with QoS profile q.

To make sure applications sense from and act upon the
correct IoT devices, deployment designers are asked to specify
a Things binding between Things requests Θ ∈ A of an
application and actual Things in the infrastructure T ∈ I .

Definition 4. Let A = 〈Γ,Λ,Θ〉 be an application and I =
〈T, F,C, L〉 a Fog infrastructure. A Things binding ϑ : Θ→ T
for A over I is a mapping from each Thing request onto a
specific Thing.

Finally, when business-related constraints (e.g., commercial
or legal) forbid some components from being deployed on any
node of the infrastructure, deployment designers can specify
the whitelist of Fog or Cloud nodes on which each component
can be installed.

7Def. 2 refines [8] by representing communication links as hyperlinks [11]
to model Internet access technologies in which single (xDSL, FttX, ... )
access points may support many Fog-to-Cloud and Cloud-to-Fog connections,
or may serve more than one Fog node simultaneously. We assume that if
〈N ′, N ′′, q〉 ∈ L then 〈N ′, N ′′, q′〉 /∈ L with q 6= q′. We also assume that
if 〈N ′, N ′′, 〈`, b↓, b↑〉〉 ∈ L then 〈N ′′, N ′, 〈`′, b′↓, b

′
↑〉〉 ∈ L and ` = `′,

b↓ = b′↑ and b↑ = b′↓.
8As before, we assume that if 〈γ, γ′, q〉 ∈ Λ then 〈γ, γ′, q′〉 /∈ Λ with q 6=

q′. We also assume that if 〈γ, γ′, 〈`, b↓, b↑〉〉 ∈ Λ and 〈γ′, γ, 〈`′, b′↓, b
′
↑〉〉 ∈

Λ then ` = `′, b↓ = b′↑ and b↑ = b′↓.
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Definition 5. Let A = 〈Γ,Λ,Θ〉 be an application and I =
〈T, F,C, L〉 a Fog infrastructure. A deployment policy δ :
Γ → 2F∪C for A over I is mapping from each9 software
component of A onto the set of nodes where its deployment is
permitted (or has been already performed).

In what follows, we will consider a software component
compatible with a Fog or Cloud node when the software/hard-
ware capabilities of the node can support at least the soft-
ware/hardware requirements for that component [8].

An eligible deployment for an application A over an
available Fog infrastructure I must: (1) satisfy compatibility
and deployment policies, (2) not exceed hardware capacity
at each Fog node, (3) fulfil Things requests binding, and
(4) meet latency constraints without exceeding the available
links bandwidths for both components interactions and remote
Things access.

Definition 6. Let A = 〈Γ,Λ,Θ〉 be an application, I =
〈T, F,C, L〉 a Fog infrastructure, δ a deployment policy and
ϑ a Things binding for A over I . Then, ∆ : Γ→ F ∪C is an
eligible deployment for A on I that complies with δ and ϑ if
and only if:

1) for each γ ∈ Γ, ∆(γ) ∈ δ(γ) and γ is compatible with
∆(γ),

2) let Γf = {γ ∈ Γ | ∆(γ) = f} be the set of
components of A mapped onto f ∈ F . Then10, for each
f = 〈i, π,H,Σ,Θ〉 ∈ F : H >

∑
〈j,H,Σ〉∈Γf

H,

3) for each Thing binding ϑ(〈γ, τ, q〉) = t, there exists f =
〈i, π,H,Σ,Θ〉 ∈ F such that t ∈ Θ and ∆(γ) = f or
〈N ′, N ′′, q′〉 ∈ L such that ∆(γ) ∈ N ′ and f ∈ N ′′.

4) let Q(N ′,N ′′) be11 the multi-set of QoS profiles associ-
ated with component-component and component-Thing
interactions that are mapped on the communication (hy-
per)link N ′−N ′′. Then10, for each 〈N ′, N ′′, 〈`, b〉〉 ∈ L:
〈`, b〉 ∈ Q(N ′,N ′′) =⇒ ` ≤ ` ∧ b >

∑
〈`,b〉∈Q(N′,N′′)

b .

B. The Algorithm

The algorithm consists of a preprocessing phase
(PREPROCESS(A, I , δ, ϑ)) and of a backtracking search
phase (BACKTRACKSEARCH(D, ∆, A, I , K, ϑ)), as shown
in Fig. 3. Given an application A, a Fog infrastructure I , a
deployment policy δ, and a Things binding ϑ, it returns the
(possibly empty) set D of all eligible deployments ∆j for A
over I that comply with δ and ϑ.

Preprocessing builds, for each software component γ ∈ Γ
of A, the set K[γ] of Fog and Cloud nodes that satisfy
conditions (1) and (3) of Def. 6, and also meet latency

9If δ(γ) is not specified we assume δ(γ) = F ∪ C.
10 Abusing notation,

∑
is used to sum the hardware/bandwidth require-

ments, and > to compare them with available offerings.
11Formally: Q(N′,N′′) =

⦃〈`, b〉 | 〈γ, γ′, 〈`, b〉〉 ∈ Λ ∧ ∆(γ) ∈ N ′ ∧ ∆(γ′) ∈ N ′′
⦄ ∪

⦃〈`, b〉 | 〈γ, τ, 〈`, b〉〉 ∈ Θ ∧ ϑ(〈γ, τ, 〈`, b〉〉) = t ∧ ∆(γ) ∈ N ′

∧ N ′′ 3 〈i, π,H,Σ,Θ〉 ∈ F ∧ t ∈ Θ⦄.

1: procedure FINDDEPLOYMENTS(A, I , δ, ϑ)
2: K ← PREPROCESS(A, I , δ, ϑ)
3: if K = failure then
4: return ∅ . ∃γ ∈ Γ s.t. K[γ] = ∅
5: end if
6: D ← ∅
7: BACKTRACKSEARCH(D, ∅, A, I , K, ϑ)
8: return D
9: end procedure

Fig. 3: Pseudocode of the exhaustive search algorithm.

1: procedure BACKTRACKSEARCH(D, ∆, A, I , K, ϑ)
2: if ISCOMPLETE(∆) then
3: ADD(∆, D)
4: end if
5: γ ← SELECTUNDEPLOYEDCOMPONENT(∆, A);
6: for all n ∈ SELECTDEPLOYMENTNODE(K[γ], A) do
7: if ISELIGIBLE(∆, γ, n, A, I , ϑ) then
8: DEPLOY(∆, γ, n, A, I , ϑ)
9: BACKTRACKSEARCH(D, ∆, A, I , K, ϑ)

10: UNDEPLOY(∆, γ, n, I , A, ϑ)
11: end if
12: end for
13: end procedure

Fig. 4: Pseudocode for the backtracking search.

requirements for the Things request of a component. If there
exists even one component for which K[γ] is empty, the
algorithm immediately returns an empty set of deployments.
This phase completes in O(N) with N = |F ∪ C| time.

The backtracking search algorithm inputs the result of the
preprocessing and looks for eligible deployments, as listed in
Fig. 4. It visits a (finite) search space tree having at most
N = |F ∪ C| nodes at each level and height |Γ|. Each node
in the state space represents a (partial) deployment, where the
number of deployed components corresponds to the level of
the node. The root corresponds to an empty deployment, nodes
at level i are partial deployments of i components, and leaves
at level |Γ| contain complete eligible deployments. Edges
from one node to another represent the action of deploying a
component onto some Fog node or Cloud node. Thus, search
completes in O(N |Γ|) time.

At each recursive call, BACKTRACKSEARCH(D, ∆, A, I ,
K, ϑ) first checks whether all components of A have been
deployed by the currently attempted plan and, if so, adds the
found deployment to set D. Otherwise, it selects a component
yet to be deployed (SELECTUNDEPLOYEDCOMPONENT(∆,
A)) and attempts to deploy it to a node chosen in K[γ]
(SELECTDEPLOYMENTNODE(K[γ], A)). The ISELIGIBLE(∆,
γ, n, A, I , ϑ) procedure checks conditions (2) and (4) of Def. 6
and, when they hold, the DEPLOY(∆, γ, n, A, I , ϑ) procedure
decreases the available hardware resources and bandwidths in
the infrastructure according to the new deployment associa-
tion. UNDEPLOY(∆, γ, n, I , A, ϑ) performs the dual operation,
when needed.



FogTorch  

Fig. 5: Bird-eye view of FogTorchΠ.

1: p ∈ [0, 1] ∧ q, q′ ∈ Q
2: procedure SAMPLINGFUNCTION(p, q, q′)
3: r ← RANDOMDOUBLEINRANGE(0,1)
4: if r 6 p then
5: return q
6: else
7: return q′

8: end if
9: end procedure

Fig. 6: Sampling function example.

C. Overview of FogTorchΠ

FogTorchΠ is an open source prototype12, developed in Java,
extending our previous prototype implementation (FogTorch)
of the model and algorithms previously described. FogTorch
takes into account all non-functional parameters within the
model (i.e., hardware, software, QoS). In the case of hardware
capabilities, it considers CPU cores, RAM and storage. Soft-
ware capabilities are represented by a list of software names
(operating system, programming languages, frameworks etc).
As per Def. 1, FogTorch considers latency, and both download
and upload bandwidths as QoS attributes. Latency is measured
in milliseconds (ms), while bandwidth is given in Megabits per
second (Mbps).

To account for probabilities when assigning QoS profiles to
communication hyperlinks in L, FogTorchΠ (Fig. 5) employs
the Monte Carlo method [9]. In addition to the input of
FogTorch, FogTorchΠ permits to associate more than one QoS
profile to each communication link, according to a probability
distribution. FogTorchΠ is run a sufficiently large number of
times and, at each run, it inputs a particular Fog infrastruc-
ture, choosing a QoS profile for each communication link.
A sampling function – consider Fig. 6 as an example – is
called to generate samples according to the given distributions.
The output is the set of eligible deployments generated at
each run. At the end of the simulation, results from all runs
are aggregated by computing two metrics for each obtained
eligible deployment:

1) QoS-assurance, corresponding to the percentage of runs
that generated that deployment. Indeed, the more a
deployment is generated during the simulation, the more
it is likely to meet all desired QoS constraints in the
actual varying infrastructure.

12Available at https://github.com/di-unipi-socc/FogTorchPI.

2) Fog resource consumption, indicating the aggregated
averaged percentage of consumed RAM and storage in
a subset F ⊆ F of Fog nodes (F = F by default), i.e.
if ΓF = {γ ∈ Γ|∆(γ) ∈ F} then:

1

2

(
Σγ∈ΓF

RAM(γ)

Σf∈FRAM(f)
+

Σγ∈ΓF
storage(γ)

Σf∈F storage(f)

)
To summarise, FogTorchΠ accounts for variations in the

QoS profiles over the communication links and for resource
consumption in the Fog layer. As we will discuss next, the pro-
posed aggregate metrics may represent meaningful measures
to evaluate eligible deployments at design time.

IV. MOTIVATING EXAMPLE (CONTINUED)

In this section we exploit FogTorchΠ to address the questions
raised in the smart agriculture example of Section II. As
per Section III, FogTorchΠ outputs all eligible deployments,
accompanied by their QoS-assurance and Fog resources con-
sumption values. The final choice of a particular deployment
among the eligible candidates is however left to users (the
IT experts in this example), leaving them the freedom of
choosing how to trade-off between achievable QoS-assurance
and Fog resources consumption (and possibly also taking
into account other application specific, technical or business
considerations). To help decision making, for all questions we
discuss the eligible deployments, displayed as scatter plots on
the axes QoS-assurance and Fog resource consumption.

To illustrate how FogTorchΠ works, we first describe how
it executes to find the eligible deployments for instance for
the scenario of Q1.(a). In its preprocessing step FogTorchΠ

determines, for each application component c, the set K[c]
of eligible Fog and Cloud nodes for c:

K[ThingsController] = [fog3,fog1,fog2]
K[DataStorage] = [cloud2,cloud1,fog3,fog1]
K[Dashboard] = [cloud2,cloud1,fog1,fog2]

Note that K indicates that the ThingsController
component can only be deployed on Fog nodes, while
DataStorage and Dashboard can be deployed also on
Cloud nodes.

In the search step (Fig. 4), FogTorchΠ selects one unde-
ployed component at a time. If FogTorchΠ selects for in-
stance component ThingsController, it checks whether
ThingsController can be deployed on the first node
fog3 in K[ThingsController]. After checking that
fog3 satisfies all (hardware, software and QoS) require-
ments of ThingsController, FogTorchΠ adds the de-
ployment of ThingsController on fog3 to the cur-
rently computed deployment. FogTorchΠ also updates the
amount of consumable resources (RAM, storage) available
at fog3, as well as the available bandwith between fog3
and fog1 (as ThingsController will access Things
moisture0 and water0, which are physically connected
to fog1) and the bandwith between fog3 and fog2 (as
ThingsController will also access Thing fire0, which
is connected to fog2).

https://github.com/di-unipi-socc/FogTorchPI


If the algorithm chooses next component DataStorage,
it checks whether DataStorage can be deployed on the
first node cloud2 in K[DataStorage]. After checking
that cloud2 satisfies all (hardware, software and QoS) re-
quirements of DataStorage, the algorithm adds the de-
ployment of DataStorage on cloud2 to the currently
computed deployment, and it updates the bandwith be-
tween cloud2 and fog3 (as DataStorage interacts with
ThingsController).

Finally, the algorithm checks whether Dashboard can
be deployed on the first node cloud2 in K[Dashboard].
As cloud2 does not satisfy all (hardware, software and
QoS) requirements of Dashboard, the algorithm then checks
cloud1 and fog1. Since none of them satisfies all require-
ments, FogTorchΠ checks fog2, which actually satisfies all
requirements. The algorithm hence adds the deployment of
Dashboard on fog2 to the currently computed deployment,
and it updates the amount of consumable resources available
at fog2, as well as the bandwith between fog2 and fog3,
and between fog2 and cloud2. The algorithm will hence
add the computed deployment ∆:

∆(ThingsController) = fog3
∆(DataStorage) = cloud2
∆(Dashboard) = fog2

to the set of eligible deployments. Note that, if all Fog nodes
fail to satisfy the requirements, the algorithm backtracks to
the previously deployed component and tries to deploy it
to another node. For example, if no nodes had satisfied the
requirements of component Dashboard, the algorithm would
have backtracked to try deploying DataStorage on another
node (cloud1) to retry deploying Dashboard.

For question Q1(a) (Fig. 8), FogTorchΠ determines13 20
eligible deployments (∆1—∆20 of Fig.7). Fig. 8 shows for
instance that deployments ∆1—∆4 minimise Fog resource
consumption, while satisfying all QoS requirements nearly
100% of the times. Dually, QoS-assurance is maximised
(reaching 100%) by Fog-only deployments ∆13—∆20, which
on the other hand consume considerably more Fog resources.

As for question Q1(b) (Fig. 9), FogTorchΠ deter-
mines that it is indeed possible to avoid using fog3
for deploying the application. Fig. 9 shows that if
fog3 6∈ δ(ThingsController) ∪ δ(DataStorage) ∪
δ(Dashboard) then the number of eligible deployments
halves with respect to Fig. 8.

Fig. 10 shows the answer provided by FogTorchΠ to Q1(c).
Namely, if resource consumption is assessed only over the set
of Fog nodes F = {fog1,fog2} then deployments ∆5 and
∆7 minimize such resource consumption, while featuring a
high QoS-assurance.

Fig. 11 shows the answer provided by FogTorchΠ to Q2,
namely, that SD video streaming is possible. However, keeping

13The number of Monte Carlo runs was 100, 000 for all questions.
All FogTorchΠ outputs of the example are available at https://github.com/
di-unipi-socc/FogTorchPI/tree/master/results.

Deployment Things Data
ID Controller Storage Dashboard
∆1 fog2 cloud2 cloud1
∆2 fog2 cloud2 cloud2
∆3 fog2 cloud1 cloud2
∆4 fog2 cloud1 cloud1
∆5 fog3 cloud1 fog2
∆6 fog2 cloud2 fog2
∆7 fog3 cloud2 fog2
∆8 fog2 cloud1 fog2
∆9 fog1 cloud2 fog2
∆10 fog1 cloud1 fog2
∆11 fog2 fog3 cloud2
∆12 fog2 fog3 cloud1
∆13 fog2 fog3 fog1
∆14 fog1 fog3 fog2
∆15 fog1 fog3 fog1
∆16 fog2 fog3 fog2
∆17 fog2 fog1 fog1
∆18 fog2 fog1 fog2
∆19 fog3 fog1 fog2
∆20 fog3 fog1 fog1
∆21 fog1 cloud2 fog1
∆22 fog1 cloud1 fog1
∆23 fog2 fog1 cloud2
∆24 fog2 fog1 cloud1
∆25 fog1 fog3 cloud1
∆26 fog3 fog1 cloud2
∆27 fog1 fog3 cloud2
∆28 fog3 fog1 cloud1

Fig. 7: Index of all deployments generated by FogTorchΠ (IDs
are used in Figs. 8 –14). Note that, due to changes in the input
(infrastructure, application), not all deployments are generated
for each question.
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Fig. 8: Eligible deployments for Q1(a) — Which are the eligible
deployments that minimise resource consumption (of Fog nodes) and
“comply most” with the desired QoS constraints?

https://github.com/di-unipi-socc/FogTorchPI/tree/master/results
https://github.com/di-unipi-socc/FogTorchPI/tree/master/results
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Fig. 9: Eligible deployments for Q1(b) — Is it possible to avoid
using (and paying for) the Fog node of the consortium (fog3)?
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Fig. 10: Eligible deployments for Q1(c) — Is it possible
to reduce the resource consumption of (our) Fog nodes fog1 and
fog2?

high values of QoS assurance (and avoiding Fog-only deploy-
ments) requires increased consumption of Fog resources, as
for instance in deployments ∆9 and ∆10.

Fig. 12 shows that enabling HD videostreaming on the
available infrastructure (Q3(a)) cannot ensure QoS-assurance
higher than 90%, not even by heavily exploiting Fog resources,
and hence an upgrade to the infrastructure is needed to support
such new feature.

Fig. 13 provides a comparison of the two candidate upgrades
(Q3(b)). It is easy to see that both upgrades improve the results
of Q3(a) for HD video streaming. However, exploiting few
more Fog resources, the satellite upgrade features higher QoS-
assurance (≥ 95%) than the 4G upgrade.

Assuming that the satellite upgrade (from 7 to 14 Mbps) is
performed, Fig. 14 shows that it is then possible to support the
higher storage requirement of (question Q3(c)) by deploying
CloudStorage in the Cloud, while having very good values
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Fig. 11: Eligible deployments for Q2 —Are there eligible
deployments after the application upgrade with SD video streaming?
What is their compliance with the desired QoS?
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Fig. 12: Eligible deployments for Q3(a) — Are there eligible
deployments which support HD video streaming with the available
infrastructure? Do they comply with the desired QoS?

of both QoS-assurance and Fog resource consumption.

V. RELATED WORK

The problem of deploying multi-component applications has
been thoroughly studied in the Cloud scenario. Projects like
SeaClouds [13], Aeolus [14] or Cloud4SOA [15], for instance,
proposed optimised planning solutions to deploy software
applications across different (IaaS or PaaS) Clouds. [16]
proposed to use OASIS TOSCA [17] to model IoT applications
in Cloud+IoT scenarios.

Recently, [18] has linked services and networks QoS by
proposing a QoS- and connection-aware Cloud service compo-
sition approach to satisfy end-to-end QoS requirements in the
Cloud. The Fog, however, introduces new problems, mainly
due to its need for connection-awareness and interactions with
the IoT, that were not taken into account by [18].
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(a) Satellite 14 Mbps upgrade.
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(b) 4G upgrade.

Fig. 13: Eligible deployments for Q3(b) — If the current
infrastructure does not support HD video streaming adequately, is
there an upgrade for the access technology at either fog1 (from 7
to 14 Mbps) or fog2(from 3G to 4G) that permits HD streaming?

To the best of our knowledge, very few approaches have
been proposed so far to specifically model Fog infrastructures,
applications and application deployments. [19] aims at eval-
uating service latency and energy consumption of the new
Fog paradigm applied to the IoT, as compared to traditional
Cloud scenaria. The model of [19], however, deals only with
applications already deployed over Fog infrastructures. [20]
follows a more pragmatic approach, by proposing a C++
programming framework for the Fog that provides APIs for
resource discovery and QoS-aware incremental deployment
via containerisation. With respect to our work, [20] takes
into account Fog nodes workload but it does not consider
bandwidth, Things requests, and deployment policies as lead-
ing parameters for deployment. Also, programmers have to
manually segment functionalities of their applications, by a
priori determining the number of layers needed in the Fog
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Fig. 14: Eligible deployments for Q3(c) — Is it possible to
support the recording of one week of streamed HD video (1 TB of
data for DataStorage)?

hierarchy. Recently, [21] has proposed a Fog middleware
capable of provisioning resources to scheduled tasks. A control
node in the Fog hierarchy manages the distribution of tasks
between the Fog and the Cloud so to minimise overall delay.
Our model differs from [21] since we account for multi-
component applications to be deployed and we focus on their
compliance with user-provided requirements.

[22] prototyped a simulator to evaluate resource manage-
ment and scheduling policies applicable to Fog environments
with respect to their impact on latency, energy consumption
and operational cost. [22] differs from our approach mainly
since it only models tree-like infrastructure topologies (not
accounting for the very possibility of sharing IoT resources
among Fog nodes), and it only considers applications whose
topology can be modelled by a DAG. Furthermore, it does not
consider QoS requirements among the parameters defining the
set of eligible deployments.

[23] presents a technique to estimate where to deploy com-
ponents of a given application. The objective was to identify
Fog or Cloud nodes to minimise execution time and energy
consumption of an application. Akin processing and QoS
requirements as in FogTorchΠ were considered (CPU, RAM,
storage, bandwidth, and latency), but application components
were deployed monolithically on single Fog or Cloud nodes.
Furthermore, [23] does not consider interaction with the IoT
nor resource consumption at deployment time. Apropos, [10]
presents a model to estimate resource consumption for Fog
applications. The model is based upon the fact that available
resources on Fog and Cloud nodes vary over time, according to
users behaviour. [10] probabilistically estimates the amount of
available resources to minimise over-provisioning rather than
to determine eligible deployments or to estimate their QoS-
assurance.

Finally, [24] presents a model and algorithms to perform
workload management in Fog infrastructures. Their objective



is to distribute tasks on Fog nodes while minimising their
average completion time based upon demanded resources. [24]
focuses on tasks scheduling (accounting for non-functional pa-
rameters), but without considering specific QoS requirements
for the applications to be deployed.

The problem of finding an eligible deployment of compo-
nents over a Fog infrastructure resembles the Subgraph Iso-
morphism problem (although it also includes the possibility of
mapping more than one component onto the very same node).
Solutions to Subgraph Isomorphism have been proposed in
the context of Virtual Network embedding [25], [26] and
deployment over WAN [27], by performing node and link
mapping in a single phase, as we do.

VI. CONCLUDING REMARKS

In this paper we presented the FogTorchΠ prototype, which
permits to determine eligible deployments of composite appli-
cations over Fog infrastructures.

FogTorchΠ can be exploited to simulate and compare dif-
ferent Fog scenarios at design time, determining context-,
resource- and QoS-aware deployments of IoT applications
over the Cloud-Fog continuum. To do so, FogTorchΠ takes into
account both processing (e.g., CPU, RAM, storage, software)
and QoS (e.g., latency, bandwidth) constraints that are relevant
for real-time Fog applications.

To the best of our knowledge, FogTorchΠ is the first pro-
totype capable of estimating the QoS-assurance of composite
Fog applications deployments based on probability distribu-
tions of bandwidth and latency featured by communication
links. FogTorchΠ also estimates resource consumption in the
Fog layer, which can be used to minimise the exploitation of
certain Fog nodes with respect to others, depending on the
user needs. The potential of FogTorchΠ has been illustrated
by discussing its application to a smart agriculture Fog appli-
cation, performing what-if analyses at design time, including
changes in Fog nodes or applications requirements, exploited
IoT devices and QoS featured by communication links.

We see three main directions for future work. One of them
is to extend the model on which FogTorchΠ is based with
other QoS attributes, and to include cost information to get a
richer classification of eligible deployments. Another direction
for future work is to account for multiple and multi-tenant
deployments on the same infrastructure. Last, but not least,
we intend to experiment FogTorchΠ on concrete case studies
that are currently under development, in order to assess the
effectiveness of and to refine the model on which FogTorchΠ

is based, and to improve the scalability of FogTorchΠ by
exploiting heuristics to reduce the search space.
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