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Abstract. In general, in order to predict the impact of human behaviour
on the security of an organisation, one can either build a classifier from
actual traces observed within the organisation, or build a formal model,
integrating known existing behavioural elements. Whereas the former
approach can be costly and time-consuming, and it can be complicated
to select the best classifier, it can be equally complicated to select the
right parameters for a concrete setting in the latter approach. In this
paper, we propose a methodical assessment of decision trees to predict
the impact of human behaviour on the security of an organisation, by
learning them from different sets of traces generated by a formal proba-
bilistic model we designed. We believe this approach can help a security
practitioner understand which features to consider before observing real
traces from an organisation, and understand the relationship between
the complexity of the behaviour model and the accuracy of the decision
tree. In particular, we highlight the impact of the norm and messenger
effects, which are well-known influencers, and therefore the crucial im-
portance to capture observations made by the agents. We demonstrate
this approach with a case study around tailgating. A key result from
this work shows that probabilistic behaviour and influences reduce the
effectiveness of decision trees. This impact is in regards to error rate,
precision and recall measurements.
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1 Introduction

Employees of organisations are known to regularly circumvent or bypass security
procedures, leading to a relaxed security culture [1]. In order to identify the se-
curity culture of an organisation, a security practitioner could collect data from
different sources and build a classifier model to predict the security preference
of employees. For example, sources such as CCTV, interviews and physical logs
(smart card data) can be used to classify employees preferences. There are three
main challenges with this - 1) It is costly both in time and financially, as demon-
strated by Caufield and Parkin [4]. 2) It is error prone as we rely on humans to
interpret human behaviour. 3) Given the dataset, it is difficult to identify which
features are relevant to build a classifier model.



To address the three challenges, we propose an assessment of classifier models
known as decision trees to predict the impact behavioural elements have on
the security culture of an organisation. Firstly, we generate synthetic data from
parameterised models with behavioural elements. Secondly, we interpret the data
to assess features based on the dataset. Finally, using traditional data mining
techniques, we use cross validation to train and test each model independently.
One of our results shows that different parameters for human behaviour impact
decision trees differently. Probabilisitc behaviour clearly impacts the error rate,
precision and recall of decision trees the most.

Our approach is inspired by online marketing techniques, where peoples be-
haviour is logged and suggestions are made based on purchases of others who
have similar behaviour trends [21]. In the context of security, building a classifier
model, an employee performing a security violation should be more substantial
to the models rules than the same employee moving between locations. Identify-
ing relevant features, indicates that human behaviour is required, in some form
at least. Influences, such as Social Proof from Cialdini, or the Messenger effect
from MINDSPACE can shift the culture of an organisation [7,8]. An employee
in the right location at the right time may be influenced by the behaviours of
others. If they observe the same action multiple times, or have an influential
relationship with the instigator of the behaviour, then they may begin to change
their behaviour and act accordingly.

We analyse a case study surrounding tailgating where we simulate a number
of parameterised models to identify the accuracy of behavioural elements on de-
cision trees. We believe that a security practitioner can understand the relevant
features and can begin to understand the relationship between the complexity
of human behaviour and the accuracy of decision trees. As a security practi-
tioner, acquiring knowledge where vulnerabilities are present, allows for insights
towards defence strategies and interventions. For example, investing in turnstiles
to reduce tailgating, or limiting the capabilities of employees who are flagged as
a vulnerability.

The main contributions of this work are 1) Parameterised models to simulate
and generate synthetic data with known behavioural elements. 2) The method-
ology for the assessment of precision and recall for decision trees constructed
from a synthetic dataset.

The paper is split into the following Sections. In Section 2 we discuss the
problem, provide an intuition for how we are approaching it and build on existing
literature. In Section 3 we introduce our Multi Agent System (MAS) to generate
synthetic data. In Section 4 we discuss the Case Study and the parameters used.
In sections 5 and 6 we discuss our assessment methodology and analyse the case
study. Section 7 is the conclusion and future work.

2 Problem Formulation

A security practitioner is able to observe employees behaviour in an organisation
and accumulate information about security incidents. This data can form a trace,



where an entry in a trace describes who did what and when. It is similar to an
intrusion detection system, where the logs of what happened are the entries, a
collection of logs/entries forms a trace. Consider a simple probabilistic model

Agent Violations Preventions Security Preference

Alice 4 1 Usable

Bob 2 3 Secure

Charlie 1 0 Usable

Dan 2 5 Secure

Table 1: Tallied up data for user actions

with agents, where agents can be secure or usable. Agents who are secure have
a probability of 0.2 to perform a security violation, whereas usable agents have
a probability of 0.8 to perform a violation. When a violation occurs, it involves
another agent, where the probabilities for them to permit the violation are 0.2
and 0.8 for secure and usable respectively. A security practitioner observes agents
in an organisation performing actions and accumulates information about each
agent. The security practitioner is only able to collect three features for an agent;
The number of violations, preventions and each agents security preference.

Using the data from Table 1, which is the accumulation of agent actions we
wish to establish some form of learning process, one example is a decision tree. By
doing this, we want to learn whether or not it is feasible to use classifier models,
such as decision trees to predict and identify when agents behave insecurely.

Fig. 1: Simple Decision Tree - X[1] = Preventions, X[0] = Violations

Figure 1 is an example tree that we can learn from the data in Table 1. Where
the tree would take some test data, without the security preference and attempt
to determine it using the conditional rules of each node. Obviously, this is a
small sample, but an accurate tree has been synthesised with 100% accuracy for
the training data used to create it. An issue would arise with an employee who
has no observed preventions or violations, the decision tree will always return



them as usable. Additionally, a combination of behaviour features that makes
the rules worthless, would ensure that predictions are innacurate,

For a security practitioner, establishing which features to consider could pro-
vide meaningful results for observing the security culture of employees in an
organisation. Unfortunately, the problem is of greater complexity than what we
identify here, as human behaviour is complex in itself and a leads us to the
question, can we learn from complex behaviour?

2.1 Security Culture Uncertainty

Within an organisation, there is a security culture for how individuals and groups
of people respond to security incidents. Depending on the type of security inci-
dent and the people involved, it could become a security violation or it could be
prevented. We hope that individuals trained to perform tasks are security aware,
but we regularly find that they circumvent organisational security policies [3].

For a security officer, explaining and classifying the security culture of an
organisation is a complex task. Consider working with a company for a short
period of time in order to identify the security preference of employees. We could
ask them, where responses from interviews have lead to popular theories such
as the compliance budget [1]. Of course, respondents could lie, answer honestly
but not behave consistently, or even fail to acknowledge that their behaviour is
insecure.

Even if survey respondents answer honestly, it does not mean that this holds
for the future. A secure employee interacting with a usable (non-secure) employee
may be influenced towards usable behaviours, creating an insecure culture. Of
course, this is bi-directional where secure behaviour can inform more secure
behaviour.

From a security officers perspective, they only have so many tools to establish
the security culture. For example, they could interview employees, then manu-
ally observe them via CCTV recordings to establish if their security preference
matches their behaviour [4]. This is of course, costly and time consuming, where
we would need to manually record the exact behaviour of each employee. This
would not allow us to classify the behaviour of agents that have been interviewed
and not observed.

To add further complexity to the uncertainty of a security culture, some one
who is secure may make a judgement of error causing a security incident. For
example, Zhu et. al. showed they could get more information from people simply
by providing them with information up front, exploiting a concept known as
reciprocity [23]. They were able to influence people to sacrifice more information
than they usually would part with.

The security culture of a company can be changed, for example, via training
employees [17]. This behaviour change is one that impacts how people respond
to security incidents, for example a recently trained employee may have more
awareness for spear phishing emails, and is less likely to click suspicious links.



3 Multi Agent System

Fig. 2: MAS - Agent Behaviour

To identify the security culture of an organisation, we must first acquire
data for user behaviours with security incidents. To the best of our knowledge
this data does not exist, therefore, we must either, take a different approach to
solve our research question, or generate our own synthetic data. We use insights
from computer security, human decision making, behaviour change theory and
economics and define a MAS as presented in Sections 3.1-3.4 [13,12,8,16].

3.1 Agents - Actions

The literature for modelling agents is captured in a variety of different manners.
From economics, we see humans referred to as homo economicus, although the
homo economicus has always been comparable to the smartest economist [18].
In simulation, agents with internal beliefs are captured, who act on those beliefs.
The BDI (belief-desire-intention) architecture is one example capturing agents
mental state to drive actions [14].

We illustrate our agent model in Figure 2 (a) showing the interactions of the
agent, whilst providing a sequence for this. Figure 2 (b) expresses the agents
interactions with the environment. From this model we will discuss Actions,
Observations, Context and Behaviour Policies.

Definition 1 An agent is a relation and is defined as A ⊆ Aid×L×Θ×C where
Aid is the set of agent ids, L is the set of locations, Θ is a set of observations
and C is the context. Such that (a, l, Θa, c) ∈ A would indicate that the agent a
is in the location l with the set of observations Θa and the context c.



We introduce the notion of location to capture a partially observable environ-
ment for agents. Agents perform actions which change the environment. For
example, the location of agents in an environment can change as the result of
an action. In essence, an action can change the state of the environment.

Definition 2 We define the set of actions as Act and any act ∈ Act is repre-

sented in the form of φ
act−−→ φ‘. Where φ is a pre-condition and φ‘ is the post

condition as a result of act.

Running Example: We now provide a running example which we use to demon-
strate the MAS. Consider four agents Alice, Bob, Charlie, Dan where the fol-
lowing holds:

– Alice = (1, l1, {∅}, 0), Bob = (2, l1, {∅}, 1)
– Charlie = (3, l2, {∅}, 0), Dan = (4, l2, {∅}, 1)

The agents Alice and Bob are in a different location to Charlie and Dan. An
action rule R1 is (a, l1, Θa, c)

move−−−→ (a, l2, Θa, c) which reads that an agent in
location l1 can move to location l2 and all other elements remain the same.

3.2 Agents - Observations

Actions are observable, where agents can accumulate observations. Typically, in
a MAS, agents are capable of observing the environment [22].

Definition 3 Observations are a relation Θ ⊆ Aname×Act such that if θ1 ∈ Θ
and θ1 = (a1, act1) would indicate an observation of the agent a1 performing
act1 ∈ Act. We also define Θobs as the current observation, where the current
observation is updated based on action rules.

To accommodate for the current observation we re-write rule R1, as shown
below. This ensures that a current observation becomes unavailable for observa-
tion once a new action occurs, that itself, is not an observation. An observation
rule, like an action rule follows a format. An abstract notion of an observation

would be (a, l, Θ, c), Θobs
θ−→ (a, l, Θ ∪ θ, c), Θobs if θ ∈ Θobs. Where it reads the

agent a in location l with the observations Θ observes θ and becomes the same
agent a in the same location l with the observations Θ ∪ θ.

R1 : (a, l1, Θa, c), Θobs
move−−−→ (a, l2, Θa, c), ∅

R2 : (a, l2, Θa, c), Θobs
move−−−→ (a, l1, Θa, c), ∅

R3 : (a, l1, Θ, c), Θobs
act1−−−→ (a, l1, Θ ∪ (a, act1), c), (a, act1)

R4 : (a, l, Θ, c), Θobs
θ−→ (a, l, Θ ∪ θ, c), Θobs if Θobs 6= ∅

Table 2: Action and Observation Rules:

Consider agent Alice executing R3, such that Θobs = (1, act1), by R4, only
Bob can observe this. If agents Charlie or Dan executes R2 and enters location



l1 they cannot observe (1, act1) as they arrived after act1 occurred. The only
two agents who can observe Alice performing act1 is Alice and Bob given their
current locations.

Agents perceive different observations differently dependent upon their cur-
rent context, where the context is the internal state of an agent [13,5]. Consider
two agents, one whose context is usable, the other is secure towards security vi-
olations. The usable agent does not acknowledge a security violation. Whereas,
the secure agent’s context informs that a security violation has occurred, as such,
they respond differently. Let us define that 0 and 1 capture usable and secure
respectively.

R5 : (a1, l2, Θ1, c1)(a2, l2, Θ1, c2), Θobs
violation−−−−−−→

(a, l2, Θ ∪ θ, c), (a2, l2, Θ1, c2){(a1, violation), (a2, permit)} if c1 = 0 and c2 = 0.

R6 : (a1, l2, Θ1, c1)(a2, l2, Θ1, c2), Θobs
prevented−−−−−−→

(a, l2, Θ ∪ θ, c), (a2, l2, Θ1, c2), {(a1, prevented), (a2, denied)} if c1 = 0 and c2 = 1

Table 3: Action Rules - Security Violations

The rule R5 states that a violation can occur if two agents in l2 are present
and both are usable. Whereas, R6 is a prevented rule, where the usable agent
attempts to violate and is denied by the secure agent. Let us consider our four
agents where Alice and Charlie are usable and Bob and Dan are secure. Given
their initial state, R5 cannot be executed, where as R6 can be executed. In order
for a violation to occur, Alice must execute R2 then R5 with Charlie.

3.3 Agents - Behaviour Change

Without any policies to govern behaviour, agents actions remain consistent, in
our case Alice and Charlie will always violate and Bob and Dan will always
prevent a violation. A static context ensures agents will always perform the same
action in the same situation. From a security perspective, this type of model
fulfills the requirement to model agents interacting. Where we could answer a
question such as What is the chance of a security breach?. It doesn’t allow us
to answer a question such as What is the change in the security culture of an
organisation?. The second question, requires agents to have the opportunity for
dynamic behaviour.

For example, What change in the security culture significantly increases the
likelihood of a security breach?. Answering a question such as this, leads us to
consider concepts such as a tipping point with positive feedback. By this, we
mean a small change in the security culture increasing the magnitude of the
change, which recurrently impacts the system. A classic example of a positive
feedback loop is a bank run, where worried customers withdraw all savings from
a bank, influencing others to withdraw their own funds [11]. In our application,
it would be usable agents influencing secure agents to become usable, creating



a growth in the security culture where more agents then become usable, and so
on.

From social psychology, role theory suggests that actions carried out by peo-
ple follow convention of their role and the expectations that come with it [2].
For example, a security violation of tailgating at a company would expect that
someone with the role of guard would stop this from occurring. Attribution the-
ory claims that actions carried out by humans are informed by the observations
they make of others [10].

Cumulative Behaviour Change: This has been explored by Caufield et al. where
they use the notion of a private signal (context) and public signal (observation)
to inform decisions [5]. We use it as a basis to model influences as cumulative
observations, where a threshold of observations for a particular action must be
reached in order to trigger an influence policy. Where a behaviour policy is based
on the context and observations of an agent [13].

A behaviour policy in regards to rules would follow the format:

(a, l, {a1, violation}, 1), Θobs
policy−−−−→ (a, l, ∅, 0), Θobs if a 6= a1

which reads, the agent with id a in location l and is secure changes to usable if
they have observed a violation by a different agent a1.

R7 : (a1, l, {(a2, violation), (a3, violation)}, 1), Θobs
usable−−−−→

(a1, l, ∅, 0), Θobs if a1 6= a2 and a1 6= a3

R8 : (a1, l, {(a2, prevention), (a3, prevention)}, 0), Θobs
secure−−−−→

(a1, l, ∅, 1), Θobs if a1 6= a2 and a1 6= a3

Table 4: Behaviour Change Rules:

Given the behaviour change rules, where agents are influenced by a set of
observations, the security culture of the four agents can shift. Given the initial
state consider the sequence of rules:

SQ1: Alice : R2→ R5, Dan : R4, Charlie : R5, Dan : R4→ R7→ R5
SQ2: Bob : R2→ R6, Charlie : R4, Dan : R6, Charlie : R4→ R8→ R6

Sequence SQ1 would shift the security culture to {0,1,0,0} for Alice, Bob,
Charlie and Dan respectively. Sequence SQ2 would shift it to {0,1,1,1}. Depend-
ing on the order of actions, the shift in the security culture can be impacted.

We use these four concepts of actions, observations, context and behaviour
policy to capture our MAS. This is our abstract model that we use a foundation
for the rest of the paper.

4 Case Study

In this section, we introduce and illustrate a tailgating case study where agents
move between locations and make decisions based on the actions they observe



and any internal behaviour change policy that they are bound by. Figure 3 shows
the possible actions an agent can make when they enter the back of the reception.

Enter
Back

Queue< 5 Usable?

Agent
in Front?

Enter
Front

Tailgate

Violation

Prevention

Enter
Building
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Usable?

Violation
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Inside
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1− p(u)
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Fig. 3: Agent actions as they enter the reception.

Scenario 1 Agents arrive at the back of the workplace reception and there are
two possibilities. Firstly, if nobody is at the front of the reception, the agent must
progress to the front of the reception. Secondly, and dependent upon the agents
security preference (usable or secure), if less than five people are at the front of
reception and about to enter, and the newly arrived agent is usable, they will
attempt to tailgate. A perfectly secure agent will never attempt to tailgate. If
an agent is being tailgated, they can either permit or deny the action, where a
permit would allow both agents into the main building, a deny would force the
tailgater to the front of the reception. A perfectly usable agent will always permit
tailgating, a secure agent will deny tailgating. The scenario runs for a working
week of five days.

4.1 Parameters

For the case study, we want to reflect behaviours and attributes that we know
exist. We understand that, whilst we will not have a model that truly reflects
human behaviour, we at least can parameterise concepts that we know exist from
the literature. Our parameters are as follows:

– p1: Expected Arrival Rate - Agents arrive stochastically to the workplace
reception, the arrival rate follows a normal distribution, where agents can
arrive at any point within some bounds. For example, if a start time for
work is 9AM, we might expect some agents to turn up early, just before, just
after, late or preciously on start time.



– p2: Probabilistic Decision - A lot of assumptions have been made towards
individuals as being homo economicus, where we make decisions based on
personal gain or internal heuristics for guiding behaviour which look to max-
imise some reward [9]. Additionally, each day, experience is slightly different
and for an agent, this could be the difference between a secure agent act-
ing usable and vice versa, which is what we capture with our probabilistic
decision, the ability for agents to act in opposite to their personal security
preference [18].

– p3: Norms Influence - Social proof, where individuals assume the actions of
those they have observed in order to reflect the interpreted cultural norms is
apparent in many societies [15]. We capture this cumulatively as discussed
in Section 3.3.

– p4: Messenger Influence - Authority, sometimes referred to as Messenger is
influencing by social/professional status, those we perceive to be in a position
of power or responsibility can influence our behaviours [8,7].

– p5: Personality - Different personalities can react differently to the same
influences. We implement a notion of a personality trait for agents: Consci-
entiousness - influenced by Messenger ; Agreeableness - influenced by Social
Norms and Messenger ; Extraversion - influenced by Social Norms [20].

For a security practitioner, there is a distinct set of actions and observations
that we can record for agents. The security practitioner can record agents mov-
ing between locations, tailgating being permitted or denied, agents successfully
tailgating, agents fail to tailgate and agents observing tailgating being permitted
or denied. This is all public information, the private information, such as some
of the parameters is hidden from a security practitioner. They do not know if
an agent can be influenced by Messenger or Social Norms.

5 Assessment Methodology

We associate a model with a set of parameters, we then run a simulation and
return a trace. We use cross validation to calculate six properties of interest for
a model which are the average error rate, average precision rate, average recall
rate standard deviation, the number of agents correctly predicted once and the
number of agents correctly predicted twice. In the cross validation, a decision
tree is trained with 80% of the data and remaining 20% is used for testing.

A prediction from a decision tree is either usable or secure. If we consider
secure as our target value then a true-positive (tp) is a correct prediction for se-
cure, true-negative (tn) is a correct prediction for usable. False-positive (fp) is an
incorrect prediction for usable and false-negative (fn) is an incorrect prediction
for secure. From these we can calculate the error rate, precision and recall:

error =
fp+ fn

tp+ tn+ fp+ fn
precision =

tp

tp+ fp
recall =

tp

tp+ fn

The cross validation creates a number of decision trees for each parameterised
model. From the cross validation we calculate the required properties.



5.1 Feature Extraction

In order to build a decision tree, we must first extract features from the synthetic
data. By features, we mean classes for the training data that a decision tree will
use to generate rules. The classes are used in the testing phase to reach a decision.
There are many ways to extrapolate features from a dataset. Features such as
the number of permits and denies for tailgating is of interest. Additionally, the
number of observations for permits and denies is relevant. As we designed the
model, we know that observations can influence behaviour, therefore, we separate
observations over the five days that the simulation runs for.

1. Bob, t, move, front, inside, NA
2. Alice, t′, move, outside, back, NA
3. Alice, t′′, tailgate, back, inside, Charlie
4. Charlie, t′′, permit, front, inside, Alice
5. Dan, t′′, obsPermit, front, front, Alice; Charlie

Fig. 4: An example trace with four entries.

In Figure 4 we see a typical trace which follows the format agent, time,
action, start location, end location, agents involved. The simulation of the models
generates a trace similar to Figure 4 but with thousands of entries. From this
we must identify the important features. In the case of Figure 4 we know that
Alice has tailgated, Charlie has permitted it and Dan has observed it, however,
we have no relevant information for Bob, who moved too early into the building
and did not engage or observe any relevant actions.

From an assessment perspective, depending upon the underlying rules of the
model, i.e. the parameters, a decision tree could predict the security preference
of Alice, Charlie and perhaps Dan, as for Bob, this is a clear limitation of this
method, where decision trees have little power. This is the private information
impacting the uncertainty of classifier models, a security practitioner can only
record what they witness.

6 Analysis - Case Study

In this section we discuss the use of parameterised models and make remarks
surrounding the results for three different cases.

The number of possible parameterised models is 25, we only consider 11 of
these 32. The expected arrival rate is included in the majority of the parame-
terised models, as we do not consider too many models where all agents always
arrive at the exact same time, of course this could happen, but it is very unlikely.
The personality parameter is dependent upon a behaviour change parameter be-
ing present, therefore, it does not add to a model if Social Norms and/or the
Messenger parameters are not included.

We used the Julia programming language to implement our case study and
made use of the SysModels package [6,19]. We generated the synthetic data on a



Toshiba laptop with a 2.4 GHz i5 processor and 8GB RAM. To generate the data
for 11 models with 200 agents it took 22 minutes which is roughly 2 minutes per
model. Each model is generated with 10 traces each starting from an identical
initial state for each model.

For the analysis we performed four test cases and used 50, 100, 150 and 200
agents. Table 5 is the results for the 100 agents, the results for 50, 150 and 200
agents are in the Appendix in Tables 6, 7 and 8 respectively.

p1 p2 p3 p4 p5 Model µ(error) σ(error) pr(s) r(s) n = 1 n = 2

m1 0.255 0.067 0.659 0.830 93 55
X m2 0.001 0.002 1 0.997 100 99
X X m3 0.234 0.028 0.697 0.712 94 59
X X m4 0.073 0.019 0.963 0.953 99 86
X X m5 0.160 0.024 0.884 0.898 96 71
X X X m6 0.094 0.018 0.928 0.938 98 82
X X X m7 0.114 0.016 0.904 0.910 98 79
X X X m8 0.271 0.024 0.724 0.731 92 53
X X X m9 0.367 0.031 0.634 0.624 86 40
X X X X m10 0.027 0.012 0.975 0.969 99 94
X X X X X m11 0.277 0.028 0.675 0.675 92 52

Table 5: 100 Agents: p1: Expected Arrival Rate; p2: Probabilistic Decision;
p3: Norms Influence (Social Proof); p4: Messenger Influence; p5: Personality;
µ(error): Average error rate of a model; pr(s): The precision of the model to-
wards secure; r(s): The recall of the model for secure; n = 1: The average times
an agent is predicted once with the test data; n = 2: The average times an agent
is predicted once with the test data;

For each test case, we calculated the average error rate, the standard devi-
ation, the precision and the recall of each parameterised model, where Table 5
shows the parameters for each model. We now make remarks regarding the re-
sults we have obtained.

Remark 1 The average error rate for model m1 is significantly more accurate
with 50 than 100, 150 or 200 agents.

With regards to Remark 1, as the expected arrival time is not set, all agents
arrive at the same time. Due to the conditional rule that an agent will tailgate
if less than 5 people are in the queue, this results in a number of agents never
actively being involved in a security incident. The majority of agents don’t ever
permit, deny or attempt to tailgate, therefore, a decision tree will make inac-
curate predictions for some agents, particularly when more than 50 agents are
used.

Remark 2 If the probabilistic parameter is set, then the average error rate sig-
nificantly increases. In particular, it impacts more than both the Messenger and
Social Norms parameters.



The use of the probabilistic parameter significantly increases the average
error rate of the decision trees. Due to the uncertainty of agent behaviour, i.e.
secure agents acting usable and vice versa, a secure agent could have always
behaved as usable. A classifier model would always conclude that they are usable
when they are in fact secure. Whilst Remark 2 is not surprising, the impact
of uncertain behaviour against social influences is a useful result for a security
practitioner. In the real world, some people will always be secure or usable,
some hover between the two and some may slightly more secure or slightly more
usable, having some insight into these numbers would allow us to calculate the
impact of agents towards a model based on knowledge that uncertain behaviour
reduces the accuracy of classifier models.

Remark 3 The Messenger influence has a slightly more of an impact to the
error rate, precision and recall of a model than Social Norms. This is true for
all four of the test cases. More importantly, they both impact the error rate,
precision and recall of every model.

The influences themselves differ in how they are implemented. The Messenger
relies on an agent observing a behaviour of another agent that they consider to
be an authoritative figure. The Social Norms is a cumulative influence, where the
number of observations of a particular action can trigger the security preference
of an agent to change. For Remark 3, the interest is that they are not probabilistic
behaviours, they are private behaviours.

The internal context of an agent, their personality, who is authoritative to
them and whether or not they are influenced by Social Proof is the uncertainty
that decision trees struggle to capture. Two agents with the features for security
incidents and observations could differ in security preference due to their internal
context, how they perceive other agents. Again, this reflects the real world where
some people can be easily influenced or socially engineered against, and some
people cannot.

Remark 4 As the number of agents that are on average correctly identified once
decreases, the number of agents that are on average correctly identified twice
significantly decreases.

There is a strong correlation between the number of agents identified once
and only once against the subsequent number of agents that are identified twice.
For example, consider m2, which is the most accurate model in all areas. For
all four test cases, more than 99% of agents are correctly identified once and
more than 98% of agents are correctly identified twice. Considering Remark 4,
for m2 the accuracy of the classifier models is clear, there is no behaviour change
present and agents stochastically arrive to the workplace. We expect that the
distribution of security incidents for agents is evenly distributed, as such, an
accurate decision tree can is trained.

When we consider the probabilistic models where the number of agents cor-
rectly identified once is significantly lower, less than 90% in some cases. The
number of agents identified twice drops significantly, indicating that the traces



generated for these model have such a large variation in features, a classifier
struggles to predict an agents security preference.

Remark 5 On average, the models for 200 agents are more accurate than 50,
150 and 100 agents.

A trend emerged for the accuracy of models as we increased the number of
agents. Whilst some of the models were more accurate for 50 agents, in general
Remark 5 holds, in particular for the complex models where influences and
probabilistic decisions are present. This is due to an increase number of entries
to train decision trees, improving its accuracy.

7 Conclusion

In this paper we designed a multi agent system to generate synthetic data.
Secondly, we identified features from the synthetic data. Finally, using cross
validation we trained and tested many different decision trees for four test cases.

The generated decision trees showed that as the complexity of human be-
haviour increases, the less accurate decision trees are for predicting attributes,
in this case, the security preference of employees. The remarks from Section 6
highlight the important features of the models with regards to the parameters.
For example, probabilistic decisions impact the model significantly more than
influences with regards to the error rate, precision and recall. Between the influ-
ences, the Messenger influence had a greater impact, however, this is partially
down to how a security practitioner or designer implements behaviour change.

For a security practitioner, the insights towards the impact of these different
parameters allows for an understanding between the limitations of decision trees
and predicting security preferences. In particular, the certainty one can put in
the accuracy of the decision trees.

The future of this work will target the unanswered questions that we can
draw from this paper. Calculating the impact the parameters have towards error
rate, precision and recall would allow a security practitioner to identify when
probabilistic agents, influences or any other behaviours are present without hav-
ing prior knowledge as we did. The techniques for building classifier models will
be explored, for example, by considering different algorithms for building clas-
sifier trees, or sampling a range of features to assess the importance of each
feature.
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Appendix A Additional Results

Model µ(error) σ(error) pr(s) r(s) n = 1 n = 2

m1 0.070 0.037 0.896 0.943 49 43
m2 0.018 0.010 0.974 0.980 50 48
m3 0.279 0.035 0.658 0.642 45 26
m4 0.050 0.025 0.947 0.950 49 45
m5 0.162 0.029 0.853 0.867 48 35
m6 0.031 0.018 0.955 0.977 49 47
m7 0.091 0.030 0.893 0.937 49 41
m8 0.266 0.039 0.701 0.686 46 27
m9 0.365 0.051 0.694 0.656 43 20
m10 0.017 0.012 0.976 0.986 50 48
m11 0.325 0.056 0.622 0.581 44 23

Table 6: 50 Agents: p1: Expected Arrival Rate; p2: Probabilistic Decision;
p3: Norms Influence (Social Proof); p4: Messenger Influence; p5: Personality;
µ(error): Average error rate of a model; pr(s): The precision of the model to-
wards secure; r(s): The recall of the model for secure; n = 1: The average times
an agent is predicted once with the test data; n = 2: The average times an agent
is predicted once with the test data;



Model µ(error) σ(error) pr(s) r(s) n = 1 n = 2

m1 0.308 0.043 0.677 0.644 132 74
m2 0.001 0.002 0.999 0.998 150 149
m3 0.268 0.021 0.656 0.675 139 80
m4 0.088 0.020 0.948 0.951 148 125
m5 0.243 0.026 0.814 0.814 140 86
m6 0.132 0.015 0.906 0.919 145 114
m7 0.163 0.021 0.881 0.883 144 106
m8 0.275 0.029 0.713 0.715 138 78
m9 0.375 0.027 0.635 0.617 129 58
m10 0.042 0.013 0.949 0.966 149 137
m11 0.259 0.027 0.682 0.685 139 82

Table 7: 150 Agents: p1: Expected Arrival Rate; p2: Probabilistic Decision;
p3: Norms Influence (Social Proof); p4: Messenger Influence; p5: Personality;
µ(error): Average error rate of a model; pr(s): The precision of the model to-
wards secure; r(s): The recall of the model for secure; n = 1: The average times
an agent is predicted once with the test data; n = 2: The average times an agent
is predicted once with the test data;

Model µ(error) σ(error) pr(s) r(s) n = 1 n = 2

m1 0.201 0.135 0.861 0.912 177 142
m2 0.006 0.003 0.996 0.998 199 197
m3 0.170 0.013 0.910 0.888 190 141
m4 0.014 0.006 0.993 0.993 199 194
m5 0.050 0.009 0.976 0.972 196 183
m6 0.024 0.007 0.984 0.990 199 191
m7 0.047 0.011 0.976 0.973 198 182
m8 0.140 0.021 0.933 0.912 192 151
m9 0.277 0.029 0.833 0.812 183 105
m10 0.040 0.008 0.975 0.980 197 186
m11 0.161 0.016 0.920 0.892 191 144

Table 8: 200 Agents: p1: Expected Arrival Rate; p2: Probabilistic Decision;
p3: Norms Influence (Social Proof); p4: Messenger Influence; p5: Personality;
µ(error): Average error rate of a model; pr(s): The precision of the model to-
wards secure; r(s): The recall of the model for secure; n = 1: The average times
an agent is predicted once with the test data; n = 2: The average times an agent
is predicted once with the test data;
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