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Abstract—Voice-over-IP protocols (e.g., SIP) are vulnerable  To be applicable to real-time communications such as
to many types of attacks. One core challenge in preventing VoIP \p|P, the trust relationships between users in a Web-of-

attacks is to assess the trustworthiness of the caIIe_r’s_ identity. Trust have to be known to the callee either prior to the
Further, spoofing attacks must be prevented by verifying that call or must be derived at the time of the cadllreal-time
the call has been initiated by the user belonging to the caller's

identity. In this paper, we propose to adapt a Web-of-Trust Otherwise, the downloading of certificates and cryptogi@ph
model to real-time communication in order to assess the verification of trust paths is likely to delay communicaton
trustworthiness of incoming VoIP calls based on the social rela- (e.g., a VoIP call) too much to be acceptable to users. There
tionships among users. We present the design of a system whichgyist algorithms for real-time derivation of WoT trust chei

is capable of cryptographically verifying trust chains associated L
with VoIP users in real-time, i.e., with minimal overhead during [3]. However, existing usage models of a Web-of-Trust are

the regular processing of signaling messages. We highlight the different from our approach and do not enatéal-time
benefits of such a system as well as its limitations, discussverification of trust chains. Consider the common usage of
open iSShU%S, agd finally F;rise_nt f‘.” e\(aluatitor;_ of tfcl)e PfOpOEed the PGP [2] Web-of-Trust in non real-time communications
approach based on a prototypical implementation. Our results . )
shoyv that indeed reaJ_-ti me C_ryptographic verificati_on _of trust :t]ocrgggsofegzlrl.s’ ZeGr:i)fi(I:(aet)ésse,&Vﬁrsser(\?vﬁiéh[fg)ceri?/zrseg di%fr:eer
chains among users is feasible for VoIP communications. . - : . ) -
| INTRODUCTION email us_ually has a direct trust relatlonsh!p with the sa_epdie
' the email. Otherwise, the user has to retrieve the cergfioht

Voice-over-IP (VolIP) signaling protocols, e.g., the Sessi the sender and must then verify the trust chain betweerf itsel
Initiation Protocol (SIP) [1], are vulnerable to many tymés ang the sender of the email (which most probably results
attacks. Examples are interruption of service attacks, (i.fy fetching more certificates). While there exist services
Denial of Service, DoS) and social attacks (e.g., SPa@} computing the trust path between sender and receiver
over Internet Telephony, SPIT). In order to prevent thesg) such tools are not integrated in email clients and the
attacks it is necessary to estimate if an incoming signaliRgyntographic verification of the trust chain can only beelon
message (e.g., SIPNVI TE) is malicious or not. One core after receiving an email. This renders current usage of Web-
challenge is to assess the trustworthiness of the calleggTrust models infeasible for real-time communications.
identity with respect to sending malicious (or unsolicjted The main contribution of this paper is to adapt a Web-of-
messages. Moreover, it is important to verify that the cal h Tyyst model to real-time communications such as VoIP. We
been initiated by the user belonging to the caller's idgntitggapt existing algorithms to derive a trust path between a
in a SIP-message (th8l P- URI in the From Header). \p|p caller and callee imeal-time and additionally propose
This problem is not easy to solve as VolP-identities (e.chovel techniques to achieve cryptographic pre-verificatib
the SIP-URI) can be spoofed easily. This makes the detectig trust chain. In summary, our system enables to combine
of social attacks like SPIT and unsolicited communications decentralized trust model, cryptographic identity diser
in general a sophisticated problem. But also DoS attacks figj the assessment of the trustworthiness of VoIP users to
easier to protect against if identity-spoofing can be pr&en pe ysed inreal-time communications

In this paper we address these problems: We propose terpe rest of this paper is organised as follows. We discuss
adapt a Web-of-Trust (WoT) model teal-time communi- existing solutions and their drawbacks in section II. Intieec
cations Our approach uses the trust relationships betwefNe present the rationale for our approach and describe
users in order to detect if an incoming signaling messages proposed system in detail. Subsequentially, we present
was really send by the user belonging to the caller-identifife results of our prototypical implementation (section. IV
inherent in the message or not, and further to estimatepfirther, we discuss potential limitations of our proposal i
this user/identity is trustworthy, i.e., not sending miais  section V. Finally, we relate our work to other approaches
or unsolicited messages (section VI) and conclude with a summary (section VII).

e assume the reader to be familiar with asymmetric cryptograplly ThrothOUt_ this paper and in our prototypical implementa-
the general scheme of a Web-of-Trust, as used, e.g., by PGP [2] tion (see section IV) we exemplify our proposed scheme for



More importantly, with current approaches there is no
trustworthiness associated with the process of identity as
sertion. It is important to realise that an identity asskrte
by its domain can still misbehave, e.g., send malicious
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messages (which are correctly signed by its outgoing SIP-
proxy). The reason is that it is not specified what the basis fo

. INVITE - —
S5 g INVITE CS‘ 55
sip:bob@biloxy.com
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Fig. 1: SIP strong identity approach (RFC 4474) an authenticateduser may vary between different domains.

Some domains might sign identities without proper checking

applying a WoT model to real-time communications with Si@hile others require strong identity proofs (e.g., a copy
[1] and PGP [2]. Our approach is, however, general in natupé @ Passport and a signature send via regular mail) or
and in principle applicable to any kind of signaling protbcd!S€ Cryp_tographpally more secure dev_|ces like smartcards
for setting up and managing real-time communication sessif9" identity assertion. A receiving domain, however, canno
and any WoT infrastructure. Our approach only requird$Sess the quality of the assertion-policy in foreign (s&g)d
a (cryptographic) WoT among users which is instantiatédPmains. In addition, user terminals might have been com-

through protocols and key-servers. promised by malware (e.g., botnets, worms) which is capable
of accessing the user’s credentials. In this case, a SIP user
[1. BACKGROUND agent can perfectly authenticate itself with its domainlevhi

L i still sending malicious messages.
The research and standardisation communities have re-

. . . . In summary, approaches based on so-ca#iiedng iden-
alised the pmb'e”.‘ of SIP |de_nt|ty.spc.>of|ng. Many currentlgtes [6] are only as good as the verification/assertion policy
proposed mechanisms for es_t|mat|ng if an INCOMING MESSAQ& o caller's domain. However, even if strong autheniicat
was sent by the user belonging to the caller-identity rely Mechanisms are used by the caller's domain, there is no
so-calledstrong identities[5]: If an identity is signed by a '

) . e . trustwortiness associated with signed outgoing messages.
centralised authority which is trusted by the recelvmg,enJ 9 going g

messages received from this identity are believed to be noH—T 0 overcome these limitations of existing approaches,

malicious. For SIP, the identity of the caller is t8eP- URI this paper proposes a d|f.f(-erer1t mechanism for reall—tlme
in the Fr om Header of a SIPI nvi t e message, and it hasvgnflcanon of signed |den_t|t|es. a We_b—of—Trust combined
been proposed to have this identity signed by the domainv(‘ﬂ‘th advanced preprocessing mechamsrps. In short, the ad-
the caller (RFC 4474 [6]). When the caller places a call, th@ntages of the novel approach are that it does not rely on a
domain challenges the caller with an authentication retque% q d additionall iates trustworthingts
Only after proper authentication the domain will sign th&NC-users, and additionally associates trustworthingts w
outgoing message. When receiving a call, the proxy of tﬁégn‘."‘”mg messages by using cryptographlc s!gpaturels. Al
callee verifies the signature with the public key of the calle this is done in reak-time to enable a timely decision on how
domain [6]. Figure 1 shows this approach in the context 6? Process a message.

the classic SIP trapezoid.
However, there are several problems with such an ap'—”' OUR APPROACH WEB-OF-TRUST FORDETECTING

proach: SoLICITED VOIP CALLS

1) There must exist a mechanism to exchange public keysThe main idea behind our approach is to use a Web-
between domains. of-Trust to verify the binding of a user to an identity and
2) A mechanism is necessary to verify the binding of gdditionally to verify the trustworthiness of this useefdity.
retrieved public key to the domain of the sender.  The rationale behind this approach is that the social mati
3) The cryptographic assertion of an identity is merelghips among users in a VoIP network are very beneficial for
technical: the proxy's assertion does not regard th@sessing the trustworthiness of identities. Users cagssiss
trustworthiness of the signed identity but instead ithe trustworthiness of identities based on the perceiviE-in
most cases only assesses the possession of the priggion in the past, i.e., through received phone calls. gJsin
part of an asymmetric cryptographic key pair. a Web-of-Trust adds the necessary cryptographic pringitive
The common practice (also suggested in [6]) to solve the fig that users can express their trust by signing other users’
two problems is to use a Public Key Infrastructure (PKI). Adentities.
hierarchy of Certificate Authorities (CAs) is used to esedbl Compared to using a Public Key Infrastructure (PKI)
a cryptographically verifiable trust chain between any twior retrieving and verifying public keys of the trust chain
entities in the system. This implies that a central autkioribetween caller and callee, our approach has the advantage of
on top of this CA-hierarchy, the Root-CA, is trusted by altlecentralized trustin a Web-of-Trust, trust is not centralized
entities in the system. The Root-CA is the basic buildingut distributed among users. Thus, there is no single root
block for all trust related to assertions of identities irclsu authority which has to be trusted by all participants in the
a system. Thus, trust is centralized. system (as is the case in a PKI, see section II).



A. Assumptions and Definitions Depending on the found trust path length, the proxy conducts

We assume that a Web-of-Trust infrastructure exists (e.grther processing of SIP messages (e.g., forwarding to the
the publicly available protocols used by PGP [7]) whergallee for very short trust paths, conducting furt.her sizur
redundant servers (similar to PGP key-servers [4]) store cieSts for medium length trust paths, and potentially diyect
tificates of users. The WoT key-servers update each othdPgwarding the call to the mailbox of the callee for long trus
key-database with a special protocol amongst themselvB&ths). The rationale is that the longer the trust path, ébe |
Users can upload certificates which have been signed figiable is the (indirect) signature chain of the calleden-
other users to these servers. Each public/private key pair ity 1 the callee. Overall, our approach potentially eeabl
a uniquekey-IDin the system. The binding between a usetdentifying trustworthy identities vhitelisting but not the

identity (user-ID) and such a key-ID is signed by users ifflétection of badly behaving identities. In other words, df n
certificates. or only a long trust path can be found, our approach cannot

A key assumption for our system is that users sign oth@pSess the trustworthiness of the caller. We thereforerassu

identities in the system only if they have had positivéhat our Wo'!' schem_e is used in conju_nction with a holistic
(i.e., non-malicious) interactions with this identity imet VOIP protection solution as presented in [8]. If a short trus
past. This means that users can express how trustwoth"}Ih is found., .however, we assume _th|s to be an |nd|c§1t|on
they regard other users to be (with respect to sendify@ non-malicious call (and depending on system settings,
malicious/unsolicited messages) by signing the certéficat®-9-» the set trust path threshold, the call might direcgy b
of these other users in the WoT. Note that in a pGp_"QQrwa_rded to the callee, or this fact might influence an dvera
WoT, key-servers are not trusted and any user can store &fgurity score computed by the callee’s SIP proxy).
certificate on these servers. Specifically, the signatuiréseo _ . . o
certificates are not verified by the key-servers. This task B Real-time Derivation and Cryptographic Verification of
left to the users. Thus, to achieve real-time computatiah aftust Paths
verification of atrust chainbetween two users this approach o, approach relies on the computation of trust paths
is not feasible per se and needs to be modified (which issgtween callee and caller. In principle, an attacker cae fak
core contribution of our work). trust paths by uploading a certificate to a key-server which
~ A trust path (ortrust chair) between two users.., w pinds its user-ID to its key-ID, but with an invalid signagur
in a WoT exists if there is a chain of trust relationshipgpnarently from a legitimate user. This results in falsely
between users in the WOT such that trustsu, trustsus  mgarking the attacker as trustworthy. To prevent such trust
- U TrUStsu;—y trustsw;. The lengthl of a trust path is path forging, any trust chain in a WoT must be cryptograph-
the number of intermediate entities between the two usgggly verified. A novel feature of our approach (compared to
including v;. Note that there can be various different trusf yep-of-trust used in email systems) is finding the trush pat
paths between two users. We define the minimal trust pg{Byween two identities as well as cryptographically venify
lengthn between two users as the minimal length among afe complete trust chaim real-time To achievederivation
trust paths between these two users. and cryptographic verificationof a trust path in real-time,
The underlying assumption is that in the average cagg propose a specialized WoT key-server as part of the key-

the shorter the trust path, the less is the probability thakrer federation which operates normally in the key-serve
the trust chain between two users has been infiltrated R¥twwork but additionally does the following:

an attacker (e.g., by deluding a legitimate user to trust an
attacker). Adopting the definition of a trust path to realsi
communications such as VoIP and expressing it cryptograph-

ically, we say that there is a trust chain of lengttbetween certificate. The server can do this because as a key-
callee and caller, if in the WoT the minimal trust path server it is in possession of the corresponding public

is such that[keyID(callee)] signed [keyID:,userIDy] keys to t.he privatg keys w.hich sjgned th(_a cgrtifiéate
signed [keyIDo,userIDs] ... [keylDy_1,userID,_i] 2) It periodically publishes a file which contains in a com-

signed [keyID(caller), userI Deaner]. Since the receiving pre_zssed, machine-readabl_e_ forma_\t the trust rel_atio_n-
party (i.e., the callee) wants to know how trustworthy the ships between all the certificates it stores of which it

calling identity is, we are only interesting in trust patturgy hasffyedrlgedr:he S|gnayurehs. These trr]ust rlialatlonshlpshe_lre
from callee to caller (and not vice-versa). verified by the server in the sense that all cryptographic

In the rest of this paper, we assume that the callee is signatures responding to the trust relationships inherent

protected by its upstream SIP proxy which analyzes incom- 1" the file have been verified. The file published by
ing messages (although in principle also the callee itself e Server is structured in such a way that trust paths
could analyze incoming messages, we regard protection by ~PEWWeen any two identities can be computedaal-
upstream entities to be the more realistic case). To assess

the trustworthiness of incoming calls, the callee’s proay ¢ “In case the key-server is missing a public key necessary iy ver
either invoke a trust path calculation from a third entity newly received certificate, it tries to retrieve this keynfrather servers

_ Y Of the key-server network. If it cannot obtain the necessanyificate, the
such a computation can be performed by the SIP proxy itselérresponding signature is considered as unverified by ¢fyeskrver.

1) For each certificate it receives either from a user or
from another server it verifies the signatures in the



and callee, the proxy may invoke further steps to check the
trustworthiness of the message, e.g., by applying othés tes
on the message [8]. The computation of trust paths is either
done by the callee’s proxy or by a third party.

Figure 2 shows the general architecture of the proposed
solution. As described previously, the VKS in the figure is a
specialized key-server which not only stores keys/ceatifis
but additionally verifies the signatures. Also, it periadig
computes a trust-relationship file which contains the trust
relationships between all verified certificates by the serve
Using this file, it can offer the service of computing a trust
chain between two identities. As an alternative, it may also
ProxyA  ProxyB B publish this trust-relationship file to be used by otherghim
Fig. 2: System Architecture of Proposed Approach —example, however, a proxy which receives a message from

A to B uses the services offered by the VKS to find out
time using this filé. the trust path lengtm betweenB (callee) andA (caller).

This specialVerifying Key-Server (VKS} trusted by the The server detects thdt trusts an identityC' which in turn
callee’s SIP-proxy. However, in general trust is deceizteal trusts identity A. Since all signatures in the corresponding
in our system: The signatures in certificates are not basegftificates of4, B, andC' have been verified by the VKS a
on a centralized CA hierarchy. The VKS fetches publiclpriori during their upload, the trust path is not only conguiit
available certificates from other key-servers and verifies tbut verified as well.
signatures. _Thg callee’s p_rqu_merely trusts that t_h_e VKI§. Detailed Scheme and Message Flow
performs this signature verification correctly. The auities

which signed certificates (i.e., the users) are distribited V& now describe the cryptographic procedures and mes-
our system. sage flows of our proposed scheme in detail. Assume a

caller (with SIP-URIs) is trying to establish a SIP-based [1]
C. System Architecture \VoIP call with a callee (with SIP-URF). Assume further

The general procedure of our approach is as follows: Wat the callee is protected by its proxy. which uses a
user signs a signaling message (e.g., BIFITE) with its special, trusted WoT key-servar K.S which offers real-

private key and appends (e.g., via S/MIME) a seIf-signéHne derivation of pre-verified trust paths. Then the folilogv
certificate containing the corresponding public keffhe SEPS are executed:

proxy of the callee receives the message with the attached) P receives a SIPNVITE messagen which is signed
self-signed certificate of the caller. To check that the mgss by s with its private keyk,,i(s), attached is a self-
was really sent by a user who is in possession of the signed certificate frons:

corresponding private key, the callee’s proxy verifies the s = P {m}i00,,.050) » {Fpub () 8} signi,i0s))
message-signature using the public key from the attached) To protectr, P, needs to find out if the certificate
certificate. To further check that the message was sent by the attached tom really belongs to the SIP-URI in the
user belonging to the identity inherent in the message and to  From-header ofn (i.e., s). ThereforeP, verifies the
check that the identity of the caller is trustworthy, thexyro signature using the public key from the certificate:
checks that the SIP-URI in therom-headerof the message
corresponds to the SIP-URI in the attached certificate and
invokes an algorithm which delivers a trust path between
the caller and the callee. The input to this algorithm is the
certificate attached to the received SIP-message as well ag)
the receiver’s certificate. Since the certificate attacloetthé

message binds the caller’s user-ID (e.qg., his/her SIP-tiRI) krn(s), by hashing the certificate afwith a specified

its key-ID, attacker’s cannot spoof SIP identities as losg a hash function, and then sends this key-ID as well as
they are not in possession of the corresponding private key. the SIP-URI of, the callee: to VKS:

Depending on the length of the trust path between caller
Pri kin(s) = b (Uipun(5): 5} ignii (o))

3Note that there already exists a file format for storing trusthp in P.—-VKS: {kip(s)},{r}
a compressed way which is created by certain PGP key_ servarsfile A VKS he | h of th . | hi
format [9]). However, regular PGP key servers do not verify signatures ) computes the length ot the minimal trust path in
before creating this trust path file. Thus, existing .wosfitentainunverified the WoT between and s, n. If there is no trust path,
tru4st paths, rendering them qot useful for ref_al—tlme commtioics. nis 0. VKS returnsn to P,.:

The concrete way of signing a message is orthogonal to our mhetho KS P .
long as the signature is unique for every message to prevplatyrattacks 14 H_ re N )
(RFC 4474 [6] specifies such signatures for SIP messages). 5) Depending om, P, conducts further processing of.

Key-server network

Prt M peri fy(ogun(s)

If the signature is validP, knows that whoever semt
was in possession of the private Key.;(s). Otherwise
(i.e., if the signature is not valid)?,. rejectsm.
Additionally, P. wants to know how trustworthy the
identity s is. Thus, P, computes the key-ID fors,



S P

intermediate

r  are not possible in either case since the signature is unique
(SIP-Invite Messageito Dy for every SIP message.

(Public_key(s), s)

sign(s)

IV. EVALUATION

We implemented our approach in a prototype which uses
the existing PGP [2] WoT and the corresponding infrastruc-
ture (i.e., key-servers [4], protocols [7], etc.). Using tARGP
WoT allows us to use the largest publicly available and cryp-
tographically secured WoT for our experiments. Curreritéy t
PGP WoT is used to bind email addresses as identities to
public keys. In principle, however, this infrastructure wie
also allow to bind SIP-URIs (which are very similar to email
addresses) to public keys. To evaluate our approach with a
(SIP-Invite Message tor)_ real WoT, we treat the identities in the existing PGP WoT

(Public_key(s), s), as SIP-URIs instead of email addresses and we regard the
(b) corresponding signatures in the WoT as according to our

cheme (i.e., not only binding an identity to a public key

Fig. 3: Message Flow in Proposed Scheme: Sender attachifjg 515 expressing trust with respect to that identity &nd
its certificate (a), Sender attaching its Key-ID (b)

malicious messages).

. ) Our prototype sends signed SIRVITE messages to a
Figure 3a shows an example for a possible message flgdified SIP proxy which then verifies the signatures and

using the propo§ed scheme for establishing a VoIP calhcylates the trust path length. For signing the messages w

Again, the callee’s SIP proxy servé}. uses an external ser-o|ow the procedure depicted in figure 3b (see section JI-D

vice provided by a special WoW K'S. Itis also possible that \we compute the signature for each message as specified

the proxy does the trust path computation itself (in thisscag, rrc 4474 [6] and also use the SlBentity header for

P, and K'S could either be located in the same device/entityo signature and the SlRentity-info header for the key-

or P, would frequently fetch a .wot file puins'hed by thep as defined in [6]. Note, however, that we only use the

VK S). Furthermore, aIFhough also not shown in the flgur%yntax from [6] and that our approach is different: instead

it is also possible that instead of forwardingto the callee of transmitting the identity of a PKI certificate authorityew

the proxy may take different actions em depending on the ¢onyey a Web-of-Trust key-ID in thilentity-info header.

length of the trust chain. The OpenCDK library [11] is used for all PGP related
As an alternative (shown in figure 3b), the caller may only nctions. All experiments were performed on athlon

append itskey — ID (|_nstead of its self-signed certificate),gqg XPsystem with 2GB of RAM running Linux 2.6. All

to the message. In this case, the proxy of the callee pasgggware libraries and algorithms were written in C/C++ in

the key-ID on to the key-server which returns not only thgyqer 1o assess a fast and realistic implementation.
length of the minimal trust path but also the certificate @ th |, order to verify a signature, the proxy has to be in

calleP (see figure 3b). This variation has the advantage thgdssession of the sender's public key. If this key does not
the SIPINVITE message does not increase much comparggst in the proxy’s local cache, the key is downloaded from

to a regular SIP message (except for the key-ID in a NeWpGp key server. Our experiments showed that our system
SIP-header). Appending the certificate with each BIPITE o5 in average.6ms to check if a key is already present
message would increase each such message by the sizg, Ghe |ocal key cache. If the key does not exist in the

a certificate (e.g., up to 4kb with 4096-bit RSA keys). ORache, it is downloaded within60ms. After the download,
the other hand, as a disadvantage in this case (i.e., Ofl¢ signature verification is performed &2ms. The exact
appending the key-ID), it is not possible for the proxy t@,easurement results are shown in table 1.

verify the s_ignature_ of the message instantly (i.e., before-l-O evaluate the path search performance, we implemented
passing on information to the key-server). Instead, th&yro, qouple sided breadth-search-first (BSF) algorithm [3] in
can only verify the signaturafter having received: and o, 5P proxy. As input graph for the search algorithm we
the certificate ofs from the key-server. This makes thg,gq snapshots of the PGP WoT in theot file formaf [9].
proxy more susceptible to Denial-of-Service (DoS) attack$pege files contain all Key-IDs and the trust relationships

an attacker could send bogus message with invalid sigrmtumho signed whom) between the PGP users of the largest
in order to stress the computational power 6. In the ¢y ,ster — the so called “strong set”. The restriction to the
scheme depicted in figure 3a, a cookie mechanism S|m|larstﬁ>Ong set implies that between any two identities a trusit pa
the one used in IPSec [10] could protdét against similar

DoS attacks with invalid signatures. Note that replay &ac swe assume that for each trust path in the .wot file the sigratuase

been pre-verified. Specifically, we treat .wot files downkxhérom real PGP

5Delivering the corresponding certificate for a certain k@yis the basic key-servers as if they were published from a trusted VKS asriteed in
primitive provided by any regular WoT key server. section Il1.

(SIP-Invite Message to r)si N
(Public_key(s), s)s|g“(s)
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Cache check| Key retrieval | Signature verification
] 0,62 98,39 3,19 180 MoTask — 5 -
o 0,08 47,09 0,40 & 160 | WOT33k - - E
N £ WOT40K -+ P
TABLE I: PGP measurements (15,000 repetitions): average 5 140 | :
time p, standard deviatiosr § 120 | 1
Name | # identities | # signatures| Date of Snapshof = 100 * ]
WOT25k | 25,487 230,445 25-Feb-2005 g
WOT33k | 33,050 328,912 01-Jun-2006 5 80F n 1
WOT40Kk | 40,480 405,289 15-Nov-2008 v g0l iy
£ o
TABLE Il: WoT snapshots used for analysis % 40 | LT 1
k) =
. . . . s 2} L xtpo = 1
alwaysexists. To analyze the influence of different WoT sizes olsd 8808 0 ‘ ‘ ‘
on the path search performance we used different snapshots: 0 2 4 6 8 10 12 14
the oldest .wot file we found contains approximately 25k Path length

identities (230k signatures); the newest one (at the timbeof
evaluation) contains 40k identities (400k signaturesjaly

we chose a_mlrddv.vf(f)t file \c;\(/)n_'ﬁamlng ﬁ?’k identities (32_8k trustworthiness for messages from the correspondingitgtent
signatures). The different WoT snapshots are summarlzedﬂqus, it is reasonable to have the path search algorithm only

table 1. examine trust paths up to a certain lerfgth
For each WoT we randomly selected 1,200,000 SOUrce-\when comparing the times needed for key download

destination key pairs and executed the path search algorit L100ms), signature verification Gm.s) and path searchs{

for each of those pairs. Figure _4 ,ShO\,NS Fhe distri.bu.ti ms for short path lengths), the time for key download
of the path lengths fou_nd. The distribution is very similajs o largest one by at least one order of magnitude.
for the different WoT sizes. The average trust path Ieng@onsequently, we conclude that the usage of WoT based

is nearly identical for the three WOTS.09, 6.01, and qjanarres for real-time communication is only feasible if
5,97 for WOT25k, WOT33k and WOTAOk, respectively)he required public keys for signature verification haverbee

Furthe_rmore, independent of the WoT si2gy; of all path.s pre-fetched. Our evaluation clearly demonstrates thatef t
found in our experiments have a legth of 8 hops or 1885 | o5 first have to be downloaded, the overall time until

of the paths consit of at_ most 12_ hops. . . the completion of the signature verification is too long for
Figure 5 shows the time our implementation within thg,ost real-time communication applications. Thus, the igubl

SIP proxy needs to find a path of a certain length as Wgll, a5 either to be included in the signaling message (as
as the 95% confidence intervall. As one expects for a BSRqwn in figure 3a) — which would increase the overall

algorithm, the time increases exponentially with the payy,qidth required — or the key verification cannot be done
length. At the same time, the results suggest that (at leggt reqular signaling entities, but must instead be performe
for the WoT sizes we evaluated) the search time increasgs , gpecialized service which has the keys pre-fetched.
linearly with the number of signatures in the WoT. "5+ results show that even a simple BSF path search
In a real W(_)rld application the trust between two 'dent't'eélgorithm is fast enough to calculate the trust path length i
decreases with the trust path length. I.e., from the useLSeasonable amount of time for small WoTs and short trust
point of view, a long trust path does not imply mucha, jengths. We could not perform experiments on larger
real world WoTs since, to our knowledge, the PGP WoT
we used is the largest one available. On the other hand, we

Fig. 5: Duration for path finding depending on path lengths

300 T Wotzsk o regard the limitation to short trust paths to be acceptable
0 n| WoT33k since the trust between two users decreases with the path
2 250t WoT40k  + :
S length, rendering long trust paths less useful.
]
2 200 N . 1 V. DISCUSSION
S . * :
% 150 | | We propose to adopt a Web-of-Trust model to real-time
§ communication where users can express their trust in iden-
S 100t & i tities cryptographically. To work in practice, our apprbac
g relies on users behaving correctly. If users are not careful
. 50} ul ® | in signing other identities, the overall system becomes les
#* . useful because it can be infiltrated by attackers who trick
ol=Ff : : : : B s e careless users into signing their identities. In genera, w
0 2 4 6 8 10 12 14
Path length "Determining the actual threshold for trust path computatiswall as

. deriving a meaningful trust value from the trust path lengttome of our
Fig. 4: Occurrences of trust path lengths when randomdyrrent research projects.

selecting(Source,Destinatiorpairs



envision two options for users to express that an identitynfr is interesting future research regarding the overall fd#la
which they received a call is trustworthy: Either expligitl of our approach.
e.g., by pressing a special button on the callee’s phone,
or implicitly, e.g., automatically based on statisticselithe VI. RELATED WORK
combination of call duration and call frequency. Many works consider the security of VoIP and prevention
Our system uses pre-verification of trust chains. Thef unsolicited communications (e.g., [13], [14]). PGP ifert
disadvantage of such pre-computation is, however, that tbetes had been envisioned for signing messages in the origi-
key database will always be slightly out of date. This implienal SIP specification [15] (now deprecated in RFC 3261 [1]).
that recently uploaded certificates will not necessarily kgowever, PGP was only envisioned as the certificate format
considered for assessing incoming calls. We regard this riot SIP and not for using a distributed WoT model. Zimmer-
to be a significant problem because it can potentially ontviann proposed ZRTP [16] as a decentralized solution for
result in further message processing by the callee’s proky luser authentication and key exchange over RTP streams. In
not in any kind of attack. contrary to our work, ZRTP does not consider trust paths for
Related to this timeliness of .wot-files is signature revocaignaling messages but only direct authentication of audio
tion. Revocation of certificates and signatures is a chg#lenstreams between caller and callee after the call has been
in any large system which relies on asymmetric cryptographgstablished.
For our WoT approach, we assume that users are able tdn addition, researchers have analyzed the existing PGP
revoke signatures. Further, we assume that such revosatiteb-of-Trust (in the context of email communications).
of signatures can be uploaded to key-servers and are tak&pkun et al. [17] as well as Penning [18] provide a graph
into account by a VKS when computing trust paths (i.egnalysis of the PGP network. Bidder et al. propose a new
if a signature has been revoked the VKS does not consideethod for synchronization among key-servers in a WoT
it anymore in computing trust paths). Thus, if a formerly19].
trustworthy identity suddenly starts to send malicious mes To the best of our knowledge, our work is the first
sages (e.g., because a WoIP terminal has been infiltrateditnyestigation and implementation of adapting a Web-ofsTru
malicious software), users which have signed this ideatiey model for securing real-time communications. As such, our
assumed to revoke their signatures for this identity as ssonwork is very related to other work in the area of VoIP security
they realize that the identity is not trustworthy anymoret B but novel as it exploits the social relationships amongauser
as long as not all signatures for such an infiltrated identignd as it proposes a decentralized cryptographic scheme for
have been removed, this identity is still connected to th& Wassessing trustworthiness of signaling messages. At the sa
and may have a short trust path to certain callees. time, our work is related to the field of Web-of-Trust reséarc
However, experience with email-worms shows that sudiut novel since it exploreseal-time verification of message
malware usually tries to spread using the address booktafstworthiness which is not possible with existing saos.
infected identities. Here our approach clearly has adgmsta
presumably exactly the identities in the address book of a
user are the ones which have trust relationships and can thugve applied a Web-of-Trust model to real-time commu-
revoke certificates. In addition, short-lived signaturesild nications in order to secure applications such as VolP. Our
limit the effect of infected hosts. Furthermore, we belithv@ approach exploits the social relationships between eedsus
other protection mechanisms (such a blacklisting or a tiolisfor detectingsolicited real-time communications. Further, it
approach as suggested in [8]) should be used in conjuncticem prevent identity spoofing attacks using a decentralized
with our proposed WoT approach in order to protect againgtist model.
sophisticated threats as botnets. We evaluated our proposal using real world WoT graphs.
We showed that a simple BSF path search algorithm péur results demonstrate that, for short path lengths, alriv
forms well for real-time trust path computation. We exped®SF path search algorithm integrated into a SIP proxy
this to be true due to the small world properties of thperforms well enough for deriving trust paths in a real-
PGP WoT networks we used. However, we only consideréithe communication scenario. However, we showed that
relatively small networks (with respect to real-world VolRhe standard certificate downloading behavior of PGP is
networks) with medium path lengths in our experiments assufficient in two aspects: First, it is too slow to support
these are the largest WoT networks publicly available todagal-time communications. Second, signatures in uploaded
The scalability of the approach to very large WoTs still hasertificates are not verified. Thus, we introduce a speeidliz
to be investigated. A lot of research has been done in therifying Key Server (VKSyvhich pre-verifies WoT trust
area of (heuristic) trust path computations [12]. Althougpaths. To prevent time-consuming downloading of certiéisat
we did not discuss any advanced path search algorithmfor key-IDs, such a VKS should either be integrated with a
heuristic, such research is likely to help in increasing tH&lP proxy or, as an alternative, the caller must append his
maximum number of identities and signatures which caublic key in a self-signed certificate to signaling message
be handled by a single server. Additionally, we believe that In future work, we intend to investigate path search
analyzing load balancing and data distribution of certiisa algorithms and heuristics which scale for operator grade

VIl. CONCLUSION



networks (e.g., with more than 1,000,000 users). Further, w
consider developing more sophisticated metrics than tiss tr
path length (e.g., a combination of the number of paths from
callee to caller with the individual path lengths) intenegt
future research.
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